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Foreword

As cybercrime continues to be a growing threat to critical-business infrastructure, global
economies, and financial stability, there is a need for vigilance across all sectors,
geographies, and industries. There are many techniques, tools, and technologies that
financial services organizations can employ to protect their infrastructure, data, and people
from a compromise. On occasion, it appears as if there is a surfeit of such techniques, tools,
and technologies—and the number of available solutions is overwhelming to even the
largest global organizations, and even more so to those who do not have mature, well-
funded, and well-staffed security organizations. In this book, Dr. Erdal Ozkaya and Milad
Aslaner explore the many different aspects of building a comprehensive and segment-
specific offense and defense against current and emerging threats to global financial
services organizations. Their objective is to reduce the complexity and focus on the
fundamentals of cyber resilience and good cyber hygiene by means of practical advice. As
global threats continue to increase in volume and complexity, it is often important to make
certain we are doing the basics well. The advanced tools will be valuable, but our ability to
construct and operate a scalable and sustainable security program with relevant processes,
people, and tools is what will allow us to be successful over the long term. Both of the
authors have relevant, boots-on-the-ground experience to share, and I encourage you, the
reader, to read this book with a pragmatic view of what is possible today, while regarding

it as a building block for the future success of your security program.

Ann S. Johnson

Corporate Vice President, Microsoft
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Preface

Welcome to Hands-On Cyber Security for Finance. This book will present a step-by-step guide
on understanding threats to the financial cyberspace and help you learn how to secure your
organization against such threats.

This book aims to overcome financial cyber threats by taking you through some of the most
well-known case studies and real-life scenarios and elucidate ways to tackle them. As you
make progress with the book, you will discover different vulnerabilities and bugs

(including the human risk factor), and thus gain an expert-level view on identifying
attackers. By the end of the book, rest assured you will have excellent insight into the future
of cybersecurity and gained hands-on experience in protecting financial services and their
related infrastructures.

Who this book is for

Hands-On Cybersecurity for Finance is for you if you are a security architect, cyber risk
manager, or pentester looking to secure your organization.

What this book covers

Chapter 1, Introduction to Cybersecurity and the Economy, provides a general overview of the
current technologies, the infrastructures, and the general economy related to the financial
world, which happens to be the primary target of cybercrime.

Chapter 2, Cyber Crime - Who the Attackers Are, gives an in-depth explanation particularly
on cybercrime and cybercriminals, covering several associated case studies.

Chapter 3, Counting the Costs, covers the costs associated with cyber attacks and
cybersecurity by analyzing different reports from cybersecurity experts.

Chapter 4, The Threat Landscape, briefly discusses threats against end users and financial
institutes.

Chapter 5, Phishing, Spamming, and Scamming to Steal Data and Money, will provide the
reader with an in-depth study on the malicious techniques frequently used by an attacker
to obtain sensitive information.



Preface

Chapter 6, The Malware Plague, introduces different malware families and explains how
they spread; this will eventually help you plan your defense strategy in a better way.

Chapter 7, Vulnerabilities and Exploits, will deep dive into the different exploitation

techniques such as buffer overflow, race condition, and memory corruption, and explain
how these exploits are delivered by threat actors.

Chapter 8, Attacking Online Banking Systems, will focus on the online economy and related

security systems. We will describe how protections are implemented and how hackers are
able to penetrate and acquire their target.

Chapter 9, Vulnerable Networks and Services - a Gateway for Intrusion, will introduce the
important aspects of cybersecurity that are related to communication and network
protocols.

Chapter 10, Responding to Service Disruption, will cover in depth what a cybersecurity
incident is and how to establish an incident response plan.

Chapter 11, The Human Problem - Governance Fail, will briefly consider the human factor

impacting the entire cybersecurity implementation, including standards, policies,
configurations, architecture and so on.

Chapter 12, Securing the Perimeter and Protecting the Assets, will go deep into the most
commonly adapted IT perimeter security model, which is single trust, then share insights
into dual trust and finish up with the zero trust network model.

Chapter 13, Threat and Vulnerability Management, will cover three important processes in
any organization and the different steps associated with it.

Chapter 14, Audit, Risk Management, and Incident Handling, will take us through the detailed
version of encryption from its early methods and give us a brief idea of how far it has
evolved. This chapter will cover various techniques along with the associated challenges.

Chapter 15, Encryption and Cryptography for Protecting Data and Services, will touch upon
one of the most important changes facing the global economy currently: Blockchain and
cryptocurrency.

Chapter 16, The Rise of the Blockchain, will talk about quantum computing at length,
particularly the different ways in which it will shape the future.

Chapter 17, Artificial Intelligence and Cybersecurity, will focus in detail how to defend an
asset using threat model, analysis, bug testing, software life cycle, accomplishing
monitoring of software engineering processes used to ensure quality.

[2]
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Chapter 18, The Quantum Future, will evaluate the impact of the increasing use of Al
(Artificial Intelligence), which could soon be the next game changer.

To get the most out of this book

Basic understanding of cybersecurity tools and practices will help you get the most out of
this book.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https:/=/=www.packtpub.-com/isites/:/default/=Ifiles/
downloads/*/9781788836296 *'ColorImages.” pdf.

Conventions used

There are a number of text conventions used throughout this book.

Any command-line input or output is written as follows:

Set-MpPreference -EnableNetworkProtection Enabled

0 Warnings or important notes appear like this.
9 Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

[3]



Preface

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking

on the Errata Submission Form link, and entering the details.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.

Disclaimer

The information within this book is intended to be used only in an ethical manner. Do not
use any information from the book if you do not have written permission from the owner
of the equipment. If you perform illegal actions, you are likely to be arrested and
prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if
you misuse any of the information contained within the book. The information herein must
only be used while testing environments with proper written authorizations from
appropriate persons responsible.

[4]



Introduction to Cybersecurity
and the Economy

The relationship between cybersecurity and the economy has only been growing stronger,
with cyber attacks on the rise. Cyber attacks have brought a new recognition of the
importance of cybersecurity efforts. Attacks have now become widespread, common, and
expected in some firms. New attacks are emerging within weeks due to an underground
economy that has seen specialists create built-to-sell malware to a waiting list of cyber
criminals. The impacts of cyber attacks have been felt and there are reports that these
attacks are only going to get worse. The current and forecasted impacts are a devastation to
the global economy. Here, we will introduce cybersecurity and link it to cyber attacks and
the global economy. In this chapter, we will cover the following topics:

* What is cybersecurity?

The scope of cybersecurity

Terminology related to the cybersecurity world

General description of hacking groups, cyber criminals, and cyber espionage
Importance of cybersecurity and its impacts on the global economy

* Financial repercussion of reputational damage caused by cyber attacks

» Digital economy and related threats

L]

[ ]

What is cybersecurity - a brief technical
description?

Cybersecurity can be summarized as efforts aimed at preserving the confidentiality,
integrity, and availability of computing systems. It's the practice of affording security to
networks and systems to protect them from cyber attacks.



Introduction to Cybersecurity and the Economy Chapter 1

According the definition of cybersecurity by Cisco, (https:/:/:www.cisco.
com/*lc/len/*us/*products/:lsecurity/-what-*is-*/cybersecurity.*html),
cybersecurity is the practice of protecting systems, networks, and
programs from digital attacks. These attacks are usually aimed at
accessing, changing, or destroying sensitive information; extorting money
from users; or interrupting normal business processes.

Implementing effective cybersecurity measures is particularly challenging
today because there are more devices than people, and attackers are
becoming more innovative.

Cyber attacks have been on the rise and are targeted at accessing, modifying, or deleting
data, money extortion, and the interruption of normal services. Cybersecurity is of great
concern to today's businesses since there has been a high adoption of information
technology to achieve efficiency and effectiveness in business operations. The current
business environment is such that there are many devices, systems, networks, and users.
All these are targeted by cyber criminals, and multiple techniques have been devised and
used against them. Cyber attacks are only becoming more effective and sophisticated.
Therefore, cybersecurity is becoming a survival mechanism rather than a luxury for many
businesses. Cybersecurity has multiple layers, which cover devices, networks, systems, and
users. These layers are intended to ensure that these targets are not compromised by
attackers. In organizations, these layers can be compressed into three categories: people,
processes, and technology.

People

This is the category that includes users. Users are known to be particularly weak in the
cybersecurity chain. Unfortunately, cyber criminals are aware of this and often target them
rather than systems during attacks. Users are the culprits in creating weak passwords,
downloading attachments in strange emails, and easily falling for scams.

Processes

This category encompasses all the processes used by the organization. These can include
business processes, such as the supply chain, that could be exploited by attackers to get
malware inside companies. Supply chains are, at times, targeted in organizations that are
well secured against other methods of being attacked.

[6]
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Technology

Technology relates to both the devices and software used by an organization. Technology
has been a prime target for cyber criminals and they have developed many techniques to
compromise it. While security companies try to keep abreast of the threats facing
technology today, it seems that cyber criminals have always had the upper hand. Cyber
criminals can source new types of malware from underground markets and use them in
multiple attacks against different technologies.

The scope of cybersecurity

The importance of cybersecurity can't be overstated. The world is in a state of
interconnection, and therefore an attack on one host or user can easily become an attack
against many people. Cyber attacks can range from the theft of personal information to
extortion attempts for individual targets. For companies, many things are always at stake.
There is, therefore, a broad scope of what cybersecurity covers for both individuals and
corporate organizations—Ilet's look at this in more detail.

Critical infrastructure security

Critical infrastructure is systems that are relied on by many. These include electricity grids,
traffic lights, water supply systems, and even hospitals. Inevitably, these infrastructures are
being digitized to meet current demands. This inadvertently makes them a target for cyber
criminals. It is, therefore, necessary for critical systems to have periodic vulnerability
assessments so that attacks that can be used against them can be mitigated beforehand.
There have been several attacks on critical infrastructures in different

countries. Commonly-targeted sectors include transport, telecom, energy, and the
industrial sector. The most significant one was on Iran's nuclear facility. The facility was
targeted using a speculated state-sponsored malware called Stuxnet. Stuxnet caused the
total destruction of the nuclear facility. This just highlights the effect of cyber attacks
against critical infrastructure.

[7]
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The following is an excerpt from an article that describes the malware attack on Iranian
nuclear facility computers (https:/:/-www. lengadget.lcom/*2014/11/:/13/-stuxnet-*worm-
targeted-*/companies-first/-):

Once the malware hit their systems, it was just a matter of time before someone brought
compromised data into the Natanz plant (where there's no direct internet access) and

sparked chaos. As you might suspect, there's also evidence that these first breaches didn't
originate from USB drives. Researchers saw that Stuxnet's creators compiled the first

known worm mere hours before it reached one of the affected companies; unless there was
someone on the ground waiting to sneak a drive inside one of these firms, that code reached

the internet before it hit Natanz.

Network security

There is no way businesses can be conducted without networks today. Countries that have
isolated themselves from internet connectivity have been left behind financially, since a big
part of the global economy is currently powered by the internet. North Korea is an example
of one country where the internet is highly restricted and only accessed by a few people.
However, having connectivity to networks comes with its own cons. Individual and
corporate networks have been subjected to unauthorized access, malware, and denial of
service from cyber criminals. There are some techniques that can be used to perform actions
on networks that can hardly be detected by network admins without the use of tools such
as intrusion-detection systems. Other cyber attacks include sniffing packets, theft, and
manipulating data during transit. The tools that are being used to protect against network
security threats have become overwhelmed with the amounts of traffic that they have to
filter. They have also been facing challenges due to the number of false positives that are
getting reported. Because of this, security companies are turning to new technologies, such
as machine learning, to enable them to detect malicious and abnormal traffic in a more
efficient and effective manner.

Cloud security

Among the new technologies that are receiving massive adoption is the cloud. The cloud
allows organizations to access resources that they could previously not access due to the
financial constraints of acquiring and maintaining the resources. It's also a preferred option
for backing up due to its reliability and availability compared to other backup options.
However, the cloud has its own set of challenges where security is concerned.
Organizations and individuals are concerned about the theft of their cloud-stored data.
There have already been incidences of data theft in the cloud. Cloud security ensures that
cloud users can secure their data and limit the people that can access it.
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According to McAfee security, as many as one in every four organizations has been a
victim of cloud data theft (https:/*/*venturebeat.lcom/*2018/04/-/15/<mcafee-*26-"lof-
companies-have-suffered--cloud-=ldata--ltheft/=]) :

Enterprises are moving their data to the cloud, but not everybody is certain that the cloud
is as secure as it could be, according to the third annual report on cloud security from
cybersecurity firm McAfee. This is due in part to the fact that one in four companies has
been hit with cloud data theft.

Application/system security

Many business processes are run with the aid of applications or systems. However, these
systems have introduced a weak point in organizations. If these systems are hacked, they
can lead to the halting of services or production activities, theft of business secrets, and loss
of money. A study by Trustwave SpiderLabs in 2017 revealed that 100% of randomly-
selected and -tested web apps had at least one vulnerability. App security is, therefore,
receiving attention in many organizations that have set up cybersecurity strategies.

A 2017 study showed that 100% of sampled web apps had at least one vulnerability

(https:/=l/“www./[-trustwave.com/len-:lus/=resources/=blogs/ trustwave-blog/-/don-*t-)sleep-on-
web-*lapplications-Fthe-*5-*most-*/common-*attack-*types-and-how-*to-:better- defend-*them/

):

In fact, a stunning 100 percent of web apps that the Trustwave SpiderLabs team tested in
2017 contained at least one vulnerability.

User security

As said before, these are the weakest weak points, and they are particularly hard to protect
since they are targeted using social-engineering techniques. These techniques cannot be
prevented by using security tools. Attackers get to users through normal interactions, using
media such as phones, emails, or face-to-face encounters. Organizations have lost a lot of
money due to their employees being attacked using social-engineering attack methods.
Therefore, user-awareness programs have been incorporated into most cybersecurity
strategies.
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Internet of Things security

Internet of Things (IoT) is an emerging technology that has been plagued with security
threats. However, its practicality has seen it being adopted in many organizations despite
the security challenges. IoT devices have been shipping in an insecure state, which poses
threats to organizations and individuals. Cybersecurity has therefore been extended to
cover this threat landscape.

Terminologies

Here are some terms related to the cybersecurity world:

* Cybercrime: Any crime that involves the use of a computer as the object of a
crime or as an accessory used to commit a crime. The perpetrators of such a
crime are known as cyber criminals. They mostly use computer technology to
illegally access sensitive information, scam, or carry out malicious actions.

» Ransomware: Malware built to extort money from victims by blocking access to
their computers and files until they pay a ransom amount. However, the
payment of the ransom is never a guarantee of file recovery.

* Malware: Malicious software. There are three categories of malware: viruses,
worms, and Trojans. These are used to either allow unauthorized access or to
damage computers.

* Social engineering: An attack technique that is increasingly being used by cyber
criminals to manipulate people into revealing some information or carrying out
some actions. The end goal is either monetary gain or access to sensitive
information, such as business secrets.

¢ Phishing: A common exploitation attack that involves sending fraudulent
emails, that claim to be from reputable sources, to users. Phishers aim to get
sensitive data or money from their targets. With advancements in technology,
phishing attacks are becoming more sophisticated and advanced, and thus more
successful.
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* Botnet: A network of zombie devices that have been infected with malware to
make them perform certain tasks, such as denial of service attacks. Personal
computers were once key targets for recruitment in botnets, but since the
introduction of IoT devices, hackers have been shifting focus to this largely
insecure technology. A particularly dreadful botnet is the Mirai botnet, which is
made up of IoT devices and has been used in several attacks.

* Data breach: A corporate network is attacked by cyber criminals and some
valuable data is stolen. In many cases, customer authentication details, addresses,
and their financial information is stolen. Stolen data is valuable and can be sold
in black markets or ransomed. Even when the stolen data is encrypted, hackers
can find ways to decrypt it, especially if the encryption algorithm was weak.

» DDoS attack: Attackers target a machine with an overwhelming number of
requests, thus clogging its bandwidth and ability to respond to legitimate
requests. DDoS attacks are carried out by botnets, which have been discussed
previously. DDoS attacks can be used as a diversion technique where hackers
cause security personnel to focus their efforts on recovering from the DDoS
attack while another attack is taking place.

¢ Spyware: Malware used to spy on people for the purposes of obtaining their
personal information, login credentials, or other sensitive information. They
mostly infect browsers or come hidden in apps and programs. For mobile
devices, malware can use GPS sensors to communicate back the whereabouts of a
user's device, and they can also access the call history and SMS.

General description of hacking groups and
cyber espionage

Hacking groups and cyber espionage have frequently featured in cybersecurity reports;
here, we will discuss both of them.
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Hacking groups

Hacking groups have been active with their engagements in both legal and illegal activities.
Legal activities are those that don't violate any government regulations, such as the
spreading of user awareness, while illegal activities violate government regulations, such as
electronic fraud. Hacking groups are an association of hackers that act in unison during
cyber attacks. Due to their unity during attacks, they are often more successful than solo
attackers. There has been significant activity from hacking groups that has led to both good
outcomes, such as user awareness, and bad outcomes, such as the theft and destruction of
data. Here are some famous hacking groups:

* Shadow Brokers: A notorious hacking group known for taking the fight directly
to law-enforcement agencies. This group has taken credit for attacks against the
US National Security Agency (NSA) many times. In their hacks, the Shadow
Brokers have released to the public some of the alleged NSA hacking arsenal,
which comprises exploits, bugs, and malware. This hacking group is associated
with one of the most dreadful ransomware attacks. The group hacked the NSA
and released an exploit called EternalBlue, which could be used against
Windows computers. The exploit was released in March 2016 in black markets,
and in May, hackers had already used it as part of the WannaCry ransomware
attack. This is the exploit that made the encryption mechanism to execute by the
Windows OS security mechanisms. The NSA was partially blamed by Microsoft
for harboring these exploits instead of notifying the company so that they could
be fixed. Shadow Brokers have not been associated with any illegal activity that
targets corporate organizations or individuals. It seems that their main target is
the NSA, due to speculations that this agency continually stocks exploits that it
can use for espionage purposes inside and outside the US.

* Bureau 121: This hacking group is said to be from North Korea, which
contradicts the common assumption that North Korea is lagging behind
technologically. Defectors from North Korea have said that there are military
hackers that are well-paid in the country to keep up with hacking operations. The
group is said to be massive, with over 1,500 people who work outside North
Korea. The group has attacked South Koreans through apps and websites, and
has even destroyed banking records. They said to be behind the 2015 Sony hack,
which cost the company $15,000,000. The hack came just after Sony released a
movie that had depicted Kim Jong-un in a bad light.
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* Anonymous: The most recognized hacking group in the world. It's said to be
from 4chan and has, over the years since 2003, grown in number and capabilities.
The group operates in a decentralized manner, and even if one of their members
is arrested, there are more than sufficient personnel to keep the group running.
The group is associated with a hacktivist movement that takes the form of
vigilante actions. The group has played a role in anti-child-pornography
movements, where its members have brought down numerous websites that
offer such content. What makes Anonymous so special is that it has been adopted
as an idea rather than a hacking group. Therefore, it has received adoption
around the world and has a higher chance of staying relevant. This group has
been branded with the iconic Guy Fawkes mask.

Apart from these hacking groups, there are many others. Some emerge and then cease to
exist once their top leaders are arrested. Hacking groups are not necessarily evil since some
of them hack with good intentions. However, they are still a threat to cybersecurity since
they use tools and techniques that can be ultimately harmful to users and computers.

Cyber espionage

This is a growing cybersecurity problem where cyber criminals target an organization in an
attempt to steal information that could be used by competitors or to undermine the
company. Companies worldwide have fallen victim to these types of hack, where their
business secrets are stolen by foreign countries. Manufacturing companies that have fallen
victim to cyber espionage have seen counterfeits of their products being released at cheaper
prices in overseas markets. Cyber espionage is becoming an economy menace since it
affects the revenues of many organizations. It's estimated that a large number of

organizations that have fallen victim to cyber espionage still don't know that they're
victims.

In some incidents, cyber espionage has been directly attributed to hacking groups. There
are fears, however, that some espionage attacks are state-sponsored. Some countries have
been accused of having special units that conduct cyber-espionage attacks.
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Cybersecurity objectives

The aim of cybersecurity is to ensure that the confidentiality, integrity, and availability of
data and systems is preserved. This section discusses the different objectives of
cybersecurity.

Importance of cybersecurity and its impacts on
the global economy

Cybersecurity has of vital importance today ever since the world was networked. Many
processes in organizations are enabled by interlinked technologies. However, the
penetration of technology into normal lives and organizational processes has introduced
people to cyber threats. With every improvement in technology, the threat of cyber attacks
increases. New technology, such as IoT, have met the harsh reality of cybercrime. However,
current cybersecurity efforts ensure that the use of technology is not hindered by cyber
criminals. There are several reasons why organizations and individuals are emphasizing
cybersecurity; they are outlined here.

The number of cyber attacks is growing

With the rapid development of technology, the number of cyber attacks has been growing
exponentially. Cybersecurity reports show that, each year, there is a rise in the number of
threats that have been detected for the first time. There are specialists in underground
markets that have focused on creating new types of malware that they sell to hackers.
Cyber criminals are spending long hours doing background research on individuals and
organizations to find weaknesses that they can target. Social engineers are perfecting their
manipulation tactics to help them net more victims. At the same time, users have not
significantly improved or taken individual responsibility for their own security or that of
the companies they work for. The only hope in securing individuals' data, money, and
systems lies in enhancing cybersecurity. With all the developments on the part of cyber
criminals, cybersecurity is fast becoming a necessity.
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Cyber attacks are getting worse

Cybercrime has evolved from what it used to be. The aftermath of a cyber attack today is
often devastating, as can be seen from the companies that have fallen prey to cyber
criminals. Yahoo lost its value after it was confirmed that cyber criminals had penetrated its
systems and stolen the data of 3,000,000,000 users. Ubiquiti Networks lost over $40,000,000
to cyber criminals that executed a social-engineering attack on its employees. Many other
top companies have lost sensitive data to hackers. Individuals are not spared either. The
WannaCry ransomware indiscriminately encrypted individuals' and organization'

computers in over 150 countries. In general, cybercrime is getting worse. More money is
involved, and huge chunks of sensitive data are being stolen. The targets are not limited to
small organizations, since big companies, such as Uber and Yahoo, have already fallen
victim. Cybersecurity is therefore essential for organizations and individuals.

Impacts on the global economy

The economic implications of cyber attacks are being felt on a global scale. Organizations

are losing billions of dollars to attacks every year. Forbes has estimated that with the

current pattern, cybercrime will cost the globe $2,000,000,000,000,000,000 in 2019. In 2015,
this number was only at $400,000,000. Prior to the estimate from 2015, early estimates done
in 2013 reported that cybercrime only costs $100,000,000 globally. As can be seen, the
pattern has been such that the cost keeps growing. The World Economic Forum has taken
note of this, and with concern. It has warned that the figures could be higher since a large
percentage of cybercrime goes undetected. It has identified industrial espionage as one
crime where many victims don't even know that they're victims.

As per the estimation of the cost of cybercrime by Steve Morgan (https:/</
www."forbes."com/-Isites/*lstevemorgan/=2016/:101/17/+lcyber-:lcrime--lcosts-
projected-to-*reach-*2-"trillion-*by-*2019/:#466996b73a91), from 2013 to

2015, the cost of cybercrime has quadrupled, and it looks like there will be
another quadrupling from 2015 to 2019. Juniper research recently
predicted that the rapid digitization of consumers' lives and enterprise
records will increase the cost of data breaches to
$2,100,000,000,000,000,000 globally by 2019 (https:/*/“www.

juniperresearch.com/*press/* press-*releases/* cybercrime-*cost-
businesses-lover-*2trillion).
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Estimation of financial losses related to cybercrime

The financial losses related to cybercrime are incomparable to the cost of cybersecurity.
While cybersecurity costs remain almost constant, cybercrime costs increase every year. In
2017, it was estimated that annual breaches had increased by 27.4%.

Accenture has estimated the cost of cybersecurity for the year 2017, as follows:

Average
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in cost of
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in a year
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number of
security
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annual number B o
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breaches

These numbers are more than just a statistic. It shows that more organizations will fall
victim to cybercrime in 2018 than in 2017. The average cost of a breach or malware attack
on an organization is currently at $2,400,000. However, this number is just an average.
There are organizations that lose much more than that. Take, for instance, the Sony attack
that happened in 2015: the organization lost a whopping $15,000,000 due to the attack; the
Ubiquiti Networks case led to a $40,000,000 loss. Therefore, the average cost of a cyber
crime should not be used to depict the reality, since some companies lose several times the
average.
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The time it takes to resolve a cyber attack is becoming longer than ever. It now takes an
average of 23 days to recover from a ransomware attack. Insider threat attacks take up to 50
days to recover from. DDoS attacks take only a few days to recover from, but by then a lot

of damage will have been done. In general, the attack duration has increased and that adds
to the effects on the victims. The financial consequences can only go higher with more
exposure time to an attacker.

Globally, the US has witnessed the highest average cost of cyber attacks. The country's
average has been higher than the global average since 2017, when it was estimated at
$21,000,000. This estimate has grown from $17,000,000 in 2016. The second country in the
ranking of those with the highest cost of cybercrime is Germany; it jumped from $7,800,000
in 2016 to $11,500,000 in 2017. Japan is third, with an estimated cybercrime cost of
$10,000,000. The UK, France, and Italy follow with estimates of $8,000,000, $7,900,000, and
$6,300,000, respectively.

The following screenshot estimates cybersecurity costs by Accenture:

FIGURE 2
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Reference: https:/-/=www.=accenture.='com/-t20170926T072837Z = =w | */-lus-
0 en/® |<acnmedia/* PDF-*61/"Accenture-:2017-*CostCyberCrimeStudy.* pdf.
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There are also other financial losses that arise from cybercrime that cannot be directly
estimated. The loss of customer loyalty is a hidden impact that can have financial
consequences. Fewer customers directly translates to lower revenue. Lost reputation is
another impact that leads to financial loss. Without a good reputation, very few clients will
choose to do business with a company that's perceived to be unsecured. Legal fees from
cases relating to loss of user data also add to the financial consequences of hacks that a
company has to meet. These fees, therefore, make cybercrime very costly to organizations.

Finance and cybersecurity

There is a strong relationship between finance and cybersecurity. Finance can be viewed in
two perspectives in line with cybersecurity. Finance is used to procure cybersecurity
products that can be used to prevent cybercrime. Finance is also a direct victim of cyber
attacks. Therefore, it continues to be linked to cybersecurity. There have been attacks
targeted specifically at the finance departments in organizations. Other than this, Chief
Finance Officers (CFOs) are having to work closely with Chief Information Security
Officers (CISOs) in organizations to ensure that they adequately fund their cybersecurity
endeavors. Today, the links between finance and IT are closer than ever.

Critical dependency of business, processes, and IT infrastructure

Today, business is run through computer systems that coordinate processes from different
business lines, while making the individual processes more efficient and effective. For
instance, in a production company, the supplies department has to be linked with the
production department, which then has to be linked with the sales department. This type of
chain will ensure that the supply department has already procured input before the
production department depletes the ones it has. The production department will control its
output depending on the sales such that there is no over-production. To ensure that these
three departments continue to operate smoothly, the organization might acquire enterprise
resource planning (ERP) systems that will be integrated. The ERPs will ensure that the
supplies department automatically gets notified when the production department needs
more input. The production department will get actual and forecasted sales to ensure that it
doesn't overproduce products that may go to waste. The ERP solution will be the backbone
of all this coordination between departments.
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This hypothetical example is just a snapshot of what takes place in actual organizations.
Different departments are linked using IT systems. When these systems are down, business
processes in different business lines will be affected. Therefore, it's in the best interest of all
organizations to ensure that IT systems are running as expected at all times. Another critical
linkage between departments is the internal network. Organizations that have branches in
different places normally want to ensure that data stored in different physical locations can
easily be accessed. Therefore, a WAN is established to keep all branches connected. If this
network goes down, many operations can't take place. There are other components of the IT
infrastructure in an organization that are equally important for the functioning of day-to-
day operations. If these components go offline, operations can't go on as usual. This is the
current state in most organizations. To survive in the current business environment, it has
become necessary to make IT a resource. There are some industries where competitiveness
is only judged by the systems that an organization has.

With a good view of the current dependence of businesses on IT infrastructures, one can
appreciate the consequences of having components of the infrastructure failing or being
attacked. Without some critical components, such as ERP systems, networks, and
computers, business operations can come to a halt. One of the main reasons IT systems go
down is cyber attacks. There are other causes, such as natural disasters, human error, and
normal failures. However, of major concern today is attackers targeting the IT
infrastructure. Not only can they stop operations, attackers can purposefully destroy the
infrastructure. This will in turn cripple the organization. Therefore, organizations resort to
protecting their IT infrastructures, since they cannot afford to lose some of the
functionalities that are supported by the different components of the infrastructure.
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Economic loss

As a consequence of the increasing cost of cybercrime, there has been a resultant loss in
global and local economies. Based on estimates from McAfee, it is expected that 2018 will
see 0.8% of the global economy gross domestic product being lost to cybercrime. This is
estimated at $600,000,000,000. Estimates for 2019 show that the economic loss will hit the
trillion-dollar mark. This shows that the economic impact of cybercrime is only getting
worse. In 2014, the estimated loss was at 0.7% of the global economy. The US has seen a
relatively constant increase in the number of cybercrimes reported. Europe, however, has
seen the highest rise in cybercrime. It might appear that cyber criminals were once not
particularly focused outside the US market. With time, there has been an influx of hacking
activity, and the hacks have sporadically grown in the previously-unexplored Europe
region. Also, since the US has seen consistent cybercrime, organizations have been
preparing themselves for the attacks. Europe is now facing the highest economic loss to
cybercrime. An estimated 0.84% of its regional gross domestic product has been lost to
cybercrime. In the US, the percentage is at 0.78%.

There are several reasons why the economic loss due to cybercrime seems to be going up.
To begin with, there are more cybercrime tools being released. The new cybercrime tools
are more effective. As was explained in the Hacking groups section, the most damaging
ransomware attack thus far was successful due to the use of a three-month-old exploit that
had been stolen from the NSA by a hacking group. Another reason for the increase of
economic losses is because of the adoption of new technologies by threat actors. These
technologies enable them to decrypt encrypted files, gain access to systems without causing
alarms to be raised, and overwhelm security tools, among other things. Another driver for
the increased economic loss is the growing sophistication of hacks. A good example is
phishing. Phishing has evolved over time. Years ago, it was done through plaintext email,
which narrated an unfortunate occurrence and asked the recipient to offer some assistance
to the person in peril. Early phishing emails were characterized by grammatical errors and
an outright feeling of vagueness. However, phishing has recently developed a new face. It's
done through professionally-formatted HTML emails that resemble those of legitimate
companies. Phishing emails contain links to cloned websites that have a similar look, feel,
and interactive quality to legitimate websites. The targets don't know when they're handing
over their information to hackers or sending money to them. This type of revolutionary
development in attack techniques has also been witnessed in other types of attacks. This
has led to a high number of successful attack. For example, the number of victims of the IRS
scam of 2017 was around 170,000. This is a number that didn't exist five years ago since
these types of phishing attacks hadn't been used.
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Banking and financial systems - changes from a
risk and security perspective

Banking and financial systems have been the targets of cyber criminals. There are listings

on some underground economies of malware that can be used against automated teller
machines to cause them to spit out cash. There are malware that can be used to intercept the
communication between bank servers and customers to steal sessions or login information.
There are malware that have been developed to spy on users once they visit certain banking
websites. There are phishing scams that have been specifically targeted at customers of
certain online banks and payment systems. These are just a few of the threats that are facing
banks and have caused them to innovate their risk and security perspectives. The following
is a screenshot of a PayPal phishing email:

PayPal
|

Please Update Your Account

Dear valued PayPal member:

It has come to out attention that your PayPal account information needs to
be updated as part of our continuing commitment to protect your account
and to reduce the instance of fraud on our website, If you could please take
5-10 minutes out of your online experience and update your personal records
you will not run into any future problems with the online services.

However, failure to update your records will result in account suspension.
Please update your records on or before 10 Dec. 2011.

Once you have updated your account records, your PayPal session will not
be interrupted and will continue as normal.

To update your PayPal records click on the following link:

http pal.com/cgi-bin/webscrremd=_login-run

PayPal, Inc.

P.O. Box 45950 )

Omaha, NE 68145 WARNING - This is a phishing email.
A If you receive an email like this,

Sincerely, do not click on any links.

PayPal
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Banks have had to upgrade their machines and operating systems used to control their
ATMs to prevent malware attacks that can cause money to be stolen. They recognize that
there are hackers conversant with the systems used by ATMs, who can easily break into
these systems and steal money directly from the machines. Banks have also come to
recognize that there are threats with the transmission of data on the internet in plaintext
form. Therefore, they have switched to secured HTTP to ensure that data is encrypted from
the source to the destination. Therefore, a user's input for logging in cannot be stolen while
in transit. This is a risk that they didn't have to contend with in the past, but now are forced
to. Antivirus companies are creating browser add-ons that can be integrated with common
browsers to detect and remove spyware, or to prevent any spying activities from taking
place during data entry into websites. Previously, spyware was not a risk but today

security companies have to respond to it. As for the phishing scams, banks have been
spreading user awareness to prevent users from falling for scams. There has been a PayPal
scam doing the rounds, with emails and websites that are similar to the legitimate PayPal
sites and they have caused many users to lose money. Years ago, these scams didn't exist,
but today banks have to pay attention to them so as to keep their users secure. In short,
there are many changes taking place in banking and financial systems to account for new
risks and security threats that didn't exist or weren't as serious in the past.

Data breach means money

When an organization is breached, data is stolen, and then it is leaked, the end result is the
exchange of money. Therefore, data leakage almost always translates to money. The
beneficiary of a data leak is the hacker. The hacker has everything to gain from the leaked
data. The hacker could hold the stolen data ransom and ask the victim to pay so that the
data isn't released or sold in underground markets. This has happened several times. A
Dubai bank was once threatened by a hacker that they would release bank records that had
been hacked from the bank's website. The bank defied the orders to send a ransom amount
to the hacker, and the end result was that sensitive information was released on Twitter by
the hacker. Another way that a hacker can make money out of a data breach is by selling it
to third parties. When Yahoo was hacked and data belonging to 3,000,000,000 users stolen,
it was listed for sale in dark markets. Black markets on the darknet are almost always the
place where stolen data is sold. There are willing buyers for stolen data even if it's
encrypted. The buyers tend to either be advertisers or other cyber criminals. Advertisers
will use the stolen data to create profiles of people that they can advertise to some products.
Cyber criminals will, on the other hand, try to user details, such as login credentials, to hack
the user whose data has been stolen.
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The other cashflow in a data breach relates to the loss of money from the victim
organization. When a data breach occurs, and either user data or personally identifiable
information is lost, the victim organization can be sued by the users. It is the responsibility
of the organization that collects user data to ensure that this data is secured at all times
from theft. There have been cases where users have dragged some companies to court after
a data breach. Courts often side with users as they are the most aggrieved parties when
personal data has been stolen. Financial loss also occurs to the victim organization due to
the loss of credibility, reliability, and trust that customers had in it.

Financial repercussion of reputational
damage caused by cyber attacks

A good example of how a cyber attack can damage a company's reputation can be drawn
from Yahoo. Since Yahoo's cyber attack resulting in the theft of a whopping 3,000,000,000
accounts' data, the company significantly lost reputation and value. Verizon, the company
that wanted to buy Yahoo, slashed $350 million from the amount that it had offered to
acquire the company. There was also a mass exodus of users from Yahoo to rival companies
such as Gmail. Today, fewer people want to create a Yahoo account, due to the thought of
hacking and data theft. Yahoo serves as a lesson to many organizations of just how badly
cyber attacks can damage the reputation of an organization.

Therefore, the financial repercussions of the loss of a good reputation as a result of a hack
are real and more pronounced than other types of attack, such as physical theft. The first
repercussion of loss of reputation is the loss of customers. Today, Yahoo barely controls the
market share that it used to control prior to the hack. Users are scared of their data being
stolen by hackers. Yahoo has repeatedly been hacked, such that the security controls put in
place to secure its systems and data are doubted. The way that the organization handled
the hacks is another contributor to the loss of customers. The organization didn't
immediately warn users that a large number of account data had been stolen. Instead, it
was seemingly playing games with its users, informing them that the hack had only
affected a fraction of accounts. When the initial figures were released, it was said that only
500 accounts had been hacked. However, it turned out that there were more than
3,000,000,000 affected accounts. Users felt cheated and that the attack was not dealt with as
it should have been . At the same time, competitors of Yahoo, such as Google, didn't have
any security scares since their security records had remained spotless for so long. It's not
known how long it will take Yahoo to recover from its damaged reputation.
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Digital economy and related threats

The digital economy refers to the wide range of economic activities and commercial
transactions that take place through IT. The digital economy has been growing partly due
to the evolution of some part of the traditional economy to this type of economy. This
makes it quite hard to draw a distinct line between what remains as the traditional
economy and what is to be referred to as the digital economy. Many organizations have
adopted information technology to enable them to run their processes faster, more
efficiently, and with competitiveness. Individuals are also part of this economy, since they
are engaging in tasks and transactions that they couldn't participate in previously. New
technology is causing more people and organizations to join this economy. The addition of
IoT, big data analytics, the cloud, wireless networks, and social media networks has
continued to pull more people into this economy.

However, cyber threats exist in this economy. Without physical intrusion and theft, this
economy can be sabotaged using technology similar to what powers it. Particularly, it has
been said that this economy might cease to grow if the security to protect it isn't adequate.
This economy is fragile and cyber threats have been marked as its greatest challenges. A
single cyber threat can bring it to stagnation. Over the last few years, there has been a
growth on the cyber threats that face this economy. Some attacks have shown the capability
to bring the digital economy to its knees. It seems that the threats facing this economy are
only getting more advanced. The following are some of threat trends facing the digital
economy.

Smart threats

With the proliferation of IoT and cloud-connected devices, a new breed of cyber threat is
emerging. There are now smart threats developed to target devices which are
interconnected using the IoT technology and also the cloud. Since IoT devices are still fresh
in the economy, they are being targeted more because they haven't yet been hardened to
the threats that exist on the internet. IoT devices connect to the internet just like many other
devices, but their security features are lacking, thus they are sitting ducks for hackers. The
cloud is also seeing massive adoption from companies. This is a new frontier where hackers
have moved their expertise to. The cloud is not the same as local servers, where
organizations can closely monitor the security of their applications and sensitive
information. If a wave of successful attacks sweeps through major cloud vendors, massive
losses will be witnessed.
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Ransomware

Hackers have already demonstrated that they can topple the digital economy using a single
ransomware. The WannaCry ransomware attack serves as a basis for this statement. The
attack was waged globally as it affected over 150 countries. Experts have said that if it
hadn't been for the sloppiness of the coder of the ransomware, an end to the attack
wouldn't have been found in time to prevent a global-scale panic. Within just 24 hours, this
single ransomware caused huge loses to companies, deaths in hospitals, loss of

individuals files, and other types of losses. Ransomware still remains a severe threat to the
digital economy after that demonstration. It's estimated that ransomware threats have been
growing and this should be of concern to the economy.

The following is the screen presented by WannaCry after encrypting a computer:

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
ayment will E d
e oo b bl | Can | Recover My Files?
SN62017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Leht You can decrypt some of your files for free. Try now by clicking <Decrypt>.
i But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

s [ ' And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

572012017 00:47:55

Time Lelt

P P PTG A P

Send $300 worth of bitcoin to this address
bitcoin

Peeiunt 24 | 1219YDPgwueZ9NyMgw519p7AABisjré SMw

Contact Us
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Critical infrastructure attacks

A perilous attack landscape for the digital economy is critical infrastructures. Countries are
increasingly automating critical infrastructures that provide services to the masses. These
infrastructures can be attacked, putting a stop to the critical services that they offer. For
instance, the WannaCry ransomware attack of 2017 crippled the National Health Service
(NHS) in the UK. Hospital systems were affected to a point where medical appointments
and surgeries had to be postponed until the attack was resolved.

Summary

The chapter has given you an introduction to cybersecurity and the economy. It explained
the scope of cybersecurity, the terms used in cybersecurity, and a general description of
some relevant actors in cyber attacks. The chapter also looked at the objectives of
cybersecurity. It outlined the importance of cybersecurity and its impact on the global
economy. The financial repercussions of cyber threats have been highlighted, showing the
devastation that can be caused by threat actors. Finally, this chapter focused on the digital
economy and the threats it currently faces. These threats include smart threats,
ransomware, and critical infrastructure attacks; all of these can be performed on a large
scale, thus toppling the digital economy. In the next chapter, you will learn about different
threat actor groups and their motivation.

Further reading

The following are resources that can be used to gain more knowledge on the topics covered
in this chapter:

* Glossary of cybersecurity terms: https:/*/-www."bsigroup.-'com/-en-*/GB/*/Cyber-
Security/ICyber-‘security-for-</SMEs/ Glossary-of-cyber-*security--terms/*

* COST OF CYBER CRIME STUDY: https:/:/www.*accenture.*/com/
t20170926T072837Z |*| [*w || [/~us-*len/* ‘lacnmedia/<PDF-*61/Accenture-+2017-
CostCyberCrimeStudy. pdf
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Cyber Crime - Who the
Attackers Are

This chapter gives an in-depth understanding specifically of cyber crime and Cyber
criminals, analyzing from different perspectives, the motivations and the evolution of
individuals and group, that are part of the invisible world of black-hat hackers. Cyber
criminals are consistently improving their techniques and malicious activities. The chapter
will cover hacktivism, Cyber terrorists, and Cyber criminals in detail along with some real
world examples.

Introduction to cyber crime

According to an independently conducted research by the Ponemon Institute LL.C on the
cost of cyber crime in 2017 (https:/*/* www.*laccenture.*com/*t20171006T095146Z | “w [ /*us-"een/
_"acnmedia/* PDF-*62/*/Accenture-*2017CostCybercrime-*US-*FINAL.* pdf#zoom="50), successful
breaches per company continue to increase by 27% per year. The economic impact of these
cyber attacks is one of the highest costs to the financial services industry. This means that
companies within this sector need to drive for a change in how they approach cyber

security.
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The following diagram shows the average annual cost according to each industry sector:

Financial services 18.28 hstssid
= . 2
.1 Average annualized cost
Utilities and energy I 17.20 by industry sector
US$ millions
Aerospace and defense I 14.46 $
Technology and software 13.47 Legend
Consolidated view
Healthcare I 12.47 ;
n =254 companies
Services By 11.05
Industrial/manufacturin 10.22 " lctalanpuniiznd cest
9 ($1 million omitted)
I = 9.30
Public sector IEEE————————— 8.28
Transportation I 7.36
Consumer products I 7.34
Communications 7.10
Life science I 6.47
Education IE————— 5.07
Hospitality —m— 5.04
$0 4 8 12 16 20

The financial services industry is very appealing to threat actors, hacktivists, and nation
states because of the data that companies within the financial services industry store. They
have records of money transactions, details of the net wealth of individuals and companies,
and much more.
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Regardless of what industry sector they operate in, no company is safe against cyber
attacks. In particular, companies in the financial services industry remain a very lucrative
target. The following diagram shows the average client organization monitored by IBM
security services in 2016 a cross industry versus financial services:

Acrossall Financial

industries 101,988,746 services

Events .
Threat actors

The attackers behind cyber attacks can be classified into the following categories:

¢ Cyber criminals

* Cyber terrorists

* Hacktivists
"What really concerns me is the sophistication of the capability, which is becoming good
enough to really threaten parts of our critical infrastructure, certainly in the financial,
banking sector."

- Director of Europol Robert Wainwright
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Hacktivism

Hacktivism (https://-lics-“cert.lus-lcert." gov/:lcontent/-cyber-threat/-source-

descriptions#hack), as defined by the Industrial Control Systems Cyber Emergency

Response Team (ICS-CERT), refers to threat actors that depend on propaganda rather than
damage to critical infrastructures. Their goal is to support their own political agenda, which
varies between anti-corruption, religion, environmental, or anti-establishment concerns.
Their sub-goals are propaganda and causing damage to achieve notoriety for their cause.
One of the most prominent hacktivist threat actor groups is Anonymous. Anonymous is
known primarily for their distributed denial of service (DDoS) attacks on governments

and the Church of Scientology. The following screenshot shows "the man without a head,"
which is commonly used by Anonymous as their emblem:

Hacktivists target companies and governments based on the organization's mission
statement or ethics. Given that the financial services industry is responsible for economic
wealth, they tend to be a popular target for hacktivists.

The ideologies held by hacktivists can vary, but at their core, they focus on bringing
attention to social issues such as warfare or what they consider to be illegal activities. To
spread their beliefs, they choose targets that allow them to spread their message as quickly
as possible. The primary reason why hacktivists are choosing organizations in the financial
services industry sector is that these organizations typically have a large user base,
allowing them to raise the profile of their beliefs very quickly once they have successfully
breached the organization's security controls.
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Case study - Dakota Access Pipeline

The Dakota Access Pipeline (DAPL) was a 2016 construction of a 1.172-mile-long pipeline
that spanned three states in the US. Native American tribes were protesting against the
DAPL because of the fear that it would damage sacred grounds and drinking water. Shortly
after the protests began, the hacktivist group Anonymous publicly announced their
support under the name OpNoDAPL. During the construction, Anonymous launched
numerous DDoS attacks against the organizations involved in the DAPL. Anonymous
leaked the personal information of employees that were responsible for the DAPL and
threatened that this would continue if they did not quit. The following screenshot shows
how this attack spread on Twitter:
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ollow IR
@K3YHoL353C e A

#Oplcarus Phase 4 #0pBlackOct North
Dakota U R #TangoDown for making enemies
with your people instead of serving
them.Shame on U! #0OpNoDAPL
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Case study - Panama Papers

In 2015, an offshore law firm called Mossack Fonseca had 11.5 million of their documents
leaked. These documents contained confidential financial information for more than
214,488 offshore entities under what was later known as the Panama Papers. In the leaked
documents, several national leaders, politicians, and industry leaders were identified,
including a trail to Vladimir Putin. The following diagram shows how much was exposed
as part of this attack:

2.6 TB Size
of data

11.500.000
No. of
documents

214.488

No of
companies

14.153 no
of clients

1977-2015
span of
data
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While there is not much information available on how the cyber attack occurred, various
security researchers have analyzed the operation.

Twitter at this link: htt s:/@/@WWW.Bpronews.@&r/@amyna-asfaleia/y-@news/

You can find a screenshot that shows the tweet send by Wikil.eaks on
0 katafere-*/mia-"kryfi-

420495 [*sta-"adyta-“lton-*panama-*lpapers--ipos- pigi-
na.

According to the WikiLeaks post, which claims to show a client communication from
Mossack Fonseca, they confirm that there was a breach of their "email server". Considering
the size of the data leak, it is believed that a direct attack occurred on the email servers.

Cyber terrorists

Extremist and terrorist organizations such as Al Qaeda and Islamic State of Iraq and Syria
(ISIS) are using the internet to distribute their propaganda, recruiting new terrorists and
communicating via this medium. An example of this is the 2008 attack in Mumbai, in which
one of the gunmen confirmed that they used Google Earth to familiarize themselves with
the locations of buildings. Cyber terrorism is an extension of traditional terrorism in cyber
space.

Case study - Operation Ababil

In 2012, the Islamic group Izz ad-Din al-Qassam Cyber Fighters—which is a military wing

of Hamas—attacked a series of American financial institutions. On September 18th 2012,
this threat actor group confirmed that they were behind the cyber attack and justified it due
to the relationship of the United States government with Israel. They also claimed that this
was a response to the Innocence of Muslims video released by the American pastor Terry
Jones. As part of a DDoS attack, they targeted the New York Stock Exchange as well as
banks such as J.P. Morgan Chase.

[33]



Cyber Crime - Who the Attackers Are Chapter 2

Cyber criminals

Cyber criminals are either individuals or groups of hackers who use technology to commit
crimes in the digital world. The primary driver of cyber criminals is financial gain and/or
service disruption. Cyber criminals use computers in three broad ways:

* Select computers as their target: These criminals attack other people's computers
to perform malicious activities, such as spreading viruses, data theft, identity
theft, and more.

* Use computers as their weapon: They use computers to carry out "conventional
crime", such as spam, fraud, illegal gambling, and more.

* Use computers as an accessory: They use computers to save stolen or illegal data.

The following provides the larger picture so we can understand how Cyber Criminals has
penetrated into the finance sector and wreaked havoc:

Cybercriminals use many methods to penetrate lenders and bank

accounts
Jan 2016 Nov. 2016
Nov. 2015 Millions of customers Cybercriminals steal
A teenager locked out of UK 2.5 million pounds April 2017 June 2017
steals personal accounts for hours from 9,000 customers  Intruders access Global ransomware
data and bank after an attack by cracking payment personal data for attack compromises
account numbers paralyzes website card security 270,000 customers 80 Ukrainian lenders
for 157,000

customers

| \ |

I I S N —_—_——

TalkTalk HSBC Tesco Wonga Ukraine Banks

Becky Pinkard, vice president of service delivery and intelligence at Digital Shadows Ltd,
states that "Attackers can harm the bank by adding or subtracting a zero with every balance, or
even by deleting entire accounts".

Case study - FIN7

On August 1st 2018, the United States District Attorney's Office for the Western District of
Washington announced the arrest of several members of the cyber criminal organization
FIN7, which had been tracked since 2015. To this date, security researchers believe that
FIN7 is one of the largest threat actor groups in the financial services industry. Combi
Security is a FIN7 shelf company.
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The screenshot presented here: https:/*/-www.*theverge.*lcom/=2018/:/8/:11/
17639914/¢lcarbanak-*indictment-*hacking-*/credit-*/card-Frrecords-
ukraine-*/campaign-/chipotle-/chilis-*arbys shows a phishing email sent

by FIN7 to victims claiming it was sent by the US Food and Drug

Administration (FDA)

Case study - Carbanak APT Attack

Carbanak is an advanced persistent threat (APT) attack that is believed to have been
executed by the threat actor group Cobalt Strike Group in 2014. In this operation, the threat
actor group was able to generate a total financial loss for victims of more than 1 billion US
dollars. The following depicts how the Carbanak cyber-gang stole $1bn by targeting a bank:

1. Infection

Emails with exploits
Infected attachment M y P
Via emeks Credentials stolen

100s of machines infected
in search of the Admin PC

2. Harvesting Intelligence

3. Mimicking the staff

Online banking
Money was transferred

E-payment systems
Money was transferred

Controlling ATMs
Jrders to disp

se cash ata
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Case study - OurMine operation

In 2016, the threat actor group OurMine, who are suspected to operate in Saudi Arabia,
conducted a DDoS attack against HSBC's websites, hosted in the USA and UK. The
following screenshot shows the communication by the threat actor:

HSBC Bank (US & UK ) Servers Are Down!

The result of the DDoS attack was that HSBC websites for the US and the UK were
unavailable. The following screenshot shows the HSBC USA website after the DDoS attack:

It's not just you! http://www.hsbc.co.uk looks down from here.

Check another site?
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Summary

The financial services industry is one of the most popular victim industries for cyber crime.
In this chapter, you learned about different threat actor groups and their motivations. It is
important to understand these in order to build and execute a successful cyber security
strategy. In the next chapter, we will talk about the costs associated with cyber attacks and

cyber security.
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Reports from cybersecurity experts have shown that there has been an increase in the costs
of cybersecurity. These costs have risen in two ways: through the expenses met to secure an
organization through the purchase of security tools, and through the expenses incurred by
an organization that has fallen victim to a cyber attack, such as regulatory compliance fines
and a damaged reputation. Both of these expenses have economic implications. This is
because security products and cyber attacks are almost evenly distributed. Similar
cybersecurity products will cost almost the same, while the average cost of a breach will
yield the same consequences in terms of direct financial loss, cost of litigations, and loss of
customers. This chapter is going to look at both categories of expenses and explain why
they have been going up, and what organizations can do to keep them reasonably under
control or to avoid them completely. This chapter discusses the following topics:

* The cost of a cybersecurity attack
* Breakdown of the costs of a cyber attack
* Breakdown of the costs of securing an organization

The cost of a cybersecurity attack

The average cost of a cybersecurity attack has been increasing over time. The rewards to
hackers in cyber heists have also been increasing, and this has been motivating them to
come up with even better tools and techniques in order to allow them to steal more money
and data. Several cybersecurity companies have listed their estimates for the average costs
of cyber attacks in 2017/2018. The following are some of these estimates.
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According to IBM—a tech giant both in hardware and software products—the average cost
of a cybersecurity breach has been increasing and is now at $3,860,000. This is a 6.4%
increase on their estimate for 2017. The company also estimates that the cost of each stolen
record that has sensitive information in 2018 is at $148, which is a rise of 4.8% compared to
their estimate for 2017. The following is IBM's report (https://swww.*ibm.*com/*security/
data-*breach) on the cost of a cyber breach in 2018:

This year's study reports the global average cost of a data breach is up 6.4% over the
previous year to $3,860,000 million. The average cost for each lost or stolen record
containing sensitive and confidential information also increased by 4.8% year over year to
$148.

For the estimates given throughout the book, note the following:

e All of these estimates are done by companies with their own methodologies, so
they may not be comparable to each other.

* Some of them may have a bias towards painting a grim picture—the FUD tactic.
e The figures are not from a governmental or not-for-profit source.

* Not all breaches are reported, and not all reported breaches share detailed
information. Hence, all of these reports make a lot of estimates.

According to Sfax, a fax-securing company for hospitals, the global average cost of a
cybersecurity breach was at $3,620,000 in 2017. However, in the US, where there were more
cyber attacks, the company estimates the average cost of each attack to be $7,350,000. The
company places the global average cost for each stolen record at $141, while this is at $225
for US companies. Here's the Sfax report (https:/*/*www.*scrypt.*com/*blog/*average-*cost-
data-*breach-*2017-*3-62-<million/*) on the cost of a cyber breach in 2017:

The annual study reveals that the average cost of a data breach is currently $3,620,000
globally.

According to Accenture, the global average cost of a cybersecurity attack is much worse as,
in 2017, it cost an average of $11,700,000. The company places the US average at
$22,000,000, which is almost quadruple the Australian average of $5,400,000. Accenture was
selective in the countries that it chose to calculate averages for; it selected 254 organizations
from 7 countries, thus the averages they arrived at were quite high compared to other
organizations. The following are the estimates on the cost of cybercrime in 2017 by
Accenture (https:/*/swww.accenture.:'com/us{:len/:linsight-*'cost-* of-*lcybercrime-:2017):

Cyber crime costs are accelerating. With organizations spending nearly 23% more than
last year - US $11,700,000, on average - they are investing on an unprecedented scale.
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The cost of different cyber attacks

While it might be easy to say that the average cost of a hack is $3,000,000, not all types of
attacks will be around that figure. Some attacks are more costly than others. Costs also
differ with the frequency of an attack against an organization. Consequently, it's good to
look at how costs vary among common cyber attacks. The following screenshot is
Accenture's graphical representation of the costs of the most common attacks based on their
frequency in 2016 and 2017. This data was collected from 254 companies around the world:
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To interpret this data, one should note that frequency was taken into consideration.
Consequently, the most frequent attacks had higher averages. As can be seen from the
graph, insider threats are the most frequent and costly threats to an organization. Attacks
related to malicious insiders led to losses averaging $173,516 in 2017. The reason for this
high cost is due to the amount of information that insider threats possess when carrying out
an attack. Since they've worked with the victim company for some time, they know exactly
what to target and are familiar with which security loopholes to exploit. This isn't a
guessing game but an assured attack with a clear aim and a preplanned execution.
According to the graph by Accenture, malicious insiders were followed by denial of
service (DoS) attacks at an annual cost of $129,450, and then malicious code at an annual
cost of $112,419.
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However, when frequency is not considered, there are several changes to the report, as can
be seen from the following graphical representation:
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This graph is representative of the situation in the real world. As can be seen, malware
attacks are collectively the costliest. Organizations hit by malware lose an average of
$2,400,000 per attack. This is because of the establishment of an underground market that's
supports the quick purchase of new malware and the huge number of unpatched systems.
Malware has also become more sophisticated due to highly skilled black hats selling their
malware on the dark web at affordable prices. Therefore, script kiddies have been getting
highly effective malware that they can deploy in attacks. Web-based attacks come in second
at $2,000,000, while DoS attacks are ranked third at $1,565,000. DoS attacks are ranked high
due to the losses that they can cause a company to incur.

At $1,560,000 per attack, DoS attacks are devastating to any company. They are particularly
dangerous because of their effectiveness. When a strong enough botnet is directed at a
target, the chances of the target surviving the attack are slim. Past attacks have shown that
any organization can be taken down. Dyn DNS is one of the leading domain-name
resolution companies, and one would imagine that they have a highly secured IT
environment capable of repelling all attacks. However, the organization was taken down

for a few hours by a DDoS attack. Several sites were not accessible from regions that relied
on Dyn for domain-name resolution. It was later observed that the organization was hit
with traffic from a botnet peaking at 1 Thps. If the same attack were to be executed against
an e-commerce website, such as Amazon, for a few hours, the losses that the organization
would face would be astronomical.
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Similarly, other organizations that offer time-critical services can run into losses in the
range of millions if they are targeted with a DDoS attack. Unfortunately, the botnet-for-hire
business is only becoming more popular in underground markets. Botnets such as Mirai
have been formed with hundreds of thousands of zombie devices. The Mirai botnet is the
result of a world flooded with unsecured IoT devices. The total estimate of IoT devices
released to the market by the end of 2017 was 8,400,000,000. The Mirai botnet recruited
quite a number of IoT devices into its network. To do this, it simply tried 61 default
username and password combinations from different IoT manufacturers. Since 2016, Mirai
has taken down many famous companies. One of the most famous attacks was the Dyn
DNS attack of October 2016. The Mirai botnet unleashed a DDoS attack with illegitimate
requests that peaked at 1 Tbps, thus overwhelming Dyn's abilities to resolve any domain
names for several hours. Prior to this attack, the botnet had been used against OVH, a
French hosting company. The botnet was able to launch two separate DDoS attacks on
OVH which, when combined, had 1.5 Tbps of illegit traffic. The company later revealed
that most of the traffic was coming from approximately 146,000 IP cameras and video
recorders. Market analysts say that there will be 20,000,000,000 IoT devices by 2020 and this
only continues to intensify the threat of DDoS attacks.

Breakdown of the costs of a cyber attack

The direct financial losses that have been discussed are not as a result of money stolen
during an attack or records copied and advertised as for sale on the deep web. All cyber
attacks come bundled with other losses to the company, some of which are felt even years
after the attack has happened. This is why some attacks that do not involve the direct theft
of money have been ranked among the most costly attacks. For instance, DoS does not
involve the theft of money from an organization, yet each DDoS attack is said to average at
about $1,500,000. This is due to the other costs that come with the attacks. The following is a
breakdown of the costs that come with a cyber attack.
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Production loss

During a cyber attack, productive processes in some organizations will come to a halt. For
instance, an e-commerce shop will be unable to keep its business processes running once
it's attacked by a DDoS attack or a web-based attack. Organizations have also had their
entire networks taken down during attacks, preventing any form of electronic
communication from taking place. In various industries, cyber attacks can take a toll on
production systems. Weaponized cyber attacks can even destroy industrial machines by
messing with hardware controls. For instance, the Stuxnet cyber attack against Iran's
nuclear facility led to the partial destruction of the facility. This shows the affect that an
attack can have even behind highly secured facilities.

With the looming cyber warfare and worsening political tensions between countries, it can
only be feared that there will be a wave of cyber attacks targeted at key players in the
industrial sector. There has been a radical shift in hacking tendencies in that hackers are no
longer just looking to embezzle funds or extort money from companies. Instead, they are
causing maximum damage by attacking automated processes and systems that control
production machines. Cyber attacks are heading into a dangerous phase where they are
able to be weaponized by competitors or enemy states, enabling them to cause physical
damage and even the loss of life. There are fears that some states already have the
capabilities to take over smart grids and traffic lights in US cities. ISIS, a terrorist group,
was once also reported to be trying to hack into the US energy grid.

In any case, production losses are moving to new heights and are becoming more costly. A
ransomware attack in 2016 called WannaCry was able to encrypt many computers used in
industrial processes. Some hospitals were affected and critical computers, such as those
used to maintain life support systems or schedule operations in the healthcare facilities,
were no longer usable. This led to the ultimate loss: human life. Other far-reaching impacts
are environmental impacts, regulatory risks, and criminal liability on the side of the victim.
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Economic losses

Cybercrime has become an economic disaster in many countries. It is estimated that at least
$600,000,000,000 is drained from the global economy through cybercrime annually. This is
quite a huge figure and its impact is already being felt. $600,000,000,000 is an enormous
figure and the loss of this has affected many factors, including jobs. Cybercrime is hurting
the economy and, in turn, hurting the job market (https:/</-www.*zdnet.*com/*article/
cybercrime-*/drains-*/600-*billion-la-year-:/from-the-*lglobal-*economy-*lsays-=report/=)):

Global businesses are losing the equivalent of nearly 1% of global Gross Domestic
Product (GDP) a year to cybercrime, and it's impacting job creation, innovation, and
economic growth.

So says a report from cybersecurity firm McAfee and the Center for Strategic and
International Studies (CSIS), which estimates that cybercrime costs the global economy
$600,000,000,000 a year—up from a 2014 study which put the figure at
$445,000,000,000.

Companies are being targeted with industrial espionage and their business secrets are
being stolen by overseas competitors. In the long run, companies have been facing losses
due to a flooding of markets with similar but cheap and substandard products. This has
forced companies that were once growing fast, opening multiple branches, and hiring
thousands, to start downsizing and retrenching their employees. In the US, it's estimated
that cybercrime has already caused the loss of over 200,000 jobs. The loss of jobs and the
drainage of money from a country's economy has made cybercrime a major concern
globally. However, it might be too late for the loss to be averted. It's said that many
industries have already had their business secrets stolen. In the US, it's estimated that a
large number of organizations are those that are not aware of having been breached and
their business secrets stolen. Therefore, the economic loss might continue for a while.

In 2015, then US president Barack Obama agreed to a digital truce to put an end to the
hacking of companies for trade secrets because US companies were losing too much data.
The following is a snippet from the BBC (https:/=/=www.*bbc."co.-uk/ news/ world-*/asia-
china-34360934) about the agreement between Xi and Obama:

US President Barack Obama and Chinese President Xi Jinping have said they will take
new steps to address cybercrime.

Speaking at a joint news conference at the White House, Mr Obama said they had agreed

that neither country would engage in cyber economic espionage.
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Political tensions with China due to Donald Trump's presidency are threatening this truce,
and an increase in hacking could occur against US companies if these tensions run too
high. Unlike Obama, Trump is taking on China head-on and has been hinting at retaliatory
moves, such as cutting off China's tech companies, such as Huawei, from the US market.
The US arrests of Huawei employees are likely to cause retaliatory attacks from the
Chinese; China may hack more US companies and, ultimately, the two countries might
enter into a cyber war.

Damaged brand and reputation

An organization will spend a lot of money on building its brand in order to keep a certain
market share and also to keep investors satisfied. Without trusted brand names, some
companies could fall into oblivion. Cyber attacks tend to attract negative press and this
leads to damaging a company's brand and reputation. Investors are put in a frenzy of
selling their shares to prevent further loss in value. Shareholders that are left holding onto
their shares are unsure whether they will ever recover the money trapped in their shares.
Consequently, customers stop trusting the victim company's goods and services.
Competitors then take advantage of the situation and intensify marketing in order to win
over the customers and investors of the victim company. This could happen within a day or
a week due to an unpreventable cyber attack. Investors will always want to keep their
money with companies that they trust, and customers will always want to buy from
companies that they trust. When a cyber attack breaks this trust, both investors and
customers run away. Damage to a brand is very costly. A good example is Yahoo, where,
after three breaches, Verizon purchased the company for $4,000,000,000 less than the
amount offered in the previous year, before the hacks were public knowledge. Therefore, in
a single company, almost $4,000,000,000 was lost due to the brand-damaging effects of a
cyber attack. The class-action law suits against Yahoo also contributed to its lower
valuation.
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Loss of data

Despite the benefits, organizations are said to have been sluggishly adopting cloud-based
services due to security fears. Those that have bought into the idea of the cloud have mostly
done this halfway, not risking their mission-critical data to cloud vendors. Many
organizations spend a lot of resources on protecting their systems and networks from the
potential loss of data. The reason that they go through all of this trouble is so that they don't
lose their valuable data, such as business secrets. If a hacker were to discover the secret
code used to securely unlock iPhones, they could make a lot of money selling that code to
underground markets. This is because such information is of high value to a point where
Apple was unwilling to give authorities a code to compromise the lock protection and aid
with the investigations of terrorists. It wasn't because Apple isn't supportive of the war
against terrorism; it was instead a decision made to protect all Apple users. Here is a
snippet from an article (https:/*/*www.*theguardian.:/com/*technology/*2016/*feb/*22/=tim-
cook-*lapple-*refusal-*unlock-:iphone-fbi-*civil-*liberties) on Apple's refusal to unlock

an iPhone for the FBI:

"Apple boss Tim Cook told his employees on Monday that the company's refusal to
cooperate with a US government to unlock an iPhone used by Syed Farook, one of the two
shooters in the San Bernardino attack, was a defense of civil liberties."

No company will trust a third party with such sensitive information. With Apple, if a

hacker were to steal documentation relating to the safety measures in Apple devices and
their shortcomings, the company would face a fall in share prices and a loss of customers.
The loss of data is even more sensitive in institutions that offer far more sensitive services.
For instance, in June 2018, it was reported that a US Navy contractor lost a large amount of
data to hackers. Among the sensitive data stolen were sensitive details about undersea
warfare, plans of supersonic anti-ship missiles, and other armament and defense details of
US ships and submarines.

Fines, penalties, and litigations

The loss of data in any cyber attack is recovered by all organizations, particularly if the data
lost is sensitive in nature. The loss of health, personal, and financial data will cause a
company agony when it considers the consequences that will follow. The loss of these types
of data comes with many more losses, in the form of fines, penalties, and litigations. If a
company is hacked, instead of receiving consolation, it's dragged into court cases and
slapped with heavy fines and penalties.
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Several regulations have been put in place to ensure the protection of sensitive, personally-
identifiable information (PII) by the organizations that collect them. This is due to the
impact of the theft of such information. The demand for PII is on the rise on the dark web.
This is because PII is valuable in different aspects. If, for instance, hackers were to discover
that some of the data stolen from a hospital included the health information of a politician,
they could use this data to extort huge amounts of money from the politician. In another
scenario, hackers can use PII to social engineer the owners. Armed with personal details,
such as name, date of birth, real physical address and current contact details, it's very easy
for a skilled social engineer to scam a target. This is part of the reason why governments
have ensured that there are very tough laws to protect PII.

Losses due to recovery techniques

After an attack, an organization will have to do everything it can to salvage itself. The
aftermath of a serious attack is not pretty, and lots of funds have to be used to clean up the
mess created by the hackers. Some companies prefer to do a complete audit of their
information systems to find out the exact causes or influential factors in the attack. Post-
breach activities, such as IT audits, can unearth important information that can be used to
prevent the same type of attack from being executed. Some companies prefer to pay for
digital forensics experts to identify the cause of an attack as well as track the hackers or the
data and money stolen. Digital forensics is sometimes even able to recover some of the lost
assets or funds. For instance, Ubiquiti Networks was hacked in 2015 and $46,000,000 was
stolen through social engineering. Using digital forensics, $8,000,000 was recovered in one
of the overseas accounts that the hackers requested the money be sent to. Sometimes all the
stolen money can be recovered, but in most instances, that's not the case. The following is
an article on the recovery of $8,100,000 by Ubiquiti Networks after an attack that stole
$46,000,000:

"The incident involved employee impersonation and fraudulent requests from an outside
entity targeting the Company's finance department. This fraud resulted in transfers of

funds aggregating $46,700,000 held by a Company subsidiary incorporated in Hong Kong
to other overseas accounts held by third parties.

"Ubiquiti says it has so far managed to recover $8,100,000 of the lost funds, and it expects
to regain control of another $6,800,000. The rest? Uncertain."
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In short, the costs associated with a cyber attack are high and charges can even continue for
several years after the actual attack happens. The current estimate of each attack being
around $3,000,000 per victim organization is a mere statistic. Individual companies suffer
huge losses. These costs have been broken down and explained in detail throughout this
chapter. However, the costs associated with cybersecurity are not solely tied to the negative
aftermath of an attack. Cybersecurity products are an added, but necessary, expenditure for
organizations. Analysts say that 75% of cyber attacks happen to people or organizations

that don't have any cybersecurity products.

Breakdown of the cost of securing an
organization

On a global scale, organizations are realizing that they cannot operate without
cybersecurity products running on their networks and computing devices. Cyber threats
are constant, and therefore there is never a safety-window period within which an
organization can run without these products. Cyber attacks have formed a lucrative
cybersecurity industry, and therefore organizations are having to buy multiple
cybersecurity products to cover several threat landscapes. Organizations must ensure that
their networks are secured. Servers, hosts, and any other computers connected to the
organizational network have to be protected. Insider threats also have to be prevented from
causing harm to the organization. Furthermore, employees have to be protected from direct
attacks, such as social engineering. I'T expenditures are only going up as hackers discover
new avenues to exploit organizations and the cybersecurity industry develops products to
prevent these avenues from being exploited. On top of this, organizations have to set up
mechanisms of surviving a cyber attack. This is because, despite huge investments in
cybersecurity products, the organization isn't guaranteed to be 100% protected from
attacks. A single disgruntled employee could simply allow hackers to access an
organization. As a consequence, cyber resilience is being encouraged, in which an
organization can keep operating even when attacked. This isn't cheap, either. We'll now
look at a breakdown of the common costs of securing an organization today.

Every financial institute should know Carbanak

Carbanak is the name that Kaspersky Labs use for an APT-style campaign that targets (but
isn't limited to) financial institutions.
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The attackers infiltrate the victim's network, looking for the critical system they can use to
cash money out. Once they have stolen a significant amount of money, they abandon the
victim.

Please take some time to read the technical details if you haven't already:

» Hackers stole from 100 banks and riged ATMs to spew cash: https:/*/money.*/cnn.
com/2015/:102/+15/-technology/*security/* kaspersky-*bank-*hacking/*index. - html

¢ Carbanak ATP Technical details: https:/*/*usa."kaspersky.:/com/*resource-
center/lthreats/*/carbanak-"apt

Antivirus systems

The most common form of cybersecurity is prevention. Many organizations rely on attack-
prevention tools. Most operating systems come with baseline security products to offer free
virus and malware protection from attacks. At the very least, these systems prevent viruses,
Trojan horses, worms, and spyware from infecting a computer. Antivirus systems have

been evolving and industry leaders have been incorporating additional features based on
the global threat environment. For instance, after the 2016 widespread ransomware attack,
many antivirus software vendors added ransomware protection. This was most likely due

to the worldwide impact of ransomware:

# Reviews
Antivirus Software # Licenses Best Price
Rating (1-5)
Kaspersky 579 Reviews 3 Licenses $24 .90
4.0 Stars
Bitdefender 88 Reviews 3 Licenses $59.99
3.0 Stars
i:' Norton 360 1,327 Reviews 3 Licenses $39 00
i 4.0 Stars
,}- BullGuard Premium 2 Reviews 1 Licenses $65.18
d 3.0 Stars
- m 3 &
AVG Antivirus 29 Reviews 3 Licenses $35.26
@ A
- 3.5 Stars
- ESET NOD32 22 Reviews 3 Licenses 835 88
f“ 4.5 Stars
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Endpoint Detection and Response solutions

Endpoint Detection and Response solutions (EDRs) are new security solutions in the
cybersecurity market that are answering the need for continuous detection and mitigation
of security issues and suspicious activities in endpoints. These systems provide both a
security technology and a security posture. Unlike endpoint protection programs, such as
antivirus programs, EDRs don't focus only on stopping threats before they execute. EDRs
offer continued monitoring of any endpoint and aid in discovering, investigating, and
responding to threats. They provide a new approach to security that legacy solutions
haven't adopted. Leading AV companies continually advertise, and advise their clients to
add, newer modules to their already existing software. Even with the extra investments,
AVs aren't able to offer full protection to endpoints because of the reliance on signature-
based technologies to stop attacks before they happen. This is due to the increasingly
common blind spots and the sophistication of hackers who use tools such as PowerShell to
avoid detection. When an attack has happened to an endpoint, the installed AV will require
human interaction to investigate the attacks and even more time before the signature of the
attack is published and installed in other AVs. The update of signatures in some AVs is
manual, hence several endpoints in a network could still be running programs that aren't
aware of new malware that has already struck down an endpoint in the network.

To reduce the complexity and improve the reliability of the security afforded to endpoints,
EDRs offer a wide range of integrated solutions in one product. They can stop both known
and unknown attacks, they can prevent zero-day attacks, they can independently handle
security incidences, they don't rely on signatures so they can run offline, they automatically
discover assets in a network and can carry out forensics. EDRs are providing all-round
solutions that enable organizations to let go of legacy solutions, such as AVs, sandboxes,
IPSes, and IDSes. Instead of admins having to monitor several systems, they only focus on
one. EDRs tend to act as platforms, thus new apps and services can be continually added
depending on the needs of an organization. They are therefore adaptable to the modern
attack landscapes.

features and prices in the following link: https:/</*www."esecurityplanet.

You can find a list of the available EDRs in the market, alongside their
0 com/I*)products/ltop--endpoint-~detection-*response-isolutions./html
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Firewall systems

Firewalls filter traffic flowing into and out of an organizational network. These have been
upgraded to include extra features to help prevent certain attacks, such as DDoS. Firewalls
have evolved quickly, and smart firewalls are already in use and are more effective than
traditional rule-based firewalls. Since internet traffic changes rapidly, a smart firewall is
able to distinguish malicious traffic from normal traffic. The release of next-generation
firewalls was a big leap in cybersecurity and companies that can afford these are protected
from a diverse collection of internet threats. The costs of host-based firewall products in
2018 ranged from $40 - $99 annually, while Enterprise firewalls ranged from upwards of
$750, as shown in the following price chart:

PRODUCT PRICE
MALWARE DRAG ON
ALL N ROF
(;\:TNS TESTRESULTS txp‘::f:m DETECTION & SYSTEM 32‘:’:%2
REMOVAL RESOURCES ;

Intrusion-prevention systems

Intrusion-prevention systems are deployed on networks to help detect and prevent
suspicious activities on the network, such as enumeration attacks. An attack normally

begins with some suspicious activity, such as the attackers trying to learn more about the
network and the devices connected to it. Intrusion-detection systems are quite expensive

but necessary for increasing the security levels of enterprise networks. In 2018, the prices of
intrusion-detection systems averaged $60,000 but low-performance models cost an average
of $5,000.
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Encryption

A common security mechanism that organizations use to secure their data is encryption.
Encryption algorithms differ in quality and cost. The cost of an algorithm is normally based
on how many resources will be used to encrypt or decrypt data. It's said that the stolen
Yahoo's user data was encrypted using an MD5 algorithm that was easy to crack.
Organizations strive for encryption software that's easy to use, economical to purchase, and
resistant to cracking attempts. While there is free full-disk encryption software, the average
cost of a premium version was $230 in 2018. In addition to encrypting hosts, organizations
have to enable the use of encrypted connections to users on their websites through SSL. SSL
certificates are offered by different vendors and they ensure that a user's connection to an
organizational server is secured. There are free SSL certificates available, but paid SSL
certificates start at around $249 per year for the baseline version. The following is the list of
prices for different SSL certificates offered by Thawte, a market leader in SSL certificates:

Thawte

Thawte offers five SSL certificate options; Thawte SSL ($149/yr),
Web Server SSL (8249/yr), Web Server EV SSL (8599/yr)and
SGC SuperCerts ($699) and Wildcard SSL ($639/yr). All the
certificates have 128/256 bit encryption and come with warranty
ranging from 100,000 US to 500,000 USD.

The certificates are issues between 24 to 48 hours and come with a
free Thawte Site Seal. You can compare the features of the SSL

certificates at the website.

There are many other advanced security products that organizations have to buy, but at the
very least, they require the ones that we have gone through. Alternative sites used for
cyber-resilience purposes mean that an organization has to double its spending on
cybersecurity to protect the hot sites even if they aren't in active use. Therefore, fully
securing an organization requires some substantial financial investments but the peace of
mind brought by the security offered is worth every penny.
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Bonus

As the Microsoft Windows operating system is the core OS for many financial industries,
we thought adding this section to the book would be valuable. This section will help you to
build a complete EDR just with what's been given to you by Microsoft.

Why did we add this Microsoft section that is based on Deutsche Bank's recommendation?
Microsoft's Security Business Should Be on Investors' Radar, Analyst Says (https:/*/*www.
barrons.*com/*articles/ microsoft-*stock-*lsecurity- *business-"should-*be-*on-*investor-

radar-Fanalyst-Fisays-:51547490101).

Gartner verifies that Microsoft is a security vendor in the SWOT: Microsoft, Security
Products, and Features, Worldwide article (https:/=/=www.lgartner.*lcom/*/doc/*3896179?" [lrsc=
c8768d5c-:1141e/:/48c5/+9cc3-*c7531e55fb2b):

"Microsoft is now a security vendor. Technology product managers at security services
providers can use this document to identify opportunities to reshape their product
roadmaps and integrations based on Microsoft's changed approach to security."

What is Microsoft offering?

The Windows 10 defense stack can be viewed in the following diagram:

The Windows 10 defense stack

PRE-BREACH POST-BREACH
- - - Breach detection
Device Threat Identity Information fvestiaation &
protection resistance protection protection 9
response
Edge/SmartScreen
Device integrity Firewall Windows Hello :) BitLocker and Conditional Access
Device control Device Guard Credential Guard BitLocker:to Go Windows Defender
Application Guard Windows ATP
. Information
Antivirus Protection
Exploit Guard
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The following diagram explains the security features and benefits of Windows 10:

WINDOWS 10 SECURITY FEATURES AND BENEFITS

=

@ Device

Threat

Resistance

Brea:h@ Informatione Identity @

Protection

Protection Protection

Detection

Feature

Trusted Platform Module
Windows-as-a-Service
Windows Trusted Boot
UEFI Secure Boot
Virtualization Based Security
SmartScreen

Windows Firewall
Windows Defender
Microsoft Edge

WD Application Guard
Device Guard

Windows Hello

Hello Companion Devices

Credential Guard
BitLocker/Device Encryption
BitLocker to Go

BitLocker Admin & Monitor

Windows Information Protection
(was EDP)

Windows Defender Advanced

Threat Protection

Conditional Access

Explanation

Windows uses a crypto processor (TPM) to encrypt and keep security keys from attackers
Keeps OS always up to date with latest cumulative features and security to prevent exploits
Insures Windows boots and Anti-Virus software launches before any applications/malware
BIOS replacement, ensures hardware & Windows has not been tampered with l)l."?!e launch
Containerizes key OS functions to prevent attacks like “pass the hash” - Can't find it, can’t attack it
Prevents users from visiting blacklisted websites or executing blacklisted apps

Device-level PC firewall to prevent unauthorized network access to device

Anti-virus software based on the world's largest global threat database

World's most secure enterprise browser ~ half the vulnerabilities of other browsers

Tiny HW-isolated Windows instance for Microsoft Edge to browse untrusted website (2017)
Only IT/Windows Store approved applications can run. Like on a phone, malware can't run
Two-factor authentication using face, fingerprint, biometric, or PIN. Confirms to website
Use phone, badge, or wearable, or other devices to unlock your PC with Windows Hello
Guards your user credentials from being stolen and used on other devices on the network
Locks your data on hard drive using encryption

Locks you data on thumb drives or other storage devices using encryption

Ensures corporate devices are BitLocker encrypted for compliance. Stores recovery keys

Separates business vs. personal data to prevent sharing to non-business documents/apps. Wipes
data off devices. Protected documents cannot be opened on unmanaged machine

Global cloud-based threat intelligence service to detect, investigate, and respond to highly
targeted advanced attacks on your networks - Know if you are under attack and by whom

Only tamper free devices, that are compliant with your security standards can access resources

Windows 10 Defender Security Center

The Windows Defender Security Center includes five pillars that give you control and
visibility of your device's security, health, and online safety experiences:

* Virus and threat protection: This provides a new view of your antivirus
protection, whether it's Windows Defender or any other antivirus we've already
discussed.

* Device performance and health: This provides a single view of your latest
Windows updates, drivers, battery life, and storage capacity.

e Firewall and network protection: Provides information on the network
connections and active Windows Firewall settings.
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* App and browser control: This allows you to adjust the settings for SmartScreen
for apps and browsers, which helps you be more informed and stay safer online
by warning you of potential malicious sites, downloads, and unrecognized apps
and files from the internet.

e Family options: This gives you an easy way to connect to the family options
available online.

Windows Defender

EDR means starting to defend the endpoint, and when we look at Windows 10 it comes
with Windows Defender built in. Windows Defender contains five sub-functions: Firewall,
Antivirus, Exploit Guard, Application Guard, and SmartScreen.

These can be controlled locally through the Windows Defender Security Center console:

&« Windows Defender Security Center

Security at a glance

- 3@ 2 @ B

Virus & threat Account protection Firewall & network App & browser control
protection No action need protection No action needed

):,.

5 % gk

Device security Device performance & Family options
No action needed health Bom
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These five functions specialize and focus on preventative defense by applying known
security measures and known indicators of compromise. Windows Defender Antivirus

does well against other commercial options when evaluated in independent testing, such as
the ones conducted by AV-TEST, as can be seen here:

September October  [77

Protection against o-day malware attacks, inclusive of web and e-mail threats (Real-
World Testing) 96.3%

202 samples used

Detection of widespread and prevalent malware discovered in the last 4 weeks (the AV-
TEST reference set) 99.5% @

9,797 samples used

Windows Defender Exploit Guard

Windows Defender Exploit Guard is a new collection of tools and features that help to keep
your network safe from exploits. Exploits are infection vectors for malware that rely on
vulnerabilities in software.

Exploit Guard will help in the following ways:

* Block attacks at the frontline
* Raise attacker costs to compromise entry points

* Defenses to minimize damage
e Assume frontline defenses will fail
* Raise attacker cost to cause damage to environment
* Prevent Lateral Movement
* Recovery and response
¢ Assume all defenses will fail
* Rapid response to detect threats and disrupt attacks
* Restore data from backups that are inaccessible to attackers
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Controlled folder access

Controlled folder access helps you protect valuable data from malicious apps and threats,
such as ransomware.

Controlled folder access works best with Windows Defender Advanced Threat Protection,
which gives you detailed reporting into Windows Defender EG events and blocks as part of
the usual alert investigation scenarios.

To enable controlled folder access, refer to the following screenshot:

€& Windows Defender Security Center

» Home S

(J  Virus & threat protection % Virus & threat protection settings
No action needed
~ Account protection Windows Detender Secanty Centes

9 Firewall & network protection o

1 App & browser control & g e Pro ot thraats e raicrmervod e Fow b reskia

us & threat protection updates 7= m Ransomware protection

£ Device security

© Device performance & heakth Ransomware protection ‘ Controlled folder access
0, oo WL rotect fhes. folders, and memory areas on your device from unauthorized
No action needed wnges by urdriendly applations

Ak Family options
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Network protection

Network protection helps reduce the attack surface of your devices from internet-based
events. It prevents employees from using any application to access dangerous domains that
may host phishing scams, exploits, and other malicious content on the internet.

It expands the scope of Windows Defender SmartScreen to block all outbound HTTP(s)
traffic that attempts to connect to low-reputation sources (based on the domain or
hostname). It's part of Windows Defender Exploit Guard.

You can enable Network protection in either audit or block mode with Group Policy or
PowerShell.

You can use PowerShell to enable or audit Network protection. Type powershell in the
Start menu, right-click Windows PowerShell, and click Run as administrator:

Enter the following cmdlet:

Set-MpPreference -EnableNetworkProtection Enabled

' Administrator: Windows PowerShell

Windows PowerShe
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> Set-MpPreference Enabled
PS C:\Windows\system32> _
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You can enable the featuring in audit mode using the following cmdlet:

Set-MpPreference -EnableNetworkProtection AuditMode

: 51 Reported Unsafe Websi X 4-_ e

O A Unsafe website smartscreentestratings2.net

This website has been reported as
unsafe

nart

We recommx you do tinue to this web: It has been

reported to Cro r our computer that
might reveal personal or financial information

It also works with Firefox, Chrome, and Opera browsers.

For more information, visit https:/</docs.*microsoft.*/com/*len-lus/
windows/lsecurity/*threat-*lprotection/:windows-*/defender-:lexploit-

guard/“controlled-*folders-*exploit-*guard.
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Attack surface reduction

Attack surface reduction helps prevent actions and apps that are typically used by exploit-
seeking malware to infect machines.

The feature is composed of a number of rules, each of which targets specific behaviors that
are typically used by malware and malicious apps to infect machines, such as the following:

* Executable files and scripts used in Office apps or web mail that attempt to
download or run files.
* Scripts that are obfuscated or otherwise suspicious.

* Behaviors that apps undertake that are not usually initiated during normal day-
to-day work.

When a rule is triggered, a notification will be displayed from the Action Center. You can
customize the notification with your company details and contact information. You can also
enable the rules individually to customize what techniques the feature monitors.

For more information on how to set up the rules, visit hts://docs.microsoft.com/Een—
us/=windows/security/+threat-=protection/-windows-* defender--exploit--/guard/-attack-

surface-*reduction-*lexploit-*/guard #attack-* surface-*reduction-*rules.

Windows Defender Credential Guard

Windows Defender Credential Guard uses virtualization-based security to isolate secrets so
that only privileged system software can access them. Unauthorized access to these secrets
can lead to credential theft attacks, such as Pass-the-Hash or Pass-the-Ticket. Windows
Defender Credential Guard prevents these attacks by protecting NTLM password hashes,
Kerberos Ticket Granting Tickets, and credentials stored by applications as domain
credentials.
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By enabling Windows Defender Credential Guard, the following features and solutions are

provided: hardware security NTLM, Kerberos, and Credential Manager take advantage of

platform security features, including Secure Boot and virtualization, to protect credentials.
The following diagram illustrates Credential Guard:

The “Guards”

Token
Binding

Hello Credential Guard
I Virtualization Based Security {(VBS)

mn

Auth blob
Kerberos secrets
NTLM secrets
Saved Doma
credentials

Azure AD
Token Binding Keys

icrosoft Accounts

@
=)
=
T
o
-
T
«©
v

e

Private
Key

MSA AAD Private
secrets  secrets Key

TPM

For more details about Credential Guard, check out https:/</*docs.microsoft.*'com/*len-us/
windows/*lsecurity/*identity-* protection/* credential-* guard/: credential-*/guard.

Windows Defender Application Guard

The threat landscape is continually evolving. While hackers are busy developing new
techniques to breach enterprise networks by compromising workstations, phishing schemes
remain one of the top ways to lure employees into social-engineering attacks.

Windows Defender Application Guard (Application Guard) is designed to help prevent old
and emerging attacks, to help keep employees productive. Using our unique hardware-
isolation approach, our goal is to destroy the playbook that attackers use by rendering
current attack methods obsolete.

For more details about Windows Defender Aplication Guard, visit https:/*/*/docs.
microsoft.”com/Flen-lus/=windows/*security/threat- /protection/-windows-*/defender-

application-*/guard/*linstall-*wd-:lapp-*/guard.
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Windows Event Forwarding

Windows Event Forwarding (WEF) permits a server designated as an event collector to
receive all the events from endpoints that are selected by IT and security staff. Windows

can generate events in a very granular fashion for everything that can happen on an
endpoint. This event-logging capability is the keystone that changes everything that has
been talked about so far in EDR solution. These logs can be fed into a SIEM that can analyze
them in real time and can react or give advice accordingly.

Use WEF to help with intrusion detection (hts:/@/@docs.Emicrosoftﬂcom/@en-us/@windows/
security//threat-*protection/"use{*windows-*levent-* forwarding-to-*lassist-in-*intrusion-

detection):

@ Event Viewer
File Action View Help
«| nim 0

3 v‘; é}pﬁéﬁoééjéscﬁnpi Y Operational Number of events: 834
| EapMethods-RasTls

| EapMethods-Sim Level Date and Time Source Event.. Task Category Al
| EapMethods-Ttls ©cror T/22/2017 2:29:09 AM  Eventlog-For... 102 None
| EDP-Audit-Regular @ Eror 7/22/2017 8:29:09 AM  Eventlog-For... 102 None
| EDP-Audit-TCB 0 Error 7/22/20178:27:51 AM  Eventlog-For... 102 None
| EmbeddedApplauncher O eror 7/22/2017 8:27:51 AM  Eventlog-For... 102 None
| Energy-Estimation-Engine W Eror T/22/2017 8:26:33 AM  Eventlog-For... 102 None
J EnrolimentPolicyWebServic O enor 7/22/2017 8:26:33 AM  Eventlog-For... 102 None
| EnrolimentWebService @ enor 7/22/20178:25:15AM  Eventlog-For... 102 None
- ESE O Enor 7/22/2017 825:15AM  Eventlog-For... 102 None
8 EventCollector. B enor 7/22/20178235TAM  Eventlog-For.. 102 None
v i Eventiog-ForwardingPlugir il @ eror 7/22/20178235TAM  Eventlog-For.. 102 None
lF ! OP;'"WMIH (i) Information 7/22/2017 8:22:41 AM  Eventlog-For... 100 None
S falt-lolwsnt tiow (@) Information 7/22/20178:22:41AM  Eventlog-For.. 100 None

| FederationServices-Deploy 7 ¥

(i) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None

| FileServices-ServerManage:

] FileShareShadowCopyProv Denor 7/22/2017 8:22:40 AM  Eventiog-For... 102 None
| EMS (i) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
| Folder Redirection A, Warning 7/22/2017 8:22:40 AM  Eventlog-For... 101 None
| GenericRoaming i] Informetion 7/22/2017 8:22.40 AM  Eventlog-For... 100 None
| glend (1) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
J GroupPolicy O Enor 7/22/2017 8:22:40 AM  Eventlog-For... 102 None
] Help j,‘ Information 7/22/2017 8:2240 AM  Eventlog-For... 100 None
| HomeGroup Control Panel (D) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
| Httplog (1) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
| HittpService (@) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
| Hyper-V-Guest-Drivers (@) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
J 1dCerls (D Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
International (i) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
| International-RegionalOpti | § ) information 7/22/20178:22:40AM  Eventlog-For.. 100 None
- Iphlpsve FETA 242043017 227,40 A0 Eemnblonn. £ 100_a 2
¥R Event 102, Eventlog-ForwardingPlugin x

1 Kerberos-KDCProxv

[62]



Counting the Costs Chapter 3

Windows Defender Advanced Threat Protection

Windows Defender Advanced Threat Protection (ATP) is a security service that enables
enterprise customers to detect, investigate, and respond to advanced threats on their
networks.

Windows Defender ATP uses the following combination of technology built in to Windows
10 and Microsoft's robust cloud service:

* Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect
and process behavioral signals from the operating system (for example, process,
registry, file, and network communications) and sends this sensor data to your
private, isolated, cloud instance of Windows Defender ATP.

* Cloud security analytics: Leveraging big data, machine learning, and unique
Microsoft optics across the Windows ecosystem (such as the Microsoft Malicious
Software Removal Tool), enterprise cloud products (such as Office 365), and
online assets (such as Bing and SmartScreen URL reputation), behavioral signals
are translated into insights, detections, and recommended responses to advanced
threats.

» Threat intelligence: Generated by Microsoft hunters, security teams, and
augmented by threat intelligence provided by partners, threat intelligence
enables Windows Defender ATP to identify attacker tools, techniques, and
procedures, and generate alerts when these are observed in collected sensor data:

Protecting an endpoint is hard

g PERFORMANCE ﬂ SECURITY TEAM ﬁ COST
Hit on your endpoints Time and skills Multiple soluticns and on-prem infrastructure

Malware

Phishing

Ransomware Vulr y pa

0-day Endpoint detection & response

Machine Learning
World-wide outbreaks & Sandboxing

Attack surface reductior

Advanced attacks
Remediation
Supply chain

Fileless attacks

Vulnerabilities Exploit mitigation

Antivirus

&R Windows
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Machine investigation capabilities in this service let you drill down into security alerts and
understand the scope and nature of a potential breach. You can submit files for deep
analysis and receive the results without leaving the Windows Defender ATP portal. The
automated investigation and remediation capability reduces the volume of alerts by
leveraging various inspection algorithms to resolve breaches.

Windows Defender ATP works with existing Windows security technologies on machines,
such as Windows Defender Antivirus, AppLocker, and Windows Defender Device Guard.
It can also work side by side with third-party security solutions and antimalware products:

Cloud monitoring Windows ATP
( ) and reporting hunters
Industry Microsoft AM
| collaborators researchers |

Microsoft threat
intelligence

H

580 o
—>—>oO(U)QD—> = | N

Always-on heuristics Forensic collection 2 Security information
and behavior and file detonation D,ed'cated and secure and event management
SeSONS Windows Defender ATP
Onboarded tenant
endpoints
Windows Defender ATP portal

To get started with Windows Defender ATP, check out https://*docs.
microsoft.”com/* en-*us/*windows/*security/* threat- *protection/*windows-
defender-*atp/* minimum-*requirements-*windows-defender-*advanced-

threat-* protection.

[64]



Counting the Costs Chapter 3

Protecting privileged identities

Privileged identities are any accounts that have elevated privileges, such as user accounts
that are members of the Domain Admins, Enterprise Admins, local Administrators, or even
Power Users groups. Such identities can also include accounts that have been granted

privileges directly, such as performing backups, shutting down the system, or other rights

listed in the User Rights Assignment node in the Local Security Policy console.
You need to protect these privileged identities from being compromised by potential

attackers. First, it's important to understand how identities are compromised; then you can

plan how to prevent attackers from gaining access to these privileged identities.

How do privileged identities get compromised?

Privileged identities often get compromised when organizations don’t have guidelines to

protect them. Here are some examples:

* More privileges than are necessary: One of the most common issues is that users
have more privileges than necessary to perform their job function. For example, a
user who manages DNS might be an AD administrator. Most often, this is done
to avoid the need to configure different administration levels. However, if such
an account is compromised, the attacker automatically has elevated privileges.
Signed in with elevated privileges all the time: Another common issue is that
users with elevated privileges can use it for an unlimited time. This is very
common with IT pros who sign in to a desktop computer using a privileged
account, stay signed in, and use the privileged account to browse the web and
use email (typical IT work job functions). Unlimited duration of privileged
accounts makes the account more susceptible to attack and increases the odds
that the account will be compromised.

Social-engineering research: Most hackers start out by researching an
organization and then conducting social engineering on it. For example, an
attacker may perform an email phishing attack to compromise legitimate
accounts (but not necessarily elevated accounts) that have access to an
organization's network. The attacker then uses these valid accounts to perform
additional research on your network and to identify privileged accounts that can
perform administrative tasks.

Leverage accounts with elevated privileges: Even with a normal, non-elevated
user account in the network, attackers can gain access to accounts with elevated
permissions. One of the more common methods of doing so is by using the Pass-
the-Hash or Pass-the-Token attacks.
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There are, of course, other methods that attackers can use to identify and compromise
privileged identities (with new methods being created every day). It's therefore important
that you establish practices for users to log on with least-privileged accounts to reduce the
ability of attackers to gain access to privileged identities.

How to prevent attackers from gaining access to
privileged identities

You can reduce the attack surface for privileged identities (discussed in the previous
section) with each of the mitigations described in the following table:

Attack vectors How to mitigate

Implement Just Enough Administration (JEA) for all IT pr¢s
More privileges than amho administer Windows Server and the apps and services (such
necessary as Exchange Server or Exchange Online) running on Winflows

Server by using Windows PowerShell.

Implement Just in Time (JIT) administration for all users ywho

require elevated privileges so that the elevated privileged can
Signed in with elevatednly be used for a limited amount of time.
privileges all the time Many organizations use the Local Administrator Passworgl
Solution (LAPS) as a simple yet powerful JIT administratipn
mechanism for their server and client systems.
Implement Microsoft Advanced Threat Analytics (ATA) to|help
detect compromised identities in on-premises workloads and

servers. ATA is an on-premises solution that you can use o
manage physical and virtualized workloads.

Compromised identity
and Pass-the-Hash
attacks

Summary

This chapter covered the costs associated with cyber attacks and cybersecurity. It began by
analyzing different reports from cybersecurity experts on the costs of cyber attacks. Most of
these have shown that an attack today costs a victim organization approximately
$3,000,000. With most attacks happening in the US, the average cost of an attack for
companies was at $11,000,000. Since this was quite an ambiguous cost, this chapter went
through a report by Accenture and laid out the costs for certain attacks.
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According to Accenture, the top three costliest attacks are malware attacks, web-based
attacks, and DoS attacks. To find further information about the costs of cyber attacks and
cybersecurity, the chapter has split these costs into two categories: the costs of an attack and
the costs of securing organizations from attacks. In the category of the cost of an attack,
there has been a detailed explanation of the costs that come bundled with an attack. These
are production losses, economic losses, brand damage, data loss, fines, penalties, litigations,
and costs associated with attack-recovery techniques. In the breakdown of the cost of
securing an organization from cyber attacks, the chapter has looked into the basic security
products commonly used by organizations. These are antivirus systems, firewalls,
intrusion-detection systems, and encryption. With the evolution of the cybersecurity
industry, these costs will continue to vary. However, it should be noted that both cyber
attacks and cybersecurity are expensive.

In the next chapter, we will focus on financial services threat landscape and understand the
differences between threats against the end customer and threats against financial
institutes.

Further reading

The following are resources that can be used to gain more knowledge on the topics covered
in this chapter:

* 2017 COST OF CYBER CRIME STUDY: https:/:/* www.*accenture.:lcom/
t20170926T072837Z | *w | */*lus-*len/* [“acnmedia/* PDF-*61/:Accenture-*2017-

CostCyberCrimeStudy. */pdf

* Internet Security Threat Report: https:/:/:www.*'symantec./com/* content/*/dam/
symantec/*/docs/=reports/listr{:23-"2018-*len.lpdf

* APT Trends report Q1 2018: https:/:/securelist.Flcom/lapt-*trends-=report--q1-
2018/°85280/=

* Carbanak APT: https:/*//www.*kaspersky.‘/com/*resource-*center/-threats/
carbanak-"apt

¢ If you want to learn more about cybersecurity attacks and defense strategies in
general, you can read the book from Packt, Cybersecurity - Attack and Defense
Strategies (https:/*/<www.:)packtpub.com/*networking-*and-*servers/
cybersecurity-"attack-*and-*/defense-*strategies) written by Yuri Diogenes and
Dr. Erdal Ozkaya, which was awarded by books authority best of all time.
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While the financial services industry sector is mostly a highly regulated industry, many
financial institutes have started to adopt new technologies, such as cloud services, Internet
of Things (IoT), or social media, to create new business models and reach new customers.
In addition to new technologies, there is an ongoing cost reduction objective to provide
shareholder value that is mostly achieved through outsourcing or offshoring. While each of
these areas is important for ensuring that the business is growing, it also introduces a new
threat landscape for financial institutes. These threats need to be taken into account for any
successful IT and security department.

When delving into the financial services threat landscape, it is important to differentiate
between end user-facing threats and threats targeted at the financial institute itself. Threats
against end users and threats against financial institutes are the threat categories for the
financial services industry that will be briefly covered in this chapter.

Threats against end customers

The primary target for end user-facing threats is stealing financial records and/or financial
fraud. End user threats can be categorized as follows:

Credit card Application Card Not Compromised
fraud fraud Present Fraud |l Account Fraud
Credit Card Financial
m
SUNPSior Mobile Fraud
Diving
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Credit card fraud

Credit card fraud describes cases in which a threat actor gains unauthorized access to a
credit card in order to obtain money or property. Threat actors primarily use unsecured
websites to obtain the required information. There has been a 15% increase in credit card
fraud after the Equifax Data Breach. The following diagram shows US card fraud by type

statistics:

U.S. card fraud by type, 2014
Other
Lost/stolen --._____ / Online (card not present)

Counterfeit

Application fraud

Application fraud can happen when the threat actor applies for a new credit card on behalf
of the victim, for example. Very often, the threat actor will gain all the required information
in advance by applying social engineering techniques, allowing them to provide the
required information during the application. In response to the threat of application fraud,
financial institutes also started to require online copies of original documents next to the

information provided:
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Criminal has all required information of victim

Criminal submit new credit card request to bank

Criminal receive new credit card and performs illegal purchases

Card-not-present fraud

Card-not-present fraud occurs when the threat actor uses the victim's credit card during an
online transaction while not physically possessing it. Through this technique, the threat
actor is often able to leverage a social engineering technique such as dumpster diving,
phishing, or pretexting to gain the credit card number and expiration date. In response to
the card-not-present fraud, many merchants nowadays require their customers to provide
the verification code, which is—with the exception of American Express—a 3-digit code
found on their card. However, the verification code only has 999 possible combinations.
Therefore, threat actors try out combinations by attempting a small number of transactions
on a variety of merchants until they identify the correct verification code:

Criminal has victims name, credit card number and expiration date

Criminal performs test purchases to identify verification code

Criminal identifies verification code

Criminal performs illegal purchases
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Compromised account fraud

Compromised account fraud is very common in the financial services industry. This threat
is best described as an event in which a threat actor is able to gain illegal access to the
victim's bank and/or online insurance portal. Similarly to the card-not-present fraud, this is
often achieved by leveraging social engineering. In the event of compromised account
fraud, threat actors often clone the legitimate website of a financial institute and lure the
victim onto it. Very often, a victim does not notice that they are not on the official website
and proceeds to enter their username and password:

Criminal setup website similiar to victims banking portal

Criminal manipulate victim to visit malicious banking portal
Victim enters credentials on malicious banking portal
Victim get redirected to legit banking portal

Criminal gained credentials for banking portal

Credit card testing

Credit card testing occurs when a threat actor uses an illegally obtained credit card at
multiple merchants to perform test purchases with small values, with the transactions
increasing in value each time:
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Criminal has the
victim's name, credit
card number, and
expiration date

Criminal performs
small value
transactions

Financial Trojans

Threat actors continue to invest in the development and deployment of financial Trojans.
These Trojans are often used to perform credential harvesting of customers and banks to
perform fraud. Point-of-sale (POS) and mobile endpoints are increasingly targeted through
financial Trojans by threat actors. According to Symantec, the malware family Rammit was
the most active financial Trojan in 2016, responsible for 38% of activity. This was followed
by Bebloh, accounting for 25%, and Zeus, had 23%.

Trojans have the following objectives:

* Theft of financial records

* Direct collection theft

¢ Fake financial institute communication

* Malicious control of financial institute systems

Case study - BackSwap Trojan

BackSwap does not rely on complex process injection methods, but instead hooks into
window message loop events. This technique bypasses many available browsers' protection
mechanisms. Malware distribution is primarily done over email by sending a malicious
email that contains an obfuscated Nemucod JavaScript downloader. BackSwap installs
event hooks to monitor when the victim visits specific URLs, allowing them to determine
when the victim is performing an online bank transfer. When this is determined, the
malicious payload gets injected into the browser.
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Case study - Ramnit

When an endpoint gets infected with the Ramnit Trojan, the endpoint will continuously
communicate with the threat actor's command-and-control (C2C) server. This will not only
report the heartbeat status but also receives configuration updates. Ramnit includes a man-
in-the-browser (MitB) web injection module that allows it to modify visited websites on

the victim's endpoint. This enables criminals to modify transaction content and add, delete,
or modify additional transactions. The following diagram shows the Kill chain of Ramnit:

Ramnit established C2C communication
Ramnit receive configuration file

Victim visit banking website

Ramnit modify visited website and victim lands on modified banking website

Victim enters credentrials on modified banking website

Ramnit transfer credentials to threat actor

Case study - Bebloh

Bebloh is a financial Trojan that monitors and captures logon credentials for banking
websites. Threat actors leverage Bebloh primarily as part of an email spam campaign.
Bebloh's focus spans from loans and shopping discounts up to emails with professional
subjects such as human resources or law. Some versions of Bebloh follow process
hollowing, while others unpack themselves in their own memory space before performing
process following:
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Victim receive spam email with comprossed attachment

Victim opens attachment

Bebloh copies itself onto %temp% folder

Bebloh performs code injection into explorer.exe

Bebloh adds itself into autostart before shutdown

Bebloh establish C2C communication

Bebloh download additional malware

Victim visit banking portal

Bebloh captures credentials and send to threat actor

Phishing

In the financial services industry, phishing remains one of the most frequently used
techniques. The primary reason for that is that many phishing attacks have a large impact
and do not require in-depth preparation or funding. In layman's terms, all it takes is a
somewhat trustworthy email template, a list of email addresses, and an email service to
send a phishing email. Phishing attacks vary between identity theft and financial fraud, and
therefore are a concern for the financial services sector. The magnitude of importance
becomes clear when reviewing a press release from Gartner in 2014:

"Direct losses from identity theft fraud against these phishing attack victims cost U.S.
banks and credit card issuers about $1.2 billion last year."

The Federal Deposit Insurance Corporation (FDIC) is responsible for sustaining
confidence in the US financial system. FDIC defines the term phishing on their website as
follows:

"The term "phishing" - as in fishing for confidential information - refers to a scam that
involves fraudulently obtaining and using an individual's personal or financial
information."
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Case study - immediate action required

A threat actor group has leveraged previously leaked personal data to prepare a phishing
campaign to thousands of end customers of a financial institute. In preparation for the
phishing campaign, the threat actors have replicated the bank's website and planted a
credential harvester. The only directly visible Indicators of Compromise (IOC) were within
the domain name (anonymized example: www.legitbank.com became www.13gitbank.com).

More advanced users and security professionals could have identified more I0Cs, such as
the fact that the domain had been registered within the last five days, the domain registrant
was a shelf company in Las Vegas, Nevada, and generally the language used on the
malicious website had many grammatical mistakes. The threat actors have sent emails to
the end customer informing them about a potential data breach and requesting immediate
action from them. The threat actors requested that the end customer logs in to the financial
institute's website through a URL that they claim is secure. The following screenshot is a
phishing email sent to thousands of end customers:

It has come our attention that our online banking portal might have been compromised. Protecting our customers
identity and assets is very important to us. We therefore are reaching out to you asking you to reset your

credentials immediately.

The government is supporting us during the crisis. They have helped build a secure approach to reset customer
records without the need of visiting a local branch. Please therefore use the below URL to perform the data reset.
Since keeping your records secure is a top priority for us you will be asked to enter the following information’s:

Government ID number

First and Last Name as it appears on Government ID
Home address

Phone number

Amount and merchant of last 3 purchases

Expected balance

Username

Password

Your security is important to us. We therefore ask to complete this within he next 5 business days. In case you need
assistance please contact us over the secure phone line:

secure URL: [

Thank You,

Fraud Detection & Investigation
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Pretexting

As well as phishing campaigns, pretexting is another commonly used social engineering
technique in the financial services industry. Threat actors trick targets by lying to them to
obtain privileged data. Pretexting often involves some sort of scam that helps the threat
actor be seen as a trusted individual. There are a variety of tactics that the threat actor can
apply. One of the most commonly used ones is when the threat actor directly calls the
target, pretending to work for a survey company, and then asks a few questions.

Dumpster diving

Dumpster diving, also known as trashing, is a very old social engineering technique. It is
best described as the physical actions of a threat actor to find valuable information by
looking in their target's dumpster. Many end customers simply put old letters they receive
from companies—including their bank—in the trash. Most often, threat actors are able to
find organizational charts, company policy manuals, and purchase histories here.

Mobile fraud

Mobile banking is a competitive advantage for financial institutes. Consequently, many
business units will offer a service like that to their end customers. Mobile fraud is where the
threat actor leverages the mobile platform to their advantage so as to gain information or to
perform fraud directly. Many financial institutes have now become aware of the rise in
mobile fraud and since then have introduced Multi-Factor Authentication (MFA) in their
mobile apps. How the threat actor approaches mobile fraud is simple. Most commonly

used techniques take the legit app, build a malicious wrapper around it, and then find a
way to distribute the malicious version to the end customer.
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Threats against financial institutes

In addition to threats against end customers, institutes themselves are also at risk. Threats
against financial institutes can be categorized as follows:

Denial-of-
ATM Attacks POS Attacks Service
(DDoS)
Blackmailing
ATM attacks

While security vendors and operating system providers continue to invest in security, ATM
attacks are still increasing. This is mainly due to legacy security controls that are in place for
ATMs. Until now, many ATMs have run on Windows XP or Windows 7, providing very

few security controls, such as the use of Endpoint Detection and Response (EDR). ATM
attacks continue to increase every year, although they did slow down in Europe with the
introduction of Chip and PIN, which led to a decrease in classic memory scraping threats.
For a threat actor to perform an ATM attack, there are two options:

* Gain physical access to the ATM either through a stolen key or by picking the
lock. Once physical access is established, the threat actor now plants their
malicious payload.

* Gain access to the ATM network through a sophisticated cyber-attack on the
financial institute. Many institutes are able to connect remotely to ATMs, which
can be leveraged to transfer files and execute commands.

POS attacks

ATM and POS attacks are similar in nature, but the approach threat actors take is different.
The reason for this is that POS devices are designed to be reachable by end customers
visiting a retail store, bank, or insurance branch. These POS devices typically have almost
no physically accessible security controls. Therefore, threat actors try to plug in a malicious
portal drive to these POS devices while nobody is looking.
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Denial of service

A denial of service (DoS) attack is often used to hide a bigger financial fraud activity. It is
an attempt by the threat actor to keep the IT and security department busy while they are
performing financial fraud.

DDoS attacks can include the following:

» Targeting the banking portal to ensure that end customers are unable to log in

* Targeting the telecommunication system to ensure end customers are unable to
reach the call center

» Attacks against the financial institute network to ensure they are unable to
communicate with the ATM and POS devices

Ransomware

While ransomware is a cross-industry threat, it is particularly serious in the financial
services industry. The reason for this is that particular global outbreaks on the scale of
WannaCrypt or Petya can have a significant impact on the global economy. When financial
institutes are unable to operate, this has an impact on their end customers, but also on
governments. This is especially true when the target is a country's central bank.

Blackmailing

Blackmailing is often leveraged by the threat actor when a financial fraud has failed.
Instead of giving up, they attempt to blackmail the financial institute, threatening to expose
end customer data or a system vulnerability if they do not pay a certain amount of money.

Summary

There are many different attack techniques that are commonly used in the financial services
industry. It is important to understand the differences between threats against the end
customer and threats against financial institutes. In this chapter, you learned the key
aspects of each with a very practical approach, ensuring you benefit from the experience of
experts in this field. The next chapter will focus on the techniques used and how exactly
money and data are stolen from users via phishing, spamming, and scamming.
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Phishing, Spamming, and
Scamming to Steal Data and
Money

Phishing, scamming and spamming are some cyber security threats that have caught the
attention of users, corporate organizations, cyber security companies, and law enforcement
agencies. Each year, these threats drain lots of money from economies. This chapter
demystifies these threats, and explains exactly how they are carried out, the software used
to aid them, and how they steal money and data from users. A lot of the focus is put on
phishing, which is a constant threat to many organizations. The chapter demonstrates how
to create a phishing attack and discusses infamous, real-life examples of phishing attacks.
The chapter lastly looks at spamming and discusses how it is used to mint money and how
dangerous it can be. The chapter will cover all these points in the following topics:

¢ Phishing scams
¢ Spamming
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Phishing scams

Phishing is one of the oldest cons on the internet. It dates back to the time when personal
computers and emails were becoming common. It is a cyber attack technique where
malicious persons send emails claiming to be from reputable organizations in order to
gather sensitive information. However, there are variations of phishing that could be used
for other reasons, such as to persuade unsuspecting people to send money to fraudsters.
Phishing is distinguished from other forms of cyber attack in that it first seeks to get the
trust of the victim by masquerading as a trustable entity. What constitutes trustable entities
will vary depending on the targets of phishing, which include tax authorities, banks,
schools, senior executives, friends, and even family. A phisher can become any entity that
will effectively win the trust of the target. The term phishing is used as a pun to make an
analogy with fishing , that involves throwing bait in to water so that if a fish bites it, it gets
held by the hook. In phishing, the target is likened to the fish and the trustable entity serves
as the bait. When the target goes for the bait, they get trapped by the hook. Today, the goals
of phishing are varied. Most phishing attacks target private information, such as login
details to online banking platforms or sensitive systems. Another common goal is to steal
money directly from targets by demanding some money from them. Identity theft is also
another goal of phishing where the perpetrators hope to get information that they can use
to steal the identities of their victims. The stolen identities can be used for future phishing
attacks. These are just a few of the common goals of phishing.

There has been a wave of phishing attacks that have taken a heavy toll on users over the
years. One of the earliest waves of phishing is what is referred to as the Nigerian prince
scam. In this scam, the perpetrator(s) would send emails claiming to be a Nigerian prince
who has inherited huge sums of money from his parent. However, they are unable to access
their inheritance so are <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>