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FOREWORD

The traditional global banking and finance system was once viewed as the
backbone of trade and industry. Such governed and centralized financial
systems are based upon government-issued (fiat) currencies, where key agents
in the system are agreed on the value of cash via stock and local exchanges
fuelling transactions and controlling economies. The physical nature of
exchange between key agents and brokers excluded the masses from direct
participation. Instead, the retail banking segment employed financial manag-
ers and experts to offer a portfolio of services to customers in return for
interest payments on, for instance, loans and mortgages, etc — a distinct profit
motive for the system. Over the centuries, this system monopolized the
marketplace, presiding over consumer choic, underpinned by what could be
described as a social contract of trust developed between the bank manager
and consumer. This signifed a mutually productive relationship, packaged as
safeguarding customers’ financial interests and personal data (hardcopy
ledger) while making a profit.

Before the global financial crisis of 2007-09 (GFC), discussions of the
incumbent banks’ dominant position and breaking of consumer trust would
have been scorned for the lack of understanding surrounding the unique and
socially embedded manager—consumer relationship. Since the GFC, we have
seen a chain of events that gradually unpacked the macro-level centralized
(and privileged) position of established financial institutions, revealing dubi-
ous trading practices with some reported reliance on underdeveloped
algorithms making spurious transactions. In other words, failing to heed Ada
Lovelace’s warning: it [the algorithm] can only do whatever we know how to
order it to perform. Enter the corporate rationalizers, introducing new tech-
nological innovations that challenge the extant system and its foundations,
indeed, coining the term ‘challenger’ banks. Such innovation began to upset
the equilibrium of the financial system, opening a pathway to a new decen-
tralized form of exchange that shifts from physical to digital exchange,
declaring the rise of the now-familiar financial technology (fintech) sector.

Today, we live in the ‘digital economy’, of which fintech plays a significant
role in presenting substantial socio-technological and transformational chal-
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lenges from new terminology and skills emerging from computer/data
science. This is driving a mounting degree of technological development in
enabling consumers greater choice in their financial decisions. The COVID-19
pandemic has reportedly driven acceleration toward a rethinking of our
physical transactions with cash, finance and banking to full digitization or a
cashless society. Thus, the once-revered discussion with the bank manager
has been usurped by a digital ‘bot’ or assistant who can deftly answer those
mundane questions about our bank balances or our likelihood of being
granted a loan, for example. This socio-technical shift shows a reconceptual-
ization of our social and physical relationship with finance to accessing
online platforms. The power over our financial well-being and systems is
moving away from larger financial institutions to that of the individual —
decentralizing financial control and promoting agility in choice. We have
neo-banks, challenger banks and fintech start-ups disrupting the plethora of
services that was once the sole proviso of the financial agents monopolizing
access to banking and finance.

How are organizations responding to this transformation of financial
services? Simply put, technological innovation and collaboration has arrived
and is cited as key for retaining a competitive advantage. Those who choose
not to collaborate and engage with this next industrial revolution risk
inertia — lacking agility in mindset and structure to adapt which could lead
to exiting the marketplace. This is exemplified in the gradual closure of phys-
ical bank branches. The truth facing incumbents in banking and finance is:
adapt, collaborate or die. Although they still retain customer mass over the
new challengers, change is afoot.

Moreover, innovation invokes a myriad of digital regulations — albeit some
rules and governance are also undergoing digital transformation to maintain
pace with fintech innovation to ensure consumers do not fall foul of malprac-
tice — back to Lovelace’s warning around technology adoption. Yet, moving
to a decentralized system is complex: finding a pathway through networks,
APIs and new banking platforms (ie Open Banking platforms), and payments
regulation. Thus, recognizing that buying off-the-shelf tech solutions without
taking people into your network, organization or society with you may cause
the profit motive to become unmoored. This is encapsulated in the first exam-
ple of decentralized finance via distributed ledger technology underpinning
blockchain and cryptocurrencies emerging since the GFC from the mysteri-
ous Satoshi Nakamoto. The limitations of a centralized system were writ
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large and the underpinning (almost ‘hippy’) central tenets focussed on chang-
ing the game of finance and decentralizing control over the system.

What has happened with decentralized finance since 2008 and what does
this imply for organizations? As discussed, cultural and technical shifts of
this magnitude necessitate time: as humans, we generally resist change that is
forced rather than owned by us. Therefore, the current wave of innovation
moves beyond disruption to signpost a new relationship with finance that
will (eventually) benefit the masses. Admittedly, there’s work to be done in
this sphere, heralded by the Open Banking and finance movements.

Financial Technology provides an encyclopedic guide to the fintech arena.
The use of topical examples helps garner an in-depth appreciation of fintech
innovation while reducing fears of automation. The author embodies bound-
less thinking and agility tempered with caution over adoption, while
celebrating technological innovation — which should not be stifled but
balanced by safeguarding individuals’ financial well-being. Thus, he addresses
the need for financial inclusion across society, whereby ethical access and use
of consumer data is central to creating trust in financial innovation, as
consumers also adapt to the new digital financial landscape.

Pitched against this backdrop of an evolving digital economy witnessing
unprecedented innovation, change and societal challenges, this book captures
key aspects of the fluid fintech landscape while adding to the growing body
of knowledge in this emergent field. Thus, the reader is offered methods to
navigate through the minefield of decentralized financial innovation and
seize aspects to embed within their organizations or facilitate further devel-
opment across social and technological domains.

Dr Karen Elliott

Associate Professor of Enterprise and Innovation focussing
on FinTech at Newcastle University Business School, UK,

on the Standout 35 Women in FinTech Powerlist, and part of
the IEEE committee for Ethics, Trust and Al in Society
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PREFACE

Every few years, a new buzzword makes its way into the headlines. From ‘AI’
to ‘Big Data’, and ‘Cryptocurrency’ to ‘DLT”, these terms are used to capture
public imagination with grand promises and great expectations. To the cynic,
the excitement around new technologies may seem like repetitions of past
hype-cycles; however, as digitization accelerates, and reimagines the way we
work, one can no longer remain a luddite. Instead, there is a need for learn-
ing and adaptation. This is not a one-off; rather it is a lifelong process. The
opportunities of tomorrow belong to the curious.

When looking into new technologies, anyone without a background in
computer science will almost immediately face stumbling blocks in the form
of jargon. When looking up a new term, it is not uncommon to find oneself
confronted with more jargon; in other words, end up with more questions
than answers. This is a frustrating feeling, which leads many to give up,
perhaps while thinking that ‘technology is not for me’. Furthermore, even
when one does overcome the jargon to gain some understanding, there is the
feeling of being lost at sea. After all, how does it all fit together?

This book is an attempt to address these problems. It seeks to do so by
giving the reader a basic yet thorough understanding of how the most impor-
tant technologies work, and crucially, contextualizing these in terms of their
impact on the financial industry. In doing so, the author hopes to instil a
greater confidence in the reader, to dig deeper and learn more about those
technologies that capture their imagination.

At first glance, the topics covered herein may seem disparate. The different
technologies that are explored may seem unconnected. However, when seen
from a bird’s-eye view, the relationships become clearer. In this way, this
book attempts to give the reader a ‘lay of the land’ in order to understand
how different technologies are subject to the same underlying trends. For
example, the ascent of artificial intelligence (AI) and cryptocurrencies would
not have been possible without the processing power enabled by advance-
ments in microchip technology; in other words, both innovations are part of
the same story.



PREFACE

A core theme in this book is that the financial system and the internet are
converging. Just as financial transactions contain information about people’s
preferences, so do clicks, reposts and instant messages. As both categories
rely on the transmission of electrical signals, it is difficult to demarcate the
two systems; indeed, with the increasing monetization of online user behav-
iour and the growing digitization of finance, perhaps they will soon be
indistinguishable?

When exploring fintech through the lens of systemic convergence, between
the financial and digital spheres, it becomes clearer how the various topic
areas of this book fit together. While greater connectivity and better user
interface design enable greater data collection, technologies such as block-
chain and Al enable the emergence of new, and better, ways of doing finance.
The net result of this is that financial services become increasingly decentral-
ized, automated and user centric.

However, it is hoped that the reader will see fintech as more than making
financial services faster, cheaper and more convenient by way of digitization.
There is a paradox in using technology to reduce or remove humans from
financial services, in that this actually increases the need for a human touch;
in the absence of person-to-person interactions, the only thing distinguishing
one financial institution from another will be corporate logotypes. In other
words, a competitive advantage can be found in deploying a human touch in
a fintech context.

Thus, it is hoped that the reader will use this book to benefit professionally
from the wave of technological disruption sweeping through the financial
sector. Whilst some professionals are dabbling in coding and others are
honing their ‘soft” skills, there is an opportunity in being a conduit between
the two camps; in other words, being the link between decision makers
(clients, senior management, etc) and the ‘techies’. This book is written with
those professionals in mind and aims to give them the requisite knowledge to
pull this off.

XixX
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Networks, APIs and
fintech banking platforms

How technology is decentralizing finance

LEARNING OBJECTIVES
This chapter will help you understand:

How digitization is transforming finance.
Why fintech start-ups are making inroads into banking.

The possible business models that may emerge as a result.

Introduction

In many British cities, the word ‘exchange’ appears on old buildings and in
place names: Royal Exchange, Exchange Square, Cotton Exchange, and so on.
These remind us that, once upon a time, transacting face to face in financial
markets was the norm: between 1870 and 1929, there were stock exchanges
in a dozen cities across the UK." However, over this period, the proportion
of securities traded exclusively in London grew from ca 38 per cent to around
72 per cent.?

With the advances in technology and infrastructure seen during this time — in
the form of the railway expansion, the telephone and radio communications —
it is perhaps surprising that this centralization took place. Surely, the greater
connectivity enabled by these innovations would have fostered greater de-
centralization in financial markets?
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This conundrum may be explained by a phenomenon known as the
network effect: as a network grows, it becomes more attractive to its partici-
pants, due to the advantages that its greater size affords them.’ These
advantages are known as network externalities,* or, perhaps more commonly,
network effects.

Liquidity and low transaction costs are network externalities of large finan-
cial markets (see Chapter 6). At the start of the 20th century, London was the
world’s largest capital market.’ As a result, many companies, especially those
seeking international expansion, were drawn to the capital.® In this way,
London’s size and international connections gave it an edge over its provincial
rivals, which led to a concentration of financial services in the capital.

Just as regional stock exchanges have disappeared, bank branches are
closing down across the UK. In 2017 alone, British banks closed 762
branches.” At the time, this represented a reduction of ca 8 per cent in the
number of branches. What’s more, this trend does not appear to be letting
up: in 2018, it was reported that UK banks were closing ca 60 branches a
month.® What is happening?

The answer appears to lie in the increasing digitization of finance. Though
the internet and financial system are two distinct networks, both rely on the
transmission of electrical signals: fundamentally, the physics of sending an
email and making a digital payment are very similar. As a result, the increas-
ing number of web-connected devices with financial applications is digitizing
financial services, thereby reducing the need for bank branches.

This trend is evident in the decline of cash payments. In 2015, it was estimated
that 57 per cent of all consumer payments were made without cash (ie with card,
mobile or online — in effect, digitally).” Moreover, digital payments are growing
fast: between 2012 and 2016, they grew at an annual rate of ca 10 per cent.'’

Consumers appear to be embracing digital finance. For example, 84 per
cent of Australian millennials say that they would bank with one of the large
technology companies (ie Google, Apple, etc), if such services became avail-
able." Given the global reach of anglophone millennial culture, there is little
reason to believe that this figure would be much different in a survey of US
or UK millennials.

Such willingness on the part of consumers to engage with web-based
financial solutions was not always a given. For example, insurance providers
struggled to gain traction online in the late 1990s:'* consumers were initially
reluctant to engage with financial solutions without a physical user interface.
This was because potential problems were seen as easier to resolve in person
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than over the internet."”> Moreover, there was the issue of brand recognition:
on the internet, consumers were more disposed to trust established financial
brands.'* These factors made it more difficult for financial start-ups to break
through. So, what changed?

For one, a larger portion of consumers are now digital natives — either they
do not remember a time before the internet or were first exposed to it during
their formative years. Digital natives make up a large portion of the millen-
nial generation (usually defined as those born between 1980 and 2000). This
generation was projected to become the largest living adult population in the
United States by 2019," and is therefore its largest consumer group. With a
greater proportion of consumers being digital natives, it follows that more
people are willing and able to engage with digitized financial solutions. That
said, there may be a more profound reason for this: declining public faith in
mainstream financial institutions.

Around the turn of the millennium, consumers were reluctant to trust
purely web-based financial service providers because they did not have estab-
lished brands.'® However, as a result of the global financial crisis of 2007-09
(GFC), trust in mainstream financial institutions has been severely impaired.'’
Moreover, the behaviour of big banks since the GFC has done little to help:
in the years 2012-16, the world’s 20 leading banks incurred an estimated
£264 billion in fines and other financial penalties in relation to various legal
and regulatory transgressions.'®

Thus, the tattered record of the mainstream financial institutions has lowered
consumer expectations to such a degree that novel, and non-mainstream insti-
tutions, appear comparatively more reputable. At the very least, consumers are
now more willing to give alternative financial providers the benefit of the
doubt: by virtue of having been in business for comparatively less time, post-
GFC financial start-ups have, on the whole, a comparatively limited history of
disappointing consumers. Thus, strong, established brands are no longer signif-
icant barriers to entry in the financial industry. This, combined with a growing
pool of consumers who are digital natives, is a boon for financial technology
start-ups.

At this juncture, some nomenclature is called for. Generally speaking, the term
financial technology (ie fintech) is used to describe the use of technology to
enhance or deliver financial solutions;'" in other words, leveraging technology to
make finance cheaper, faster, more accessible and more convenient. Furthermore,
some people take the term ‘fintech’ to mean financial technology start-up.
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Fintech start-ups are shaking up the financial industry by harnessing the
connectivity of the web. As the internet facilitates ‘shopping around’ for
better products and services, this connectivity can be detrimental to customer
loyalty:* in this way, fintechs are able to draw customers away from tradi-
tional financial institutions.

Moreover, many fintechs harness their customers’ personal data to provide
personalized financial services.”' Unlike big banks — whose back-office processes
tend to be paper-based and encumbered by legacy IT systems* — fintech start-
ups have leaner behind-the-scenes operations, thanks to their smaller sizes and
propensity to automate their activities as far as possible. As a result, their distri-
bution costs tend to be lower than those of their branch-based competitors;
after all, their user interfaces (ie their websites and smartphone apps) are their
branches. In this way, the cost advantage of not having a physical branch
network may allow fintechs to offer more competitive financial solutions.

However, such connectivity-spurred growth can also be a double-edged
sword. On one hand, it allows fintech start-ups to poach customers from
established players with the promise of more convenient and cheaper solu-
tions; on the other, the digital nature of their propositions reduces switching
costs for customers. As a result, businesses that engage customers with an
exclusively digital proposition may struggle with customer retention: accord-
ing to a study of digital user interfaces, solutions that contain a human element
exhibit greater rates of customer retention than self-service solutions.*

In this way, humanizing customer interactions can be a way of building
customer loyalty. This has not been lost on C. Hoare & Co., a family-run private
bank dating back to 1672.** While Britain’s largest banks scaled back their
branch networks, C. Hoare & Co. announced the opening of an office in
Cambridge in 2019, its first outside London.** Granted, it is a private bank that
caters to an up-market clientele. Customers like these appreciate a high level of
service and are therefore willing to pay for it. That said, when a bank that has
been around for nearly 350 years bucks the industry trend to open a new
branch, it says something about the importance of relationships in business.

Harnessing relationships

In some way, a business model can be viewed as a cluster of relationships,
whereby the success of a company depends on how well it manages each
relationship. To gain a competitive advantage, the company must leverage its
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distinctive capabilities (ie what it does well) in its relationships with custom-
ers, suppliers and other stakeholders.?

To stay ahead, companies must continuously seek to strengthen these rela-
tionships. To this end, reputation is paramount as it helps a company cultivate
a sustainable competitive advantage.”” The resources needed to compete
(staff, technology, etc) can be readily acquired by competitors, but a sound
reputation takes time to build;*® by discouraging would-be competitors, a
solid reputation can thus function as a barrier to entry.

To build and maintain a sound reputation, a business must, fundamen-
tally, interact with its customers in a way that provides them with positive
experiences. Given that millennial consumers are experience-orientated,”
doing so consistently will help it establish a positive brand identity. In this
regard, a company facing the end-user tends to be in the strongest position,
as this allows its brand to occupy pole position in customers’ minds. Retail
banks have long held this advantage in that their branch networks allowed
them to ‘own’ the customer relationship; however, this dominance is threat-
ened by fintech innovation.*

Moreover, fintech is disrupting multiple sub-sectors: payments, consumer
lending, wealth management, securities and insurance.” Of these, the payments
sector is one of the more dynamic in terms of innovation and adoption of new
technologies.” Given that payments form an integral part of the consumer
experience,” this is perhaps no accident: this is an attractive sector because
facilitating payments establishes a customer relationship, thereby laying the
foundations for a brand identity. Down the line, this can be leveraged to gener-
ate additional revenue by providing additional financial solutions.** Investors
in fintech understand this: between 2012 and 2017, start-ups in the payments
sector attracted funding of more than US$21 billion.*

Thus, fintech start-ups are challenging established financial institutions by
going after their most valuable assets: their customer relationships. This puts
an onus on banks to upgrade their digital propositions. In the past, internet
and telephone banking were seen as add-ons to branch networks; today, bank
branches are becoming sub-components of greater digital networks.

Open Banking

Traditionally, large branch networks functioned as a barrier to entry in the
banking industry. The name recognition afforded by these networks gave the
advantage to incumbent banks.*® Over time, the industry became increasingly
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oligopolistic, particularly in the UK, where five large banking groups came to
dominate the sector: in 2018, it was reported that, between them, these banks
controlled around 80 per cent of the UK’s retail banking market.?”

However, digital banking channels have removed the need to attend branches
to withdraw funds.’® As a result, customers can switch providers without the
inconvenience of visiting a branch. In this way, digitization has allowed fintechs
to pry customers away from long-established financial institutions.

However, incumbent banks still had a significant advantage in the form of
large databases of customer transactions. Such data assets can be a source of
competitive advantage as they can be used to inform product development,
cross-selling decisions and credit risk management.*

This did not escape the attention of regulators in the European Union (includ-
ing the UK). As a result, the EU’ Second Payment Services Directive (PSD2)
came into being, which became part of UK law in 2018.*° PSD2 is also known
as Open Banking because it seeks to increase consumer choice in the banking
system and make it more competitive.* Open Banking makes customer data
portable, that is to say, it allows bank customers to share their transaction history
with other financial institutions; of course, there are a few conditions: the third-
party institution must have regulatory approval; customers must consent to
sharing their data; and customers can withdraw their consent at any time.*

Furthermore, bank customers can grant these third parties the ability to initiate
payments from their accounts.* This allows customers to transact via third-party
applications; in a way, this is similar to shoppers linking their bank accounts to
online payment processors. However, Open Banking goes one step further in that
the third-party applications do not hold customer funds; instead, they make
payments on behalf of their users by accessing their users’ bank accounts.*

The technology behind Open Banking is known as Application Programming
Interfaces (APIs — see box below). This allows fintech start-ups to access
customer data stored within bank systems, thereby enabling the development of
third-party financial applications.* In Britain, the Open Banking API is managed
by Open Banking Limited — an entity created by the Competition and Markets
Authority to support the implementation of Open Banking in the UK.*

APPLICATION PROGRAMMING INTERFACES (APIs)

An API is a software tool that enables different computer systems to communicate
with one another.*’” Much like diplomatic protocol dictates how different heads of
state communicate, an API provides a framework for the transfer of information
between different computer systems.
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A restaurant waiter is a good metaphor for an API. This is because they serve as a
communication interface between customers and kitchen staff. The diners and chef do
not communicate directly; rather, a waiter takes orders from the table and passes these
to the kitchen. In response, the chef prepares food and sends this to the diners via the
waiter. In this way, a waiter enables the two parties to communicate indirectly, much
like an API serves as an information conduit between different computer systems.*®

The waiter metaphor is particularly fitting because it describes a situation wherein
the two communicating parties do not know each other; restaurant diners do not
usually enter the kitchen. Similarly, a computer system supplying data via an APl is
agnostic in regard to its recipients.*® This allows organizations to make data available
to whosoever queries their API,*° thereby giving the process a self-service aspect.

Much like a restaurant menu, an API is a framework for relations between sender
and receiver. Like a restaurateur, the organization supplying the data gets to set the
terms. The difference is that there is no such thing as going off menu. In this way, an
APl is effectively a contract that governs the interactions between sender and receiver.”’

Besides facilitating data sharing between organizations, APIs can be used
within organizations to transfer data between different systems.’> Thus, APIs
can also be used to address tethering issues between banks’ legacy systems.
Moreover, APIs allow different organizations to integrate their services more
readily, thereby allowing start-ups to develop complementary services, as is
the intention with Open Banking.’?

For example, TransferWise, a foreign currency exchange platform, allows
fintechs to plug in their users via its API (see case study in Chapter 2).** In
this way, TransferWise benefits from having greater volume on its platform,
while the tributary fintechs gain from being able to offer their users more
holistic customer propositions.

Of course, organizations do not have to share their data for free. As APIs can
facilitate fee-based data sharing, these tools provide an automated way for
organizations to monetize their data assets. This could lead to an economy
where organizations and consumers maximize the value of their data via APIs.*’

API-based business models in financial services

Over time, the greater transparency and competition brought on by legisla-
tive changes and technological change are likely to change the financial
industry significantly by transforming its constituent business models. What’s
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more, different institutions are likely to adapt to these changes in different
ways: some banks may focus on originating financial products and distribute
these via third-party intermediaries; meanwhile, others may opt to become
these very intermediaries and focus on distributing third-party financial
products via their user interfaces.’®

The changes facing the banking sector have, to a greater degree, already
occurred in the insurance sector. For instance, price comparison websites are
used to distribute third-party insurance products.’” In addition, some insur-
ance providers routinely distribute products on behalf of third-party insurers
while branding these as their own. This practice, called white-labelling,’® is
common in the insurance sector.

However, an origination strategy puts the originator’s products at risk of
commodification as it does not own the customer relationship:* as white-
labelling does not expose the customer to the originator’s brand, it forces the
originator to compete on price. What’s more, even when the product is
originator-branded, the distributor can switch suppliers or use more than
one supplier to begin with. In this way, product originators are often forced
to compete on price. As a result, it is likely that banks pursuing a product
origination strategy will want to brand their products as their own. In addi-
tion, these banks will likely supply a mix of own-brand and white-labelled
products via a multitude of third-party channels, to avoid commodification
and dependency on any one distributor.

A distribution-based strategy is the opposite of an origination-based one.
This approach involves becoming a marketplace for financial services.®
Taken to its extreme, this strategy would entail the bank having no products
of its own, and instead serve as a data conduit between financial service
providers and their customers.®! Banks taking this road would need to engage
customers with a compelling user experience — whether physical, digital or
both - to avoid becoming just another price comparison website (for more
on user interface/experience design see Chapter 3).

As the above-mentioned business models have inherent strengths and
weaknesses, it is likely that some banks will pursue a mix of these, perhaps
with an emphasis on one of the modalities; indeed, these strategies are not
mutually exclusive.®* In any case, it seems likely that larger banks will pursue
a hybrid model as the scale and scope of their operations — and the glacial
pace of change therein — make other paths difficult. Thus, large banks are on
course to become platforms that provide customers with a holistic mix of
in-house and third-party financial solutions; with the help of APIs, these
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banks may start to resemble financial application stores:** this model is
sometimes referred to as Banking as a Platform (BaaP).** We explore BaaP
further in the case study on Starling Bank below.

The economics of platform banking

Banking platforms are at the centre of what economists call two-sided
markets: these are markets where an intermediary (ie a platform) has two
distinct ‘customer’ groups, wherein the intermediary’s actions in regard to
either group affects the other.®’ As a result, the platform must consider the
needs of both sides as part of its business strategy.

Conventional retail banking is also an example of a two-sided market as
banks have both depositors and borrowers. As part of its business strategy,
the bank has to consider the rate it charges its borrowers (who want it to be
low) and the rate it pays its depositors (who want it to be high). In this way,
the interests of each customer group are in direct conflict. As a result, the
bank’s actions regarding either are interdependent.

That said, a retail bank is not a perfect example of a two-sided market as
its customers can be both borrowers and depositors, which is often the case
concurrently. As a result, the distinction between these two customer groups
can be unclear. However, under the BaaP paradigm, this distinction is not the
case: on one side of the market, there are the consumers; on the other, finan-
cial solution providers.®

The bank itself sits in the middle of the market, and, as the proprietor of
the platform, must figure out how to monetize its position as intermediary.
This starts with an understanding of what both groups want. While the digi-
tally savvy consumers desire a suite of personalized and convenient financial
solutions, the financial solution providers want access to the platform’s user
base. Thus, the platform’s revenue model depends on both sides’ willingness
to pay for access to the other.

In large part, the bank platform’s approach to monetization will depend
on its competitive strategy. According to conventional theory, businesses
generally compete in one of two ways: by being the cheapest or by being
unique, which are referred to as cost-leadership and differentiation, respec-
tively.®” To maximize profitability, businesses can either charge low prices to
attract a high volume of low-margin customers; or they compete on quality,
enabling them to charge a premium on a lower volume of high-margin
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customers.®® In practice, many businesses have strategies that fall somewhere
in between these two extremes.

In financial services, cost-based strategies can become a race to the bottom
due to commodification. This is the case with online price comparison websites,
where competition exerts downward pressure on prices.”” As a result, many
financial services firms instead pursue a differentiation-based strategy. What’s
more, some often seek to strengthen their proposition by homing in on specific
segments. For instance, the Wesleyan Assurance Society, a Birmingham-based
insurance provider, caters primarily to doctors, dentists, teachers and lawyers.”
By focussing on these niche segments, Wesleyan is able to provide a specialized
product offering, which allows it to charge a premium. This is referred to as a
differentiation focus strategy.”' Many banks already pursue some degree of
specialization by focussing on certain product lines, customer segments or
geographical regions. Therefore, it seems likely that these specializations will
be transplanted onto banks’ platforms to facilitate differentiation in their core
markets; and, if nothing else, as a way of retaining customers.

To gain traction, platform businesses need to appeal to both sides of their
markets.”” On the one hand, a banking platform needs to curate a suite of
financial solutions that is attractive to its customer base; on the other, it needs
to offer financial solution providers a profitable user base. Thus, a higher
quantity, and quality, of users should attract a greater number of financial
solution providers, and vice versa. As a result, the more attractive a platform
is to one side of its market, the more valuable it becomes to the other.”?

Financial platforms often attempt to gain traction by offering generous
terms to new users to attract solution providers. For example, Starling Bank
does not charge its customers for making debit card payments or ATM with-
drawals when abroad (see the case study below).”* In this way, the bank
incentivizes people to join its platform; once onboard, customers can be sold
other, more profitable, solutions such as consumer loans or insurance. Thus,
platforms can use loss-making solutions to draw in customers, thereby
making themselves more attractive to third-party solution providers.”

Ultimately, the choice of revenue model depends on balancing the interests
of users, solution providers and the platform itself. In this regard, the plat-
form’s competitive strategy becomes relevant, as cost-orientated users might
be reluctant to pay for access; similarly, volume-driven solution providers
will be unlikely to have significant margin to share with the platform.
However, those pursuing a differentiation strategy may be able to charge a
nominal fee for joining the platform, as a way of getting customers with
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looser purse strings to self-select. To succeed in this, a bank would need to
build a holistic suite of financial solutions perceived to be worth paying a
premium for. Thus, the success of a platform’s revenue model depends, to
some degree, on matching up its users with financial solutions that are
commensurate with their needs and budgetary constraints.

Regardless of its revenue model, a platform-based business is threatened
by disloyalty on each side of its market: on one side, there is the risk that
solution providers service users directly, thereby dis-intermediating the plat-
form; on the other, providers may service multiple platforms, thereby making
its proposition less unique.”®

To address these problems, the platform must incentivize loyalty in its user
base and solution providers. For users, this can be achieved by offering a
unique user experience (see Chapter 3) and loyalty incentives: in the UK, for
instance, some banks offer higher rates on savings for long-standing (and no
doubt profitable) customers. Meanwhile, as the success of a platform rests on
connecting users with solution providers,”” the bank must at all times put
itself between these two groups. In practice, this can be achieved by imposing
restrictive terms on solution providers, to prevent off-platform transactions
with its users. In addition, trust-enhancing features such as user reviews or
dispute-resolution mechanisms can encourage users to stay on the platform;”
conceivably, such tools are effective because they decrease uncertainty rela-
tive to transacting off-platform. Of course, by branding third-party solutions
as their own, platforms can achieve a similar effect, while further entrenching
themselves in the customer relationship.

At this juncture, it should be evident that there is no one-size-fits-all model
for platform banking. As a result, hybrids may emerge, incorporating aspects
of both cost-focussed and differentiated models. Indeed, variations of the
same platform could be deployed in different market segments: a low-spec,
low-cost solution for mass-market consumption and a premium solution for
up-market customers. As banks already do this within their business and
personal banking offerings, a multi-layered approach to BaaP appears likely.

Bank-fintech collaboration

Regardless of how banks monetize their offerings, digitally enabled financial
platforms are likely to transform banking, and financial services more gener-
ally. Indeed, it is not hard to imagine a large insurer or asset manager
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providing a BaaP-like solution: the key ingredients appear to be a large
customer base and a willingness to engage with third-party solution provid-
ers, some of which are fintech start-ups. Perhaps then, large financial
institutions will cease to focus on specific sub-sectors — such as banking, insur-
ance or asset management — and leave the specialization to smaller players.

This progression can be described as the un-bundling of financial services:
as part of this, fintech start-ups focus on providing specific solutions to
compete against the most well-established players,” often in terms of conven-
ience, customer engagement and/or cost; in turn, this draws customers away
from incumbent financial institutions.*® As a result, large financial institu-
tions are forced to co-opt these fintech challengers, which, to some degree,
re-bundles their innovative solutions via the incumbents’ platforms.

Thus, the advent of BaaP-like solutions across the financial industry is likely
to transform incumbent institutions into one-stop shops for financial services;
where a solution cannot be offered in-house, it can be brought onboard via an
external provider. As supplying the more innovative solutions that customers
desire is, generally speaking, the domain of fintechs, established players find
themselves drawn towards closer collaboration with the fintech sector.

Generally speaking, large financial institutions lack the agility and innova-
tive culture of fintechs.®' In addition, fintechs often start out by providing
specialized solutions in niche markets,** which makes it hard to compete for
generalist, mass-market financial institutions. Thus, to prevent fintechs from
encroaching on their markets, banks must find ways of incorporating the
most promising fintech solutions into their propositions.

Certainly, banks have much to offer fintech start-ups. For one, well-established
financial institutions have large customer bases, and many fintech start-ups
need access to these customers,®® as even the most innovative financial solutions
are worthless without users. In addition, large financial institutions have an
abundance of capital, which many fintechs lack,* especially those that are not
yet profitable, or indeed, without revenue.

Then there is the question of regulatory compliance. Large financial insti-
tutions have the requisite legal and regulatory expertise to navigate the
complex environment of financial services regulation, something that many
fintechs lack.® Although regulators have shown some forbearance (see
Chapter 8) in regard to fintechs, these are not viable in the long term without
access to regulatory expertise, especially as they scale up. Consequently, some
start-ups may see partnering with an established financial institution as a
way of gaining access to a well-resourced compliance department.
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As incumbent institutions and fintechs have something to offer each other,
it is unsurprising that banks are large investors in fintech start-ups. For exam-
ple, by 2017, HSBC had invested US$200 million in fintech; its competitors,
an array of global banks, are not far behind.*® Investment can be seen as the
most direct way of formalizing a relationship between a bank and a fintech
provider. However, there are other, more informal, ways of building relation-
ships with start-ups when their disruptive potential is not yet as clear.

Large financial institutions do this by sponsoring incubators: innovation
centres wherein start-ups can experiment with, and build, novel technology
solutions; these help established players identify and build relationships with
promising start-ups.?” By providing the necessary amenities and support, a
sponsor may have first pick of novel fintech solutions relevant to its business
model, thus effectively outsourcing innovation. Provided they can capitalize
on the innovations nurtured within their incubators, this seems a much
cheaper option than paying for management consultants or employing
corporate innovation teams.

CASE STUDY
. Starling Bank: A marketplace of financial solutions

While many fintechs seek to partner with large banks to gain access to their customers,
Starling is disrupting financial services by building its own platform. Founded in 2014,
Starling is a mobile-based bank, which can be accessed by downloading its app on 10S
and Android-based devices.®®

Starling’s core product is a current account with features such as: no fees on cash
withdrawals and spending abroad; bill-splitting tools which help customers share the cost of
group expenditures (eg restaurant meals); in-app customer-to-customer transfers; and personal
budgeting tools. Furthermore, the app is serviced by a 24/7 customer support centre.®

The Starling platform is hosted on Amazon Web Services (AWS). In this way, Amazon
provides the behind-the-scenes infrastructure that supports the app. By using AWS,
Starling has achieved the back-end scale of a large bank, which gives it the capacity to
handle millions of customer transactions.*®

Though Starling appears to be a ‘mobile-first’ bank, it is not exclusively digital. In
2018, the bank announced an agreement with Royal Mail, the UK’s postal service, which
allows Starling customers to deposit cash at its ca 11,500 branches.®’ Given that there
are between 7,000 and 8,000 bank branches in the UK,*? this move effectively gives
Starling a branch network that is larger than all other retail banks combined. Furthermore,
the public service ethos of Royal Mail - a vestige from the time it was state-owned -
means that these branches are located in convenient locations across the country. Thus, it
is likely that Starling customers never have to travel too far in order to deposit cash.
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The cash-depositing feature is unlikely to be as important to retail customers as it is for
business customers, especially smaller businesses, who tend to receive a large portion of
their revenue in cash. Thus, the partnership with Royal Mail makes Starling attractive to
cash-based business owners such as trades people, market traders and freelancers. Perhaps
then, it is no accident that Starling also launched a small business account in 2018.%

This solution was initially only available to small businesses with one director (ie
where the owner and sole director are the same person, and, very often, also the only
employee). However, in 2019 Starling became the first mobile bank in the UK to offer
accounts to businesses with multiple directors.®* As part of this solution, Starling provides
real-time data integration with accountancy software packages.’® Evidently, Starling has
been paying close attention to the needs of industry: according to a 2017 survey of 100
large businesses around the world, integration of banking data with organizational
management systems was a key challenge facing corporate treasury departments.®®

That Starling, a small, start-up bank with only a few years on its back, should seek to
disrupt the commercial banking market by offering customers something they have long
desired, reflects the bank’s customer-centric ethos. Indeed, Starling was founded ‘out of a
desire to create a new kind of bank and to make banking more inclusive by putting
customer needs first”.%’

Clearly, Starling aims to do things differently. This is evident in its expansive ethics
policy which, amongst other things, commits the bank to partnering with institutions
‘who themselves are committed to operating under ethical and environmental standards
equivalent to our own - including in the fair treatment of customers, employees and
other stakeholders’.?®

Starling’s commitment to fairness and its customer-centric approach appears to be
paying off. In 2019, it was named ‘Best British Bank’ in the British Bank Awards.?® As this
award was decided by a poll of than more than 27,000 customers,'® it appears that
Starling’s approach is striking a chord with the public.

Part of Starling’s success could be attributed to its marketplace model, which provides
customers with a suite of carefully curated financial solutions from third-party providers.
Indeed, the bank appears to be making the most of APIs to enhance the appeal of its
platform: in 2018, founder and CEO Anne Boden noted that it was ‘time to celebrate a
new age of banking - the age of the API... a traditional paradigm has been recast and
unbundled to reflect advances in technology, culture, demand and practice’.’®"

During 2019, Starling announced the introduction of an insurance provider, and a
credit-rating improvement service to its platform.'>'°* These have complemented the
borrowing and wealth-management solutions already on its platform, thus expanding the
suite of innovative financial services. What’s more, consumers appear to be taking note:
by December 2017, the bank had more than 40,000 customers; a year later, this figure
exceeded 350,000."°* As a result, Starling’s holistic approach to banking appears to be
paying off. But what will happen once bigger players start to mimic this model at greater
scale — can Starling stay ahead?
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What are the strengths and weaknesses in Starling’s business model?
(Suggested answer at the end of this chapter.)

Networked financial services

While a business can be viewed as a collection of relationships, it can also be
analysed as a network. In this context, each business can be seen as a network
of customers, employees and suppliers congregating on a shared platform.
Thus, a business succeeds by strengthening the network effects associated
with its platform.'®’

As a business grows, it becomes known to more people. In turn, this familiar-
ity helps the business acquire new customers: as more users join, word of mouth
enhances its reputation, thereby exerting pressure on people associated with
existing customers to jump on the bandwagon'* — if nothing else, just to fit in
with their social circle. Human beings are influenced by the choices of their
friends, colleagues and family members (see Chapter 3). This dynamic may
partially explain the top-heavy concentration seen in the smartphone market,
which is dominated by a handful of brands even though several dozen exist.'”’

Once a platform is sufficiently large and well established, its size attracts
suppliers of complementary goods and services.'” For example, many more
third-party applications have been developed for the Windows Operating
Systems than for Linux. This is because more people use Windows, which
makes it more attractive to third-party developers. In turn, the greater avail-
ability of complementary solutions further strengthens the platform’s appeal
to potential users.

In the context of a financial platform, the network effect helps build and
maintain a competitive advantage: as a platform grows its user base, consumer
herd behaviour combines with supplier interest to increase the platform’s
appeal to potential participants — on both sides of the market. On one hand,
consumers are drawn to the platform by the large number of people already
on it as well as the availability of innovative financial solutions; on the other,
fintech entrepreneurs are attracted to the platform by its large user base.
This, in turn, enhances the product offering, thereby drawing in more users.

Despite the clear benefits that come with operating at scale, it would be
fallacious to assume that every business should attempt to grow ad infinitum.
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Every network will eventually suffer from growth pains; though network
effects are generally positive, negative network externalities do exist.'” In
this way, network economics are similar to the concept of economies of scale
from micro-economics: as a business grows it may benefit from advantages
such as bulk purchasing discounts, easier access to finance and brand recog-
nition. Thus, greater scale decreases the company’s average cost per product
made, thereby increasing its profit margins.'' However, when a company
becomes too large, its cost base can start to rise. For example, a large branch
network is harder to manage than a single branch as upper management will
find it more difficult to enforce frontline quality standards. This results in
additional costs such as auditing expenses (ie a monitoring cost), resource
waste and mis-aligned incentives. Such costs, known as dis-economies of
scale,'!" are, to a degree, comparable to negative network externalities.

Platform businesses can be subject to negative network externalities and
dis-economies of scale, as is evident in the problems facing large social media
platforms in the form of abusive behaviour, privacy breaches and spam. As
platforms grow, they become more attractive to bad actors on account of
their greater size (ie a negative network effect). Thus, as data security and
user privacy are paramount, the heightened risk of attack imposes additional
costs on network-based businesses.'"?

In addition, such businesses may find that interventions designed to protect
or enhance their platforms’ network externalities affect participating groups
asymmetrically; this can be especially pronounced if different sides of a plat-
form are themselves subject to different network effects.''® As a result, each
group may respond differently to quality assurance measures imposed by the
platform.

This dynamic complicates intermediation between the different sides of a
financial platform: on the user side, the platform must seek to exclude bad actors
and discourage unprofitable customers; on the other, it first has to vet, and then
monitor, providers to ensure that they deliver positive user outcomes. Therefore,
the platform must balance openness and inclusivity with security and profitabil-
ity. Conceivably, there is more than one way of resolving this predicament. As a
result, a platform may be afforded some flexibility when trading off these exigen-
cies. However, the degree to which it leans one way or another is likely to depend,
in large part, on its user base and competitive strategy.

Hitherto, we have focussed on the network effect as it relates to financial
platforms. But what about the fintech start-ups themselves? Just like their
much larger rivals, fintechs are subject to both positive and negative network
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externalities. However, there is an additional dynamic which complicates
their early stage expansion: when a company is small, it lacks the network
effects of its larger competitors.'* In the context of fintech, this means many
scale-dependent start-ups will be pushed in the direction of partnering with
a larger institution.

At the same time, a start-up that grows too quickly may suffer from growth
pains.'” In the context of fintech, this can mean undergoing greater regula-
tory scrutiny and/or difficulty managing an increase in customer-related
issues. As a result, network dynamics leave independent fintech start-ups in a
tough spot. Naturally, this pushes many toward collaboration with larger
players. Of course, independent platforms can succeed (as seen in the case
study above), though for many, it may prove too difficult given the exigencies
of platform economics and the network effect.

L| CASE STUDY
Harnessing mobile networks for financial inclusion

One of the tragedies of today’s financial system is the number of people who are
excluded from it. Though no one knows the exact figure, it is estimated that ca 2 billion
people living in emerging economies have little or no access to formal financial
services."® Limited access to finance perpetuates poverty: if entrepreneurs cannot access
capital, they cannot build job-creating businesses. Meanwhile, individuals cannot protect
their wealth without access to financial institutions; storing one’s money under the
proverbial mattress leaves it vulnerable to theft while inflation erodes its value over time.

A well-functioning economy needs an inclusive financial system that directs capital to
its most productive use by connecting savers and borrowers. Any system that leaves out a
great number of people fails to achieve this, and thereby perpetuates inequality and
poverty. Indeed, the economist Muhammed Yunus won the Nobel Peace Prize for his
work relating to micro-credit in Bangladesh: with the bank he helped found, Yunus
demonstrated that extending micro-loans to small entrepreneurs — who did not otherwise
have access to credit — could help lift them out of poverty.'"”

Though this approach has been emulated around the world, there is still much room for
improvement. Financial exclusion persists in developing countries because the
infrastructure does not address the needs of poor and rural communities. Instead, financial
service providers in emerging economies tend to cater to higher-income urban dwellers."®

However, technology is helping to foster greater financial inclusion. M-PESA is perhaps
the most compelling example of this; first introduced in Kenya in 2007, this is a mobile-
based payments solution run by Vodafone.'® For some time, Kenyans had been using
mobile top-up cards (ie plastic cards that contain phone credit in the form of minutes) as a
substitute for cash.'*® While banking infrastructure was lacking in many areas, these cards
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could be bought at small convenience stores across the country. Thus, they became a store
of value for Kenyans because a plastic card is much easier to transport (and hide) than a
bundle of cash. Vodaphone expanded on this dynamic by allowing users to send each
other electronic money via its mobile network, which can then be redeemed for cash at
convenience stores registered with M-PESA.™?’

In this way, Vodafone has effectively fused its mobile network with a nationwide
network of small merchants to supplement an underdeveloped financial system. The
benefits of this are far reaching as it allows urban dwellers to send funds to their friends
and family in less-developed rural areas, much like immigrants in advanced economies
who send money to friends and family back home.

Over time, this additional liquidity should give rise to entrepreneurship and job
creation, as much as micro-loans are intended to do. Indeed, there is evidence to suggest
that M-PESA is transforming Kenya’'s economy: according to one study, it has succeeded
in lifting 2 per cent of the country’s households out of poverty.’?? In this way, mobile
money solutions could make a big difference across sub-Saharan Africa, where an
estimated 67 per cent of adults are without formal financial services.'?* With a mobile
penetration rate that is growing rapidly and projected to reach 50 per cent by 2025,"%*
millions more could escape poverty thanks to solutions like M-PESA.

M-PESA’s model is being emulated across Africa, either by Vodafone itself or by one of
its rivals. Unfortunately, some sub-Saharan governments have imposed taxes on mobile
payments, which threatens to undermine the progress made in terms of financial
inclusion.’” However, as sub-Saharan Africa already had more than 100 million mobile
money users by 2016, the sea change brought on by mobile payments may prove too
great for any government to bungle.

In addition, the growth in trade between China and Africa is another reason to be
optimistic about fintech in Africa: standing at around US$100 billion in 2008, Sino-
African trade had doubled to ca US$200 billion by 2018."%” Indeed, in 2019, Alipay - a
Chinese mobile payments platform with more than 1 billion users'?® - announced a
partnership with a Nigerian business-to-business fintech to help facilitate payments
between Alipay users and African merchants.’?® Thus, emerging economies appear to be
leading the way in some areas of fintech innovation: by 2018, three quarters of millennial
consumers in China had used mobile payments; the corresponding figure for US and UK
millennials was around 50 per cent.’°

How can political, economic, social and technological
Q factors affect financial inclusion?

(Suggested answer at the end of this chapter.)
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Chapter summary

The internet is reshaping business—consumer relationships. Greater digitiza-
tion has reduced the time and hassle of shopping around for financial
products. This, combined with the public loss of faith in the financial indus-
try as a result of the financial crisis, has been detrimental to customer loyalty.

Consumers want something new, and fintech start-ups are answering this
call by harnessing technology to make finance cheaper, faster, more convenient
and more accessible. By automating their operations as far as possible, these
start-ups have much leaner business models than many established players.

Furthermore, fintech start-ups are able to access customer data via Application
Programming Interfaces (APIs), allowing them to develop innovative and
personalized solutions based on incumbent banks’ most valuable asset: their
customers’ transactions. This development would spell disaster for large finan-
cial institutions were it not for their inherent advantages in terms of access to
capital, scale and regulatory expertise. As a result, incumbents and challengers
find themselves drawn together.

As a result, banks are likely to find themselves reimagined as financial
platforms, becoming marketplaces for the very fintech solutions that threat-
ened to displace them. That said, different modalities are likely to emerge,
which largely depends on each bank’s readiness to engage its customers with
a compelling user interface. Indeed, despite the advantages of established
financial institutions, there is nothing to stop a fintech start-up from setting
up its own financial platform as seen in this chapter’s case study on Starling
Bank. Consumers want something new and will flock to the institution that
offers the most convenient, holistic, and personalized financial solutions.

I._'» KEY TAKEAWAYS

The three most important ideas from this chapter are:

« Financial technology start-ups (fintechs) are encroaching on banks’ territory by
using technology to make financial services easier, faster and cheaper.

« This is likely to force many financial institutions to become financial platforms.

« Banks and fintechs both have competitive advantages over each other; thus
collaboration, rather than competition, is a more likely route for most.
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SUGGESTED ANSWERS TO DISCUSSION POINTS
Q What are the strengths and weaknesses in Starling’s business model?

Strengths in Starling’s business model

The bank has a near-complete financial services platform, boasting borrowing,
business, insurance and wealth-management solutions. The convenience of having
all these solutions in one place is likely to help in attracting new customers, as well
as retaining existing customers. Furthermore, the bank appears to be far ahead of
many of its larger rivals in terms of the Banking as a Platform model: this gives it a
‘first-mover’ advantage while strengthening its reputation as an innovative bank.

In addition, Starling appears to have a strong, ‘feel-good’ brand because of its
customer-centric ethos and ethical approach to banking. This is likely to increase
customer loyalty because it appeals to customers who are disillusioned with
mainstream banks. The fact that Starling has a de facto branch network via its
partnership with Royal Mail gives it an edge over its digital-only fintech rivals,
particularly with regard to business customers.

Weaknesses in Starling’s business model

The bank relies on external partners to complete its suite of financial solutions. In this
way, if there is a problem with one of these providers, it could damage Starling’s
reputation. Furthermore, as some of these providers are also on other platforms, this
could undermine customer loyalty: though Starling technically owns the relationship
with each customer, some customers may be more amenable to switching to a
competing platform if they see a familiar financial provider on it. This could become
especially relevant if one of Starling’s providers stops servicing the bank’s customers.

Furthermore, the bank’s stringent ethics policy could become a problem if one of
its partners fails to live up to Starling’s standards. If a partner solution is used by a
large portion of the Starling’s customers, this could present a serious ethical
dilemma for a bank that styles itself as values driven. Finally, there is the problem of
potential financial exclusion: though Starling claims to take this value seriously, its
platform is only accessible to users of 10S and Android smartphones.

Q How can political, economic, social and technological factors
affect financial inclusion?

Political

Government interference — either by way of excessive regulation or taxation - could
discourage innovation and impede the adoption of fintech solutions, thereby
hampering financial inclusion. On the other hand, pro-competition regulation, such
as Open Banking, could encourage financial innovation, which would favour
financial inclusion.
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Economy

In the short term, a downturn in the global economy could lead financial institutions
to become more risk averse. This would be detrimental to financial inclusion as
financial service providers tend to see low-income customers as riskier. In the longer
term, however, global economic growth driven by emerging economies could draw
more financial institutions to emerging markets, thereby pushing more capital to the
fringes, and thus increasing financial inclusion.

Social

With the free flow of information online and growing public awareness regarding
environmental sustainability and inequality, it is likely that more people will become
interested in financial inclusion. This will put pressure on financial institutions to
offer more inclusive services. At the same time, it will inspire entrepreneurs to
develop solutions that benefit financial inclusion.

Technology

Technological innovation enables financial service providers to reach more
consumers digitally. This connectivity facilitates greater financial inclusion. In
addition, technology enables organizations to automate the provision of financial
services, thereby reducing the per unit cost of distributing financial products. Over
time, this should decrease the costs to consumers, thereby making low-spec
financial solutions accessible to previously financially excluded groups.
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Disruption and disintermediation

How financial innovation and cloud computing
gave birth to the fintech revolution

LEARNING OBJECTIVES

By the end of this chapter, you will have an understanding of:

How technology is changing the role of financial intermediation.
How the global financial crisis of 2007-09 has affected fintech.
The role of cloud computing in enabling financial innovation.

How and why novel fintech solutions are disrupting financial services.

Introduction

If you visit a home built according to traditional Chinese custom, you are
likely to encounter a spring or fountain of some sort. This is because the flow
of water is associated with wealth generation.! This metaphor is cogent: just
as the flow of water sustains life, the flow of money brings prosperity. Perhaps
then, it is not an accident that businesses with cash flow problems are said to
have liquidity problems.

Financial intermediaries know that capturing money flows is key to build-
ing wealth. For centuries, they have sought to prosper by placing themselves
between transacting parties; in this way, banks, insurers and asset managers
have profited by acting as financial go-betweens.
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However, the web is reshaping the role of financial intermediaries. Just as
messaging apps and social media have transformed how people communi-
cate, web-based financial services are changing the way people transact.
Greater connectivity and information flow are narrowing the gap between
transacting parties. Thus, technology reduces the need for financial inter-
mediation, which puts pressure on traditional financial institutions.

Financial disintermediation

Financial intermediaries connect users of funds with providers of funds.
Whether the intermediary is a bank, asset manager or insurer, the end result
is the same in that money flows from those with an excess of capital to those
with a deficit. In other words, from those who don’t need money to those
who do.

Generally speaking, capital providers come in the form of investors — debt,
equity or otherwise — and savers (ie bank depositors). Meanwhile, the users
of capital can be consumers, businesses or governments. Thus, many partici-
pants in the financial system are simultaneously providers and consumers of
capital. For example, a bank customer can have a home loan and savings
account at the same time.

Financial intermediaries facilitate transactions between parties whose
financial needs complement one another. The presence of an intermediary
helps overcome problems that would otherwise prevent or impede the trans-
action. For example, banks help their depositors and borrowers resolve a
mismatch of liquidity preferences. On the whole, depositors want to access
their funds within a shorter time frame than borrowers (ie for spending, etc);
meanwhile, borrowers want to feel secure in their financing — they do not
want their financiers to demand repayment at short notice.

Banks solve this problem by simultaneously diversifying their loan book
and depositor base. Because customers do not require access to their funds at
the same time, no one is left out of pocket. As a result, depositors can access
their funds at short notice while borrowers are financed for a comparatively
longer period of time. This is known as maturity transformation,* or collo-
quially as ‘taking deposits short and lending long’.

Similarly, insurers help their customers spread the cost of providing for an
unexpected cash outflow. By pooling customers’ risks, the insurer ensures
that no individual customer has to set aside a large amount of capital to
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make up for potential future shortfalls. In this way, insurance policyholders
are both providers of capital and users of capital; by paying insurance
premiums, they are all providers of capital, while those making claims are
simultaneously also users of capital.

Of course, financial institutions are not charities. As a result, they seek to
profit from their intermediary position. Often, this means charging fees and/
or a spread. For example, banks take deposits and lend at different rates of
interest. This has been a profitable business model for centuries.

However, by facilitating information flows between users and providers of
capital, technology is disintermediating traditional financial institutions, and,
in some cases, making them obsolete. As seen in Chapter 1, this is exempli-
fied by the fintech sector, wherein the smaller scale of fintech start-ups enables
the specialization necessary to draw customers away from incumbents’ pack-
aged solutions.

For example, peer-to-peer lending platforms specialize in connecting savers
and borrowers online.’ Thus, they do not incur many of the costs associated
with running a network of bank branches. As a result, they can afford to
offer better rates of interest to both borrowers and savers,* and thereby pry
customers away from conventional banks.

Such disintermediation is made worse by new players, such as Starling
Bank, who aggregate fintech solutions via their digital platforms (see
Chapter 1). In this way, people who would previously have consumed finan-
cial services via a few branch-based institutions now have access to holistic
suites of innovative financial solutions from a single entry-point — their
smartphones. As a result, fintech and financial disintermediation are a cause
of concern in the financial industry: according to a global 2017 survey of
financial services firms, 88 per cent of executives at incumbent financial insti-
tutions said they were concerned about losing revenue to fintech companies.’

Fintech and the financial crisis of 2007-09

To understand what fintech disruption means for the financial industry, it is
necessary to examine the drivers behind it. In Chapter 1 we touched on the
role of demography: the fact that the largest consumer group in the USA -
the millennial generation® — is composed almost entirely of digital natives.
This, along with the near ubiquity of web-connected mobile devices, appears
to have made consumers more willing to embrace digital financial solutions.”
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Although this is a major driver of the fintech revolution, two others stand
out: the global financial crisis of 2007-09 (aka the ‘GFC’) and the rise of
cloud computing.

Whereas technology and demography converged to lay the foundations for
greater financial disintermediation, the GFC was a trigger event — the shot
that set off the fintech revolution. Indeed, the GFC played, and continues to
play, a multifaceted role in shaping fintech. Besides undermining public trust
in mainstream financial institutions® — thereby giving fintech start-ups an in
with consumers — the GFC has spurred financial innovation indirectly via a
more competitive talent pool, lower interest rates and changes to financial
regulation.

For starters, there is the question of available talent. As a direct result of
the GFC, many people working in financial services lost their jobs. While
some went on to work in other sectors, others joined or founded fintech
start-ups. In this way, the GFC appears to have given fintech companies
greater access to employees with the requisite financial services skills and
experience.” Many of these people had seen the failings of the financial system
from the inside. As a result, their combined experiences may have imbued the
fintech industry with a desire for change and a willingness to do things differ-
ently, which may have helped foster a more innovative culture in many
fintech startups.

Furthermore, the financial crisis had profound and long-lasting effects on
capital markets. In 2007, the banking system was shocked by increasing
home loan default rates in the United States, which many institutions were
exposed to via mortgage backed securities (MBS) — bundles of mortgages
sold as investments.'® This securitization added a layer of opacity; as it was
still the job of originating lenders to service the underlying mortgages, many
MBS investors did not know who, or what, they were exposed to.

Consequently, banks feared the worst: with so many defaulting mortgages
out there, someone would end up suffering catastrophic losses, though no
one was sure who that would be. This uncertainty led banks to become reluc-
tant to lend to one other.'' As a result, the credit markets effectively froze."
This led some institutions to collapse, which further reduced banks’ willing-
ness to lend, thereby worsening the crisis."?

To prevent the financial system from collapsing, central banks around the
world flooded the financial system with liquidity, by buying up government
bonds and slashing benchmark interest rates. This caused global interest
rates and bond yields to fall to historic lows. For example, the US Government’s
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10-year bond yield stood at ca 5 per cent at the end of June 2007.'* This
means that investors could have secured an annual return of ca 5 per cent by
lending money to the US Government for 10 years starting in June 2007; by
January 2009, this rate had halved."

In financial parlance, the term ‘interest rate’ is often used synonymously
with yield. This is because a bond yield is the annual rate of return that one
receives for buying a bond and holding it to maturity (ie when the bond
repays its notional value); much like depositing cash in a fixed-term savings
account, this guarantees interest payments for a defined period of time, at the
end of which the initial capital outlay is returned. For a bond, this means the
investor receives the bond’s notional value, which can, and often is, different
from the bond’s market price.

As a result, bond yields vary inversely with bond prices. This is because a
bond is effectively an IOU whose future payments are fixed, while bond
market prices fluctuate according to supply and demand. Thus, the rate of
return that is attainable varies according to how much one pays for the bond:
if bond prices are high, then bond yields will be low and vice versa. In this
way, a bond’s yield is a measure of its expected annual return given prevail-
ing market prices.

By driving up bond prices, central banks caused global bond yields to
decline to record lows. According to conventional financial thinking, United
States Treasuries are seen as a risk-free asset because the US Government is
‘too big to fail’. If the world’s most powerful country were to default on its
debt obligations, the whole financial system would collapse. As a result, all
financial assets (stocks, bonds, etc) are priced in relation to United States
Treasuries; whatever Uncle Sam pays, a riskier asset, such as a corporate
bond, must yield more.

In this way, falling government bond yields have pushed investors into
riskier assets. If a central bank buys your ‘safe-haven’ government bond, you
are unlikely to use that money to buy another bond from the same govern-
ment. Instead, you would either spend the money — on a new Tesla, for
instance — or invest it in something with a greater expected return, and there-
fore more risk. Moreover, as bank interest rates barely keep up with inflation,
investors looking to protect their wealth have been forced into riskier asset
classes. As a result, their money has made its way into corporate debt, stocks
and venture capital funds in order to secure a higher return.

As low interest rates have persisted since the GFC, large amounts of capital
are cascading into fintech start-ups, often via venture capital funds: in 2013,
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total global fintech investments amounted to ca $19 billion; in 2018, this
figure was ca $112 billion.'® Thus, the financial crisis has indirectly spurred
funding of fintech start-ups by causing global bond yields to collapse. Rather
than putting their money in banks, many investors seem content to invest in
innovative start-ups with a ‘fail fast’ attitude. In theory, astute selection and
diversification should reward such risk taking with superior long-term
returns, though there are no guarantees. Regardless, this has made it easier
for fintech start-ups to secure funding; indeed, there is evidence to suggest a
correlation between the availability of venture capital (VC) funding and the
size of individual countries’ fintech sectors.'”

Regulation as a driver of fintech?

In the aftermath of the GFC, regulators and policymakers were roundly crit-
icized for being too soft on banks in the years before the crisis. As a result,
large financial institutions have since had to endure greater regulatory
scrutiny and more stringent capital requirements. However, no regulator has
infinite resources as they have to employ staff to supervise the institutions
they regulate.

This means that regulators have had to prioritize their supervisory efforts
and focus on firms that pose a comparatively greater risk to their regulatory
objectives.'”® Though such objectives vary by jurisdiction, they, broadly
speaking, involve protecting consumers while ensuring the financial system’s
stability. Consequently, regulators devote more staff time to supervising
larger institutions; as these have more customers, they tend to pose a greater
potential threat to regulatory objectives than, say, a fintech start-up.

In some jurisdictions, this has meant that fintech start-ups, by virtue of
their small size, incur less regulatory scrutiny than their larger rivals.'” Thus,
the absence of a significant regulatory burden can be a competitive advantage
for a small company, both from a cost perspective and, more crucially, from
a business agility perspective (ie ‘getting things done’). Less regulatory
scrutiny means that fintech start-ups tend to worry less about what regulators
might think before rolling out innovations — unlike their larger rivals.

Indeed, empirical evidence suggests that countries with comparatively
liberal regulatory systems exhibit greater rates of fintech start-up formation
than those with less flexible systems.?’ This presents regulators and
policymakers with a dilemma. On one hand, they must fulfil their regulatory
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responsibilities; on the other, they do not want to discourage financial
innovation. As a result, some regulators choose to engage with the fintech
sector proactively. Perhaps most notably, the UK’ Financial Conduct
Authority (FCA) has a specialist unit dedicated to engaging with fintech
start-ups: as part of this, the FCA aims to reduce regulatory barriers to
innovation whilst maintaining robust consumer protection standards.?!
Seemingly, the FCA is attempting to embed a basic level of regulatory best
practice into fintech start-ups. By making regulation easier to engage with,
this will perhaps help foster a more robust compliance culture in the fintech
sector, which was so badly missing at many banks in the run-up to the GFC.

Furthermore, some policymakers have attempted to make the legislative
backdrop more accommodating for smaller firms. These changes are, at least
in part, designed to address the ‘too big to fail’ problem in banking, which
many see as the GFC’s root cause: large banks were allowed by their
shareholders to take on excessive risk because their failure would endanger
the entire financial system, thereby securing an implicit government bail-out
(which they got!). This moral hazard allowed large banks to access cheaper
financing than their smaller competitors, causing them to grow even larger,
thereby exacerbating the problem.

To address the too-big-to-fail problem, some policymakers have sought to
make the financial system more competitive, in an effort to reduce concentration
in the banking sector. In the UK, for example, Open Banking seeks to encourage
innovation:** in this way, new and better-run institutions can emerge to chip
away at the market share of larger banks. In an ideal world, no institution will
be too big to fail; in practice, this is a long, long way off.

In this way, the GFC, its resulting regulatory forbearance and accommo-
dative legislation have helped ease the compliance burden on smaller firms.
As a result, regulation is no longer as significant a barrier to entry in the
financial sector as it once was; particularly for fintech start-ups, which attract
comparatively little regulatory attention.” Thus, large incumbent institutions
can no longer rely on their scale to keep fintech challengers out.

Virtualizing IT infrastructure

Like regulation, access to large-scale IT infrastructure was once considered a
significant barrier to entry into the financial sector. Unlike regulation,
however, technology advances have made this barrier almost non-existent.
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This behind-the-scenes story is often overshadowed by developments in
consumer-facing technologies, such as smartphone apps, which have captured
public imagination. It is not hard to see why: the story of digital natives
coming of age to experiment with innovative new ways of doing finance is,
on the surface, a far more compelling story.

However, the hardware story is no less important. In the past, organiza-
tions hosted their digital solutions internally. In practice, this would mean
running data centres in out-of-town warehouses. For digitally based organi-
zations, this represents a heavy cost due to the large amount of online traffic
that has to be accommodated: the more digitally intensive the solution, the
larger the data centre. However, an increasing number of solutions are being
hosted externally, on the cloud. With its entire platform running on Amazon’s
cloud solution,** Starling Bank is a good example of this.

CLOUD COMPUTING EXPLAINED

Organizations operating their own behind-the-scenes data centres are faced with a
resource allocation problem: as user activity varies throughout the day, it is difficult
to optimize infrastructure spend. On one hand, enough computing power has to be
available at peak times; on the other, running the same computer hardware 24/7 is
both wasteful and costly.?

In fact, most organizations do not use their behind-the-scenes data centres all of
the time. Therefore, it makes sense to pool these resources via a cloud solution. Rather
than hosting their platforms internally, organizations can run them from the servers of
a cloud provider. Meanwhile, the end-user, who engages with the customer-facing
application, is none the wiser as the software interface remains the same. In this way,
cloud computing is comparable to a time-sharing solution for data centres.?®

This is where tech giants like Microsoft, Amazon and IBM come in. With their
immense economies of scale, these companies can greatly reduce the cost of
running a data centre.?” To achieve these savings, cloud providers build their data
centres in remote locations, often in colder climates, in order to save money on rent
and electricity.

Cloud providers rely on automation to manage their service provision. This means
using sophisticated algorithms to allocate computing resources.?® In addition, cloud
solutions tend to be self-service.?® This enables cloud computing to be consumed on
demand, like electricity or water, which can significantly reduce electricity costs for
the client organization; by some estimates, the energy saving can be as much as
80-90 per cent.*®
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Cloud computing allows computing infrastructure to be consumed like utilities."
This gives organizations greater flexibility in regard to their I'T spend.’* Whereas
building a super-computer in-house might be prohibitively expensive, renting
the equivalent computing power for a few hours is not. In this way, cloud
computing enables smaller organizations — such as fintech start-ups — to access
powerful computing resources. As a result, the large upfront cost of setting up a
data centre is no longer a barrier to entry into data-intensive sectors, like finance.

By virtualizing a physical resource, cloud computing has turned computer
hardware into something that can be consumed on demand;* in this way, it
has turned IT infrastructure into a service. This paradigm is not unique to
computer hardware: whilst cloud computing is an example of infrastructure-
as-a-service, Adobe Photoshop is an example of software-as-a-service.’* This
popular image manipulation package has gone from being sold on a licence
basis to a subscription basis; whereas once you would buy the software
package off the shelf, you now pay a monthly fee for accessing it.*

Thus, Photoshop’s subscription model can be described as software-as-a-
service (SaaS): rather than purchasing the package outright, users effectively
lease it from Adobe. As part of this, users can rent storage space on Adobe’s
cloud solution.*® Photoshop’s transition from product to service was possible
because software is intangible, which allowed it to be consumed digitally. As
financial services are similarly intangible, it should, in theory, be possible to
re-orient the financial industry towards a service-based delivery model.

Banking as infrastructure

Cheaper and more accessible IT infrastructure is hastening financial disinter-
mediation. This, along with Open Banking, will force banks to reimagine
their operating models. While some will pursue a platform model (see
Chapter 1), others may become more like utility companies, by managing the
financial system’s background infrastructure: this could involve providing
behind-the-scenes services such as payment processing and anti-money laun-
dering checks.?”

Becoming a banking utility would require institutions to reconfigure their
revenue models, as they would no longer earn a spread from ‘borrowing short
and lending long’. This could involve levying periodic account management
fees, charging per transaction, or a combination of the two. Indeed, different
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banks may come up with different models, much as home internet providers
have done. Of course, the end customer may not have to bear such costs
directly as these may be covered by the customer-facing firms relying on the
banks’ infrastructure.

To some, the prospect of becoming a utility may sound unattractive. That
said, there are some advantages to this model. Large banks have the economies
of scale to minimize operating costs per transaction, especially if they cede
customer-facing areas to other players. Indeed, doing so may enable banks to
focus on re-engineering their back offices, as opposed to competing against
more innovative start-ups.

As scale helps keep costs down, the utility-banking sub-sector may see a
push towards consolidation. Though further concentration in the banking
sector may appear undesirable from a regulatory perspective, it need not be
a deal-breaker. Large institutions are more closely scrutinized than their
smaller fintech rivals. Thus, leaving the mundane parts of the financial sector
to a few large — and well-regulated — institutions could lead to a greater level
of security for customers and the financial system as a whole. Instead of
breaking up large institutions, solving the ‘too big to fail’ problem may lie in
allowing consolidation into lower-risk areas.

Banking as a Service (Baas)

Just as cloud computing has enabled IT infrastructure to be consumed as a
service, technology is making banking services accessible on demand. This
paradigm is known as Banking as a Service (Baa$). It can be viewed as a cross
between utility-based banking, as described above, and the Banking as a
Platform (BaaP) approach.

In this way, the Baa$ paradigm is analogous to cloud computing. A cloud
solution contains three basic layers: infrastructure, platform and software.*®
Under the Baa$ paradigm, large banks would provide a foundational layer of
infrastructure in support of their own — or indeed, third-party — financial
platforms.*” Individual fintech providers would sit atop this stack, and be
analogous to the customer-facing applications in a cloud solution.*’

Application Programming Interfaces (APIs) would play a key role in a
Baa$ solution.*' As in cloud computing, self-service and automation are at
the core of the BaaS model. To this end, APIs would enable innovators to
tether their solutions to the underlying financial infrastructure.** In this way,
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the scale and regulatory sophistication of large banks would be accessible to
fintech start-ups,* almost as seamlessly as when using a cloud provider. In
theory, this should enable fintech companies to create new solutions by using
the services of larger — and more well-established — institutions as building
blocks.**

In practice, the distinction between infrastructure, platform and solution
provider is not always clear. Though a three-layer BaaS model seems appeal-
ing — chiefly because of its nod to cloud computing — it should be noted that,
at the time of writing, no institution has successfully made the transformation
from retail bank to being a banking utility or BaaS. The same can be said for
financial platforms: very few, if any, mainstream financial institutions — save of
course a few price comparison websites — play the role of platform-only busi-
nesses without any products of their own. Rather, large financial institutions
remain, to varying degrees, hybrids of infrastructure, platform and financial
solution providers.

Indeed, BaaS may be more viable as a two-layer model. With fintech start-
ups becoming banks in their own right, there may be no need for
long-established financial institutions to provide the underlying banking
infrastructure. As the fintech-based banks incorporate third-party solution
providers via their platforms, the infrastructure and platform layers may
merge into one.*

This leaves banks between a rock and a hard place: for one, banks find
themselves assailed from all sides by specialist solution providers who,
product by product, unbundle banks’ more holistic product suites; mean-
while, fintech-banks like Starling reassemble these specialist solutions on
their platforms. Without an obvious role as infrastructure providers, this
may force banks to face their competition head-on.

Disruptive innovation in financial services

Until now, much of the discussion has been focussed on the global drivers of
change and how these are reshaping financial services. However, to be able
to respond to fintech disruption, banks must seek to understand what their
challengers are up to. In this regard, it is critical to consider the customer’s
perspective as it is their experience that determines success or failure. While
regulations and technology shape the development of new financial solu-
tions, there still needs to be a consumer demand for these, after all.
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As touched on in Chapter 1, companies seek to compete by being the
cheapest or by offering something that is sufficiently unique to command a
premium. Both approaches can be strengthened by focussing one’s proposi-
tion on a particular market segment.*®

As established players focus on exploiting the most profitable segments,
gaps emerge in the marketplace. Thus, some consumer groups are either
overlooked or ignored because they are not viewed as being sufficiently prof-
itable. As a result, a number of consumers find themselves either overcharged
or underserved.*’

This phenomenon can be readily observed in the retail banking industry:
as banks close down branches in less profitable areas, some consumers find
themselves alienated from the financial system as there is no longer a bank
branch in their town, village or neighbourhood. This marginalization leaves
a gap in the market for new competitors to enter the banking sector.

As a result, many consumers are drawn to digital solutions either by necessity
or out of want for something new and different. This gives fintech start-ups,
such as mobile-only banks, an initial customer segment to focus on. As these
consumers are unlikely to be fully satisfied with incumbent financial institu-
tions, they are easy to win over. By providing an alternative to overcharged and/
or underserved consumers, fintech start-ups gain a foothold in the sector. Once
a base has been established, the new entrants go on to compete in more profit-
able segments, encroaching on the turf of larger and more well-established
players.* This process is known as disruptive innovation.”

This phenomenon tends to happen in industries where large groups of
consumers find themselves either priced out or underserved. For example,
low-cost airlines emerged because short-haul flights were too dear.’® These
airlines stripped out the non-essential add-ons such as ‘free’ food and gener-
ous baggage allowances, which many consumers were happy to forego in
exchange for cheaper flights. Once these airlines had captured (and satu-
rated) the short-haul market, some attempted to apply the low-cost model to
longer-haul routes. Thus, these airlines have moved from what was once
considered the fringes of the marketplace into the mainstream, competing
with large and well-established long-haul operators.

Furthermore, industries with top-heavy structural concentrations tend to
be more vulnerable to disruption. When only a few large players dominate an
industry, it becomes oligopolistic. This reduces the incentive for firms to
compete directly: large, well-established players are reluctant to compete too
fiercely for fear of sparking a price war. After all, why rock the boat if every-
one is making money?
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This lack of competitive rivalry does little to improve customer outcomes,
if at all. As a result, top-heavy sectors make attractive targets for disruptors.
Perhaps then, it is no surprise that a swell of disruption is underway in the
UK, where 80 per cent of the retail banking market is in the hands of just five
institutions.’! This potential for disruption is not limited to the UK, as similar
concentrations exist elsewhere: in Australia, for example, four institutions
account for approximately three quarters of the domestic banking industry.*
Thus, disruptive innovation in financial services is a global phenomenon.

CASE STUDY
. TransferWise: Disintermediating currency markets

This company’s genesis lends credence to the saying that ‘necessity is the mother of
invention’. The story starts with a nasty surprise: in 2008, Kristo Kaarmann, an Estonian
living in London, sent £10,000 to his savings account in Estonia. When the money
arrived, he was shocked to discover that the transaction had cost him ca £500.>3
Reflecting on the experience in an interview, Kristo said: ‘I had foolishly expected that my
UK bank would have given me the exchange rate | saw when | looked on Reuters and
Bloomberg. Instead the bank had used an exchange rate 5 per cent less favourable.’>*

To save money on future transfers, Kristo teamed up with his friend, and fellow
Estonian, Taavet Hinrikus, who also lived in London, but happened to be paid in euros. As
a result, the two friends had complementary currency needs. While Kristo wanted euros
to service his mortgage in Estonia, Taavet needed sterling to pay the bills in London. To
minimize transaction costs, the two friends agreed to swap currency at the mid-market
rate and thereby avoid the spread. Once a month, Kristo would transfer British pounds to
Taavet’s UK bank account while Taavet would transfer an equivalent value in euros to
Kristo’s Estonian account.®®

In 2010, the two friends founded TransferWise to help others do the same.*® The
company is founded on three core principles: transparency, low fees and a premium
service for everyone.>” By 2019, TransferWise reached 5 million customers,*® who
transfer US$4 billion every month.*® According to its website, the company helps its
customers save an estimated US$4 million a day in bank fees and transaction costs.°

TransferWise replicates the two friends’ currency swapping scheme at scale. This
enables users to send money abroad, to friends or family who use a different currency. By
connecting groups of users with complementary currency needs, TransferWise solves the
counter-party matching problem: rather than transacting peer to peer, users transact with
pools of other users. In this way, an individual’s transaction can be matched against
several other users from the other side of the market.

Thus, users do not transact directly. Instead, the matching process takes place behind
the scenes with reference to the mid-market rate. With greater scale comes greater
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liquidity, and, as TransferWise has grown, it has taken on more currency pairs (eg USD-
EUR, GBP-AUD, etc). As a result, its users can now transact in dozens of currencies.

TransferWise levies a conversion fee on each transfer. Depending on the currency pair,
these fees typically range from around 0.3 per cent, for the most liquid currency pairs, up
to ca 2.8 per cent, for less liquid pairs.®’ According to a study commissioned by the
company, this represents a significant cost reduction for sending money across borders.
The study examined the cost of using mainstream European banks to send €250 to
local-currency accounts in the UK, United States, Australia, as well as within the
Eurozone: for example, when compared to banks in Germany, using TransferWise cuts
transaction costs by as much as 75 per cent; against Irish banks, TransferWise saves ca 90
per cent.®?

In 2018, the company launched its Borderless Account,®® a multi-currency bank
account that is registered as local in the UK, United States, Australia, New Zealand and
the Eurozone. This means that users can receive payments in GBP, USD, AUD, NZD and
EUR without incurring conversion charges. Furthermore, the account allows users to hold
dozens of currencies, which they can spend using the solution’s debit card. This enables
users to transact on local terms when travelling abroad, thereby minimizing transaction
costs on foreign spending.®*

The solution is not entirely free as users suffer conversion fees when acquiring foreign
currencies via the TransferWise platform, though these are low when compared to
mainstream banks (see above). Furthermore, there is a nominal fee for sending money
from the account of ca 65p, though this varies by currency. That said, there are no
account management fees and users can make ATM withdrawals of up to £200 every 30
days without incurring additional charges.®®

TransferWise has offered a proposition for business customers since 2016.%° In
essence, it is a more sophisticated version of the company’s Borderless Account. Built
with business needs in mind, the account facilitates payroll processing and batch
payments.®” In addition, the solution can be integrated with Xero,®® a popular
accountancy package. This allows businesses to send money to large groups of payees
from a spreadsheet,®®

Furthermore, TransferWise allows businesses to tether their systems to its platform via
its AP1.”° This has enabled financial institutions to integrate their platforms with
TransferWise. This group includes banks in the UK (Monzo), Germany (N26), France
(BPCE) and Estonia (LHV).”" This allows their customers to access TransferWise from their
own platforms. In this way, these institutions have effectively outsourced their foreign
currency services to TransferWise.

while transactions feed directly into their accounting systems.

How is TransferWise disrupting international payments?
(Suggested answer at the end of this chapter.)
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Convenience as a business model

Once disruptors gain a beachhead, they move on to more profitable market
segments.”” As seen in the TransferWise case study above, this requires a
more sophisticated service proposition. As a result, fintech banks assemble
suites of innovative financial solutions via their platforms; rather than doing
everything themselves, they select specialist partners that will enhance their
overall proposition. At the same time, these platforms focus on building
strong customer relationships and optimizing their user experience (for more
on this, see Chapter 3).

If conventional financial institutions are to survive as anything other than,
perhaps, infrastructure providers, they must seek to emulate their fintech
rivals. If banks cannot compete on price — which seems doubtful, given that
they are routinely undercut by more innovative players — they have to find
other ways of differentiating their propositions. This can be achieved by
making their services more convenient. But what does this mean in practice?

To understand ‘convenience’, one must start with the idea of inconven-
ience. Every interruption, delay or effort — whether physical or mental — takes
an emotional toll on the customer. Thus, financial transactions are subject to
what can be called mental transaction costs.”” Humanity has never had more
information at its fingertips, and thus there is a heightened risk of suffering
from decision fatigue. As a result, consumers need things to be as simple and
straightforward as possible.”

Fintech banks recognize the importance of mental transaction costs. By
assembling a holistic range of financial solutions on their platforms, they
lower search and comparison costs for consumers. This increases transpar-
ency, thereby reducing uncertainty: by providing access to an open
smorgasbord of financial solutions, fintech banks allay user concerns of not
getting the best deal, or otherwise missing out. Such uncertainty is, in itself,
a transaction cost.” Thus, the reduction of the mental transaction costs is a
core part of many fintech business models; to this end, they strive to make
their service propositions as convenient as possible.

To make their services more convenient, banks must look at things from
their consumers’ perspective. This can be achieved by recasting their proposi-
tions as potential solutions to consumer problems: rather than buying
products, people increasingly hire businesses to help them solve problems.”
These problems can be multifaceted, subtle and difficult to quantify. Thus, it
is useful to understand each customer’s problem as a job that needs to be
completed.”’
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To this end, it is useful to analyse the customer’s problem as a process and
distil this into its sub-components. In this way, each job’ can be defined as a
series of steps to be completed by the customer; companies can innovate by
finding ways of helping customers through each step. This can be achieved by
removing hassle, lowering costs, increasing access, or allowing greater flexi-
bility, etc.”

Moreover, it is conceivable that a similar approach to innovation can be
adopted internally; after all, like customers, employees are, quite literally,
trying to complete a job. Regardless, this is an ongoing and iterative process.”
As the world is dynamic, banks must continue to improve their processes,
whether externally or internally; if they do not, they risk being displaced by
the innovators who do.

Thus, the ongoing cycle of convenience-led process optimization resem-
bles the Japanese manufacturing philosophy of continuous improvement
(aka Kaizen), one that focusses on making improvements on an iterative
basis.* As these compound over time, even the smallest innovations can
make a difference in the long run. Perhaps then, it is time for a Kaizen
approach to financial services?

CASE STUDY
. Wealth Wizards: Robo-advice with a human touch

A robo-adviser is a financial planning application that surveys its users in order to gauge
their risk appetite. On the back of this, the application recommends a portfolio of
investments in line with each user’s risk appetite.®' Consequently, users that exhibit
greater risk appetite will be steered towards higher-risk investments, and vice-versa.

Generally speaking, this means recommending a portfolio of exchange traded funds
(ETFs)®? - investment vehicles that track well-known market indices, which can be readily
traded like company shares — to gain exposure to various asset classes, such as stocks,
bonds or gold. The idea is to recommend a target asset allocation which can be
rebalanced periodically (usually one to four times per annum). In this way, the investor
achieves diversification and avoids the guesswork of when, where and how to invest.

Many robo-advisers rely on end-to-end automation: all the customer ever has to do is
take a risk quiz, set up an account and deposit money in it; the robo-adviser takes care of
the investing, plus any periodic rebalancing of the portfolio. This enables consumers to
‘set it and forget it’, assured that their investment decisions were made in a sober manner
and in keeping with their long-term financial goals.

Robo-advice appears to be gaining ground with consumers: according to one survey,
58 per cent of Americans expect to be using a robo-adviser by 2025.2* Elsewhere,
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regulatory intervention has helped create a demand for robo-advisers: in the UK, post-
crisis regulation mandates that financial advisers charge for their time, rather than taking
commission on the investments they recommend to their clients.?* These rules were
implemented in response to widespread mis-selling of financial products, which was seen
as the result of commission-based remuneration structures.®> As a result, many financial
advisers either left the industry or moved up market, to serve clients who could afford to
pay by the hour. This has left many low- and middle-income earners without adequate
access to financial advice. Robo-advisers have stepped in to fill this gap, by using
automation to provide low-cost financial advice at scale.

Granted, robo-advisers are not perfect: unlike human advisers, computers cannot
ascertain whether clients truly understand the risks of investing by taking cues from their
facial expressions and tone of voice. Indeed, a human adviser can ask their client to affirm,
orally, that they understand the advice given. These pieces of information are not available
to robo-advisers. Instead, customers tick boxes, confirming that they have read, and
understand, the terms and conditions, which may cause some consumers to make financial
decisions they don’t really understand;®® after all, who actually reads the small print?

Wealth Wizards appears to be aware of this flaw in the robo-advice model. Thus, its
retail solution, branded as MyEva, takes a hybrid approach: though the user interface is a
mobile application, it does not provide financial advice, as such; rather, the MyEva chat bot
engages users by asking them questions about their finances, enabling them to ‘feel more
in control’ of their money.?” In doing so, it helps identify areas where financial advice may
be needed, giving users the option of being referred to a professional human adviser.®®

Wealth Wizards was founded in 2009.2° According to the company’s marketing
director, Wealth Wizards represents a ‘marriage of financial advisers and digital
solutions... to make financial advice affordable and accessible to all in a way that speaks
human, not finance and engages the right people, at the right time’.*° The company’s
MyEva solution can assist users with a range of financial services, including pension
planning, mortgages and insurance.®’ Thus, MyEva offers a more holistic solution than
many other robo-advisers, which mainly focus on investments.

Wealth Wizards estimates that financial advisers spend up to 43 working days a year
doing admin tasks that could be automated.®® Thus, it is unsurprising that the company
also has a solution for professionals which seeks to minimize the administrative burden
on financial advisers. By digitizing routine tasks, the company claims that this application,
branded as Turo, can make the advice process up to 50 per cent faster.’® According to
Wealth Wizards, Turo therefore enables financial advisers to spend more time with their
clients,® whether in person or digitally via the Turo app.®®

As these professionals are competing against digital-only robo-advisers, this may help
improve customer retention outcomes. Indeed, digital services that involve a human
touch have been demonstrated to exhibit greater levels of customer loyalty than pure
self-service solutions.’® Thus, it can be said that Wealth Wizards is using digitization to
enable, rather than replace, financial advice.
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How is Wealth Wizards making financial advice
Q more accessible and convenient?

(Suggested answer at the end of this chapter.)

Chapter summary

Though novel technologies like blockchain and AI hold much promise, one
of the biggest enablers of financial services innovation can be found behind
the scenes, in the infrastructure. Cloud computing is a significant part of this
story: just as the democratization of consumer technology and faster connec-
tivity has enabled greater access to digitally based financial services, cloud
computing has, and is, enabling the development and distribution of innova-
tive fintech solutions.

Cloud computing gives small fintech start-ups flexible access to computing
infrastructure that would previously have required the financial resources of
a large bank. By enabling the use of hardware on demand this allows fintechs
to scale quickly and be more responsive to consumer needs. In this way, large
data centres — along with branch networks — are no longer barriers to entry
in financial services.

Furthermore, the global financial crisis of 2007-09 (GFC) has, and contin-
ues to have, profound effects on financial services. The crisis spurred greater
regulatory scrutiny of large financial institutions and a political desire to
de-risk the financial system. This has allowed smaller start-ups to enjoy
comparatively greater regulatory forbearance — for now — as regulators focus
their resources on institutions that are ‘too big to fail’. As a result, scale
(which has traditionally been an advantage when dealing with the regulatory
burden) is no longer as much an edge as it once was.

Lower barriers to entry, combined with lower capital costs, have allowed
new players to enter the industry. As a result, fintech start-ups are encroach-
ing on the turf of traditional financial institutions. What’s more, these
newcomers leverage each other’s innovative solutions by integrating their
services via APIs. This is accelerating financial disintermediation.

Thus, the financial industry is facing a wave of technology-led disruption.
As digitalization reduces the distance between providers and users of capital,
this puts pressure on traditional financial intermediaries. As a result, conven-
tional financial institutions will have to anticipate, and constantly respond
to, change. Otherwise, they risk being swept away.
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In every sub-sector, innovators are entering the market by focussing on a
neglected segment whose needs are not being met. Most often, this means
providing them with a better service or lower price, if not both. To respond,
incumbents must rethink their value propositions and consider things from
the customer’s perspective.

For large financial institutions this involves reframing their services, away
from product-based solutions, to focus on solving customer problems. In
short, it means removing friction from the financial intermediation process
and making their service provision as convenient as possible. This will be an
ongoing and iterative process: if banks are not challenging themselves, some-
one else will.

|'_"> KEY TAKEAWAYS

The three most important lessons from this chapter are:

« The global financial crisis of 2007-09 lowered barriers to entry in the financial
industry by making the regulatory environment more accommodative to
financial innovation, lowering interest rates and widening the talent pool
available to fintech companies.

« Much of the fintech revolution has been driven by cheaper and more flexible
access to computing infrastructure, chiefly via cloud computing.

» Incumbent financial institutions must make their propositions more convenient
by helping their customers solve problems, rather than try to sell them products.

SUGGESTED ANSWERS TO DISCUSSION POINTS

Q How is TransferWise disrupting international payments?

TransferWise is a good example of disruptive innovation in action: it started life by
pursuing a financial sub-sector (international retail payments) where customers
found themselves overcharged. By pursuing a cost-based strategy, it gained a
foothold. Since then, it has moved on to compete in more complex, and profitable,
market segments, such as international business payments.

It is hard to see how TransferWise could have done this in any other way. The
platform needs a large user base to a make it sufficiently liquid. Without millions of
retail users, TransferWise would find it difficult to facilitate larger business payments.
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Interestingly, TransferWise’s ethos of low cost combined with a premium service
turns conventional competitive strategy on its head: in theory, this should be a
difficult balancing act because any service-based differentiation increases the
company'’s cost base to a point where it can no longer offer the lowest prices.

Indeed, it would be interesting to see what would happen to TransferWise if a
rival platform were to achieve the same scale. Would customers jump ship or stick
with the company which has treated them so well? Of course, TransferWise has a
very strong position via the network effect: the size of its user base begets more
liquidity on its platform, which makes its solution more cost effective, which attracts
more users. In this way, it has a significant advantage over would-be competitors.

Finally, via its partnerships with other financial institutions, TransferWise may
slowly be transforming the market for international payments. As partnering with
TransferWise enables banks to offer cheaper foreign exchange services, this will
exert pressure on all banks. In this way, the growth of TransferWise will put
downward pressure on fees across the industry.

Q How is Wealth Wizards making financial advice more convenient and accessible?

Convenience

For many people deciding when, where and how to invest feels like a chore. Wealth
Wizards makes this more convenient by enabling consumers to access financial
advice digitally, from the comfort of one’s home. In addition, the company’s retail
solution provides additional convenience in that it encompasses a multitude of
financial services — not just investment advice. In this way, it takes away the hassle
of having to deal with multiple organizations via different customer interfaces.

From a job-based view, the company helps consumers complete the task of
finding financial advice that is commensurate to their needs. In this way, it lowers
search costs for consumers. Moreover, some consumers are afraid of making
financial planning mistakes as these could have a significant impact on their
long-term financial well-being. Thus, Wealth Wizards allows its customers to feel
more secure in their financial decisions, thereby lessening the mental transaction
cost of money-related anxiety.

Furthermore, Wealth Wizards reduces the administrative burden on financial
advisers by automating many of their routine admin tasks. This frees up the advisers’
time to see more clients, enabling them to generate more fee revenue. In addition,
less admin means less stress, a lower cognitive load and a smaller chance of
suffering from decision fatigue. This should hopefully translate into better service
and improved customer outcomes.
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Accessibility

Wealth Wizards is improving accessibility to financial advice by making it quicker
and easier to obtain. In addition, the company makes it easier to provide financial
advice via its professional solution by allowing financial advisers to engage with
their customers digitally. In theory, this should lower the cost of providing financial
advice as financial advisers are able to reach more clients this way, thereby
achieving greater per customer economies of scale.

Furthermore, by automating behind-the-scenes paperwork, Wealth Wizards is
helping to free up adviser time. In this way, its solution facilitates the customer-
engagement process by removing admin tasks that are unlikely to be enjoyable and
add comparatively little value to the business. By making the financial advice process
less onerous, administratively speaking, Wealth Wizards is increasing the supply of
financial adviser time in the market. This, in theory, should help lower the cost of
financial advice to consumers, and thereby improve accessibility.
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Behavioural economics
and experience design

How to optimize user engagement

LEARNING OBJECTIVES
This chapter will give you an overview of:

«  Why users adopt certain technologies and innovations over others.
«  How users make choices, and how these can be influenced.
« The psychological principles underlying user interface design.

« How these shape the user experience in digital and branch settings.

Introduction

In this chapter, we seek to integrate basic interface design principles with
behavioral economics. Our overarching objective is to examine how the user
experience can be improved, both digitally and in the branch. That said, this
chapter should not be construed as a be-all and end-all guide, as the body of
relevant literature is both broad and deep. Instead, the aim is to help the reader
identify some of the common - though not necessarily obvious — pitfalls of
physical and digital user experience design. Thus, it should be read as a starting
guide; as a first step in building a knowledge base of behavioral and design
interventions that may be relevant to customer engagement in financial services.

This chapter is structured to contextualize behavioural economics within
some facets of the Technology Acceptance Model' — a well-known analytical
framework for technology adoption — as well as user interface design,
community-based innovation and retail reinvention. Consequently, it combines
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different fields, strung together by various ideas from behavioral economics.
However, as these ideas were chosen for their relevance, this chapter is not an
exhaustive review of the literature pertaining to behavioral economics.

The tools presented in this chapter are laden with ethical dilemmas. As is
the case of many technologies, there is a risk that bad actors will use behav-
ioral economics for nefarious purposes; namely, to deceive and mislead.
Unfortunately, these tools are only as good — or indeed as ethical — as the
people using them. In addition, there is also the risk that these will be misused
unwittingly. As a result, some discussion is devoted to the ethics of applying
behavioral economics.

User experience as a competitive advantage

In a world of shortened attention spans, where services are rendered on demand
via digital interfaces, there is an onus on businesses to capture their customers’
emotions, not just their imaginations. This is particularly pressing in financial
services where whole business models risk becoming commoditized by digiti-
zation; after all, a mortgage is no more than numbers on a screen, which, in
essence, is not much different from, say, a life insurance contract.

In addition, convenience-led experiences like Amazon’s 1-Click Ordering
service have trained consumers to expect greater convenience in all manner
of transactions. Of course, Amazon is not solely responsible for raising the
bar: on-demand solutions like Uber and Netflix have also increased consumer
expectations regarding the ease and speed of which services are rendered. In
other words, these technology companies have collectively reduced the
mental transaction costs” that consumers are willing to bear. Thus, financial
institutions must reduce friction in their customers’ experiences in order to
keep up with market expectations.’

In the so-called ‘Now Economy’, consumers expect their needs to be met
instantly. As a result, there is an onus on retailers to make their customers’
transactions seamless, in order to remove as much friction from the customer
journey as possible. In this way, the minutiae of effecting transactions do not
distract customers from the experiences they are paying for.*

However, convenience alone is not enough. Customers expect automated
and integrated journeys tailored to their individual needs.” That said, it
would be a mistake to treat automation as a panacea; in fact, there is evidence
to suggest that over-reliance on automated, self-service solutions can be
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detrimental to customer loyalty.® When viewed through the customer experi-
ence lens, the reason for this becomes clear: according to what is called
channel expansion theory, the perceived richness of an interface depends, in
part, on the user’s unique experiences with it;” in this way, it is conceivable
that human interaction adds to the uniqueness of a user’s experience, thereby
increasing its perceived quality.

Thus, financial institutions are facing the predicament of digitizing their
services for the sake of efficiency and, at the same time, having to retain a
personal touch to improve customer retention. To surmount this, financial
institutions can look to consumer technology, where product design has
moved from being technology led to design led,® as technology companies
have recognized that the user experience is paramount to success.

Apple’s iPod is perhaps the most famous example of this; the company
didn’t invent the MP3 player, it simply made it cool. A few years later, Apple
did the same thing for internet-connected mobile phones with the launch of
the iPhone. These experience-led products propelled Apple to become one
of the world’s most valuable companies by market capitalization after years
of stagnation; likewise, the financial institutions that succeed in the future
are likely to be those that provide the best user experiences.

The drivers of technology adoption

Optimizing user engagement goes beyond minimizing friction in the user
journey and adding an attractive veneer. In the context of software applica-
tions and new technologies, user engagement depends, in large part, on how
users perceive the solution on offer: if users view the technology as easy to
use and useful, then they are more likely to use it.”

In this way, the success of a technology-led solution hinges on user percep-
tions regarding its usefulness and ease of use. Under the technology acceptance
model (TAM)," a solution’s perceived usefulness is influenced by certain
factors: empirically speaking, output quality, relevance to the task at hand
and results demonstrability correlate positively with perceived usefulness.''
In addition, perceived ease of use appears to have a positive effect on perceived
usefulness."

On the surface, it may not be obvious how the TAM ties into fintech inno-
vation. However, on examination of its component drivers, the links become
clearer: if one takes a jobs-based view of innovation — the idea that service
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providers help their customers complete jobs' — then output quality and task
relevance become critical. Moreover, the notion of result demonstrability
suggests saving users’ time, effort and money, and making them notice it; in
other words, disruptive innovation."

The emphasis on usefulness, demonstrable results and ease of use in the
TAM suggests that users’ desire for a human touch may be grounded in prag-
matism.Indeed,interfaces with humaninteractionenable greater personalization
in that the they allow customers to explain their problem/s in detail;" even if
this does not to lead a quicker resolution, it does allow users to feel that some-
one is addressing their issue/s. Thus, interface designers should consider when
and how to deploy staff in the user journey; in other words, ask themselves:
where are customers likely to face the greatest uncertainty?

USER INTERFACE (Ul) AND USER EXPERIENCE (UX) DESIGN

These terms are sometimes used in the same context because there is some amount
of overlap between the two. That said, it is worth examining how they differ. Whereas
Ul design addresses the usability and aesthetics of user interfaces, UX design goes
deeper: it focuses on the value and meaning that users derive from the interaction.®

Though Ul is an integral part of UX design, it is not everything; user interfaces
can look good and be usable, yet still provide a poor user experience. For example, a
movie review website may have an excellent user interface but let its users down if
it lacks breadth of content; if the website only focusses on mainstream releases, it
may disappoint users interested in independent films."”

By some estimates, the look and feel of a user interface contribute comparatively less
to the user experience than the relevance of the content to the user’s goals; ca
40 per cent and 60 per cent, respectively.’® As a result, it makes sense to design user
experiences from the bottom up, with users’ needs and expectations as the primary focus.

UX design is relevant to the entire customer journey. It goes beyond simply
meeting customer needs and aims to satisfy these in a way that is both simple and
elegant, as well as pleasant for the customer. Thus, designing a top-notch user
experience requires a combination of skills, including those of interface designers,
marketers and engineers."®

As suggested above, it may be useful to stage staff interventions at points in
the customer journey where users suffer the greatest uncertainty, which tends
to arise at decision-making junctures. As an additional remedy, UX designers
can employ behavioral nudges. These design interventions are based on



BEHAVIOURAL ECONOMICS AND EXPERIENCE DESIGN

behavioural economics and intended to prod users towards certain decisions
whilst affording them some degree of agency.”

Behavioural economics is a departure from classical economics in that its
proponents do not take for granted that individuals make rational decisions.
Instead, decision making is seen as context dependent;*' rather than making
self-interested decisions based on all available information, individuals can
be swayed into irrationality by their circumstances.

As user interfaces can influence users’ decisions, it is useful to consider
basic design principles in light of behavioural economic theory. This will be
examined from two perspectives: that of the interface and that of the user.
This distinction is somewhat arbitrary and is merely an implement to provide
structure to a disparate set of ideas. In addition, some of the interventions
listed below may feel intuitive; this is likely because the reader will have been
on the receiving end of these as a consumer.

The principles of user interface design

The ideas presented in this section have been chosen because they are rele-
vant to financial services and backed by empirical evidence. In other words
because they can be applied and tested in a fintech context. That said, much
has been written about both user interface design and behavioral economics.
Thus, this section is not intended to be an exhaustive list. In addition, some
of these interventions, when applied in practice, may not produce the expected
results; after all, what works in one cultural context may not work in another.
Therefore, it is incumbent upon the designer to measure and test the effec-
tiveness of different user interfaces. Moreover, as the world is dynamic, this
must be done on a periodic and iterative basis.

Let’s start with the cliché that less is more, which is actually a basic design
principle. Just as writers strive to be parsimonious with their words, good user
interfaces require only a minimum amount of effort from their users;** in other
words, the shortest user journey is usually the best, as this minimizes the cogni-
tive load on the users. In turn, this reduces the likelihood of decision fatigue.

As an idea, decision fatigue is closely related to choice overload:* that too
many options lead to sub-par decision making. For example, a study of
employment-based retirement schemes found that when people were offered
a wide range of funds to invest in, they tended to select riskier, less diversified
and more expensive investment funds** — exactly the opposite of what a
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‘rational’ investor might be expected to do. Thus, a user interface must be
careful not to offer its users too many alternatives: by reducing these, one can
minimize the feeling of uncertainty that comes from choice overload.

Another way of reducing uncertainty is by signposting the user journey, and
having a clear beginning and end. This journey must flow logically and conform
to user expectations with easily recognizable patterns of input and output.
These prescriptions make users more apt to engage with the interface because
they create an experience that is distinct from the user’s surrounding reality.”

Signposting can be applied in a more subtle manner, by offering users default
settings; if the user does not make an active choice, the default setting becomes
their choice.”® This is an effective nudging strategy because people tend to
passively accept default settings.”” For example, auto-enrolment pension
schemes that offer their employees the option of leaving — rather than joining —
have been shown to exhibit greater rates of participation.”® In the context of
digital interfaces, default settings can manifest as pre-checked boxes.?” These
provide users with subtle guidance, thereby reducing uncertainty.

In addition, user interfaces must feel relatable and culturally relevant to
the user.’® In this regard, simplicity is important as users are more likely to
engage with things they can easily understand.’’ In practice, this means
attaching meaningful labels to information on user interfaces: it has been
shown empirically that people are able to integrate more quantitative infor-
mation into their decision-making processes when this information contains
qualitative labels.** For example, food labels in the UK are colour-coded:
high-sugar foods are labelled red while low-sugar foods are labelled green;
thus, labels can be visual as well as verbal.

To facilitate information processing, quantitative information should be
presented on a scale that is relatable to users’ qualitative reality. For example,
restating motor vehicles’ energy consumption as gallons per 10,000 miles —
as opposed to miles per gallon — has been shown to help consumers estimate
their energy efficiency with greater accuracy.’® As people pay for gallons, not
miles, the restated measure was closer to their lived experience, and therefore
easier to process.

The example above alludes to the importance of reference points. Users
attach expectations to the information they are given, which, in turn, influences
their behaviour.** This effect is known as anchoring,™ and has been observed in
credit card users: when one provider amended its statements to remove a
message stating that the minimum repayment was 2 per cent, the average
monthly repayment increased from £99 to £175.%° Thus, the information
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displayed in a user interface can unintentionally affect user behaviour by way
of anchoring their expectations.

Closely related to anchoring is priming: the idea that people’s decisions
can be influenced subconsciously if they are exposed to certain cues before-
hand.?” These can take the form of sounds, images or words. Priming effects
can be remarkably powerful: for example, one experiment found that plac-
ing an image of two eyes above an honesty box in a self-service coffee bar
increased donations almost three-fold.”® Consequently, designers should
employ visual and auditory elements judiciously; the interface must be
designed with the user experience in mind, not the other way around.*”

Just as cues in the environment can influence users’ decisions, so can
emotional stimuli:* often, experiencing positive emotions puts people in a
more receptive emotional state. This is why billboards often contain attrac-
tive people; they pique our interest by arousing our emotions. In this way,
decision making can be emotionalized, and thereby be made less rational.*!
In one experiment, an advertisement for a loan that carried an image of an
attractive woman increased uptake amongst male customers to the same
degree as a 25 per cent reduction in the loan’s interest rate.*

Eliciting emotions is particularly important because consumers make deci-
sions based on a small number of facts: according to one study, people think
of only half the things they consider relevant when making decisions.** Thus,
it makes sense to focus user attention on the most important aspects of the
interface. This can be achieved by employing the principle of salience, the idea
that users pay attention to that which appears simple, novel, and relevant.**

Salience can be engineered via bright colours, contrast, movement and
visual metaphors. It’s why important text is often in bold: waving a flag
signals offside; a red light means ‘stop’; and the image of a skull signifies
toxicity. However, these interventions are only tactical; strategically, simplic-
ity and relevance are paramount.*

The design principles highlighted above implicitly treat the user as a
passive actor. However, successful user interfaces invite input from users and
provide them with feedback, to make them feel they are affecting the inter-
face;* this reassures users that they are some way towards having their needs
met. This can take subtle forms, such as highlighting a hyperlink as the user
hovers over it with their cursor.

However, this feedback can also be more overt. Indeed, some interfaces
employ mechanisms from games in order to increase user engagement.*” This
is known as gamification, of which examples include progress bars, the
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accumulation of points or badges and even a degree of competition between
users.” These tools are powerful because they engage people both cogni-
tively and emotionally.*

As a result, gamification is a powerful way of inviting user input, which in
itself, is an effective engagement tool as it builds commitment; by investing
time and effort in the interface, users implicitly commit to it. This builds
engagement because it taps into a basic psychological exigency: the need that
people have for their current actions to be consistent with prior behaviour.*
There is a good reason for this, as failing to live up to one’s commitments can
entail reputational damage and social exclusion.’! Indeed, this effect is so
powerful that merely writing down a commitment has been shown to increase
a person’s likelihood of following through with it.>?

How users make decisions

The section above explores certain design principles in the context of behav-
ioral economics. However, it does so from the perspective of the interface not
the user. As user choices are also shaped by their internal economics, it is
necessary to examine engagement from the opposite angle — that of the user.

Let’s start by examining how users view themselves; in other words, what
their egos say. In general, people tend to overestimate their own capabilities.
Few people are happy to admit that their skills are below average in, well,
most domains. For example, in one study of American college students,
93 per cent of respondents rated their own driving skills as better than those
the median driver.”® This points to a significant degree of overconfidence in
the general population given that, by the laws of mathematics, 50 per cent of
people are below average. This overconfidence is also present in retail inves-
tors: one study found that affluent retail investors are prone to overestimate
their own stock picking skills and underestimate the impact of broader
market movements on their investment returns.’*

In addition to overestimating themselves, people pay a disproportionate
amount of attention to small probabilities.” Thus, a change in a probability
estimate from 5 per cent to 10 per cent looms larger in the mind than an
equivalent change from 50 per cent to 55 per cent.’® This effect goes some
way in explaining the attraction of lottery-based savings products, such as
premium bonds’’ and, perhaps, insurance-based savings products (ie life
insurance).
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Closely related to this is the notion of loss aversion: the idea that losses
have a greater emotional impact than gains.’® Thus, incentives matter more
when they are negative. This idea has been applied to great effect in the UK:
in 2015, the government introduced a 5 pence surcharge on plastic bags in
English supermarkets;*” in the first six months, like-for-like plastic bag usage
fell by ca 80 per cent.®

What’s more, negative incentives have been shown to be effective in help-
ing people lose weight: in one experiment, participants were asked to put an
amount of money into escrow, which would then be returned to them, plus
an add-on reward, if they met their weight-loss targets.’ At the end of the
study, these participants showed significant improvement when compared to
the control group.®* Some of this outperformance may be explained by what
is called the endowment effect;* the idea that individuals value more highly
what they see as theirs. Thus, individuals with money in escrow may feel a
greater motivation to act in order to meet their goals than those who simply
stand to be rewarded — even though the net financial reward is the same.

There is a common theme running through the above-mentioned effects:
that people are, in general, not particularly good at interpreting quantitative
information dispassionately. The internalization of quantitative measures of
success, progress or achievement — in other words, accounting measures — can
affect people’s behaviour to such a degree that it becomes irrational;** in other
words, the subjective meaning that one assigns to financial incentives can lead
to behaviour that fails to maximize financial gains and/or minimize risk.

For example, a study of New York City cab drivers found that setting a
daily earnings target led people to finish early on good days and work longer
on bad days.® This is the opposite of what a rational actor would do: ration-
ally speaking, it makes sense to work a standard shift on a good day to build
up an earnings buffer against bad days, thereby reducing the need to work
longer hours on an unplanned basis, while minimizing uncertainty. The
explanation for this phenomenon lies mental accounting, in that people tend
to interpret financial gains and losses in isolation,* thereby losing sight of
the bigger picture.

This explains why people can exhibit traits of both conservative investors
and gamblers concurrently, often within the same portfolio.®” For example,
investors may hold low-risk investments, while, at the same time, speculating
on the ‘next big thing’ via a selection of high-risk penny stocks.®® In this way,
they mentally put their assets into separate buckets: those that provide
protection from poverty and those that promise riches.®” Of course, this
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strategy is unlikely to be optimal as it may lead investors to allocate too
much capital to low- and high-risk asset classes, thereby neglecting medium-
risk investments and thus failing to achieve optimal diversification.

Other behavioral effects impede rational portfolio decisions: in the absence
of information, people tend to allocate attention, resources and money evenly
across different categories.”” This is called naive allocation and can be used
to nudge investors to take less risk: by separating low-risk investment funds
into separate sub-funds while combining higher risk funds.” For example, a
low-risk bond fund could be separated into corporate and sovereign sub-
funds; at the same time, a highly volatile technology fund could be combined
with an emerging markets fund and labelled as a ‘frontier’ fund. Given naive
allocation in this simple investment universe, the allocation towards high
risk vs low risk would change from 2:1 (ie technology and EM vs bonds) to
1:2 (ie corporate bonds and government bonds vs ‘frontier’).

Regardless of interface design or user disposition, people suffer, to a lesser
or greater degree, from myopia and prefer to receive positive outcomes
sooner;”* after all, a bird in the hand is better than two in the bush. As a
result, people tend to procrastinate and are biased towards seeking instant
gratification. For this reason, savers have to be compensated with returns for
delaying gratification and not spending their money in the present. This is
one of the reasons why returns on long-term investments tend to be higher
than short-term investments.

To overcome consumer myopia, interface designers can provide users with
immediate and/or salient incentives; people need rich and compelling reasons,
and a feeling of progress, to make choices that benefit them in the long term.
This is why people are willing to put time and effort into learning a new
language: the promised richness of the future experiences (ie improved
communication skills, experiencing a different culture, etc) is enough to make
some people forego leisure time.”

Communities, social norms and culture

A user interface must conform to the cultural norms of its users.” This is
especially important in the use of metaphors, particularly when these are
visual. This is because metaphors activate memories and construct associa-
tions;” in other words, metaphors prime users. Thus, financial institutions
must exercise cultural sensitivity when deploying metaphors.
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To gauge the cultural relevance of a metaphor, one must consider its social
context: according to a sociological theory known as symbolic interaction-
ism, human beings do not independently derive meaning from objects; rather,
they rely on social interactions to imbue these with significance.”® Therefore,
it is critical to understand the social context of symbols and metaphors, as
well as their connotations, before deploying these as part of a user interface.

As an example, consider the use of grain as a metaphor for growth and
prosperity. For some European financial institutions, particularly those with
agrarian roots, wheat has long been a favoured symbol; in Asia, however, it
is rice. This difference can be explained by wheat and rice being the chief
staples in Europe and Asia, respectively. Thus, each crop has been cemented
in the public imagination via the dinner table.

Because culture shapes social norms and intra-group expectations, its role
goes beyond rebranding user interfaces to suit local sensibilities: according to
the TAM, users consider how they might be perceived by people they respect,
and the potential impact on their reputation, before adopting new technolo-
gies.”” Thus, innovators would do well to view their customers as communities
of users, and not atomized consumers.

Furthermore, UX designers must consider how users engage with their
innovations in social settings. Where a social setting is not obvious or does
not exist, it can be accentuated or manufactured by making reference to
other users: in one study, a hotel updated its bathroom signs from asking
guests to reuse their towels to stating that ‘most’ guests reuse their towels.
Even though this was lie, the proportion of guests who reused their towels at
least once during their stay increased from 35 per cent to 44 per cent.”®

Social pressure and image concerns are relevant in the context of the
network effect: the greater the size of a network, the more valuable it is to its
members.”” In this regard, social effects can add to individual benefits of
network membership.** For example, being part of a country club is valued
because it provides individuals with positive experiences, and because it can
build and maintain social relationships.®! Indeed, social ties shape network
participants’ behaviours more so than would be predicted by economic
logic.®? Thus, the social benefits of being part of a network, incentivizes indi-
viduals to ‘fit in’ in order to minimize any risk of exclusion.

This dynamic can be observed in the design and marketing of certain consumer
technologies. For example, messages sent between Apple devices via the iMes-
sage app appear in a different colour (blue) from those that are not (green).*’
This can be interpreted as a signal to Apple users that they are different from
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non-Apple users, and therefore part of an in-group; in theory, this should make
them more reluctant to use non-Apple products for fear of alienation.

User motivations go beyond network effects: research into equity crowd-
funding campaigns suggests that people fund these for reasons that are not

1.5 This implies that users

strictly financial, but also social and emotiona
desire the feeling of being part of a community, which is also a driving force
behind open-source communities.* Of course, this has not been lost on some
innovators: in 2019, PayPal launched a localized advertising campaign for its
point-of-sale payment solution, iZettle,** which featured images, names and
addresses of local shopkeepers in the UK. In this way, PayPal targeted two
user groups, shopkeepers and their customers, by playing on people’s desire
to participate in their local communities.

Community-centred innovation is not a new phenomenon; indeed, open-
source user communities have brought us an alternative operating system
(Linux) as well as a peer-to-peer currency (Bitcoin). These communities
spring up because users grow impatient with existing solutions.®” This leads
them to collaborate in order to develop solutions that better meet their needs;
as users, they have a first-hand understanding of these needs, and are thus
better equipped to develop solutions for them than the market.*

For this reason, a company may engage its users to co-create innovative
solutions, and thereby turn its customer base into an open-source commu-
nity.* For example, in 2019, Tandem, a UK-based fintech, announced that it
would seek customer input as part of developing a mortgage proposition.”
Thus, by turning to their users for innovation, companies like Tandem are
effectively crowd-sourcing market research and product development.

When engaging a community of users, it is best to start with its leaders, as
other users are likely to emulate their behaviour.”! People tend to mimic the
behaviour of those they hold in in high esteem and/or identify with: for
example, one study found a 1,000 per cent increase in teenagers who smoke
when two of their friends smoke; by comparison, the increase is only 26 per
cent when one parent smokes.”

In addition to taking cues from their role models and peer group, people are
also influenced by markers of authority. These signify credibility, thereby enabling
people to take a mental short-cuts.” This is why toothpaste adverts make refer-
ences to dentists: such appeals to authority allow users to outsource their
decisions to ‘experts’, thereby minimizing their own mental transaction costs.

Markers of authority can be subtle, and still be effective: for instance,
‘research assistants’ have been shown to be more effective in changing
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people’s behaviour than ‘trained facilitators’ and ‘teachers” when delivering
the same health advice.” Thus, it appears that even subtle markers of author-
ity can be enough to shape people’s behaviour.

Engaging customers in the branch

Although the ideas above can be implemented digitally, a digital-only inter-
face may not be optimal. Humans are social creatures, and if financial
institutions digitize their user interfaces uniformly — all in accordance with
behavioral principles — individual user experiences would, perhaps some-
what paradoxically, not feel unique. Taken to its logical extreme, this would
mean that the only difference between various propositions would be insti-
tutional logotypes and on-brand colour schemes.

Thus, digital-only interfaces may not be an option for many institutions,
despite ever-increasing automation. In the gap between some degree of digi-
tization and full automation, there is space for a human touch. As automation
frees up staff time, excess resources could be redeployed towards tasks that

require empathy and creativity;”

in other words, towards providing users
with more personal experiences. However, as no solution is applicable to all,
each institution must reimagine its user interfaces to support increasingly
unique customer experiences in the context of its own business model. As no
‘quick fix’ exists, these interventions must be deployed incrementally; moreo-
ver, this process is likely to be iterative.”

So, what do people seek in their dealings with financial institutions?
According to a survey of North American consumers, many expect a person-
alized service that helps them save money, time and effort.”” Customers want
financial institutions to be on their side: for example, wealth management
clients desire timely and holistic advice that is specific to their financial circum-
stances;”® rather than being ‘sold’ a product, they want their advisers to help
them understand why certain financial solutions may be relevant to them. In
this way, the bank branch of the future may resemble a doctor’s office, whereby
bank staff help customers diagnose problems and offer solutions.

Just as customers seek a return on their money, they also want a return on
their time. As with other in-store retail experiences, going to a bank branch
is an investment of customer time. In this way, banks, like other retailers, can
offer the customers tangible experiences, something that cannot be attained
digitally;” in other words, create a strong incentive to attend the branch.
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On a basic level, this can mean redesigning the branch, to make it a more
pleasant space to spend time in, thereby minimizing the pain of having to wait
around; it can also mean giving the branch a local touch, to make customers
see it as an integral part of their community. In addition, as no retail concept
is permanent,'” banks must refresh their branches on a periodic basis; in
doing so, they speak to their customers’ desire for novelty. Finally, retail prop-
ositions succeed by integrating in-store and online channels;'"" thus, a bank’s

branches must complement its online and mobile interfaces.

CASE STUDY
. A new branch at Lloyds Bank
With more than 30 million customers,' Lloyds Banking Group (LBG) is of the UK'’s
largest banks. Its main brands include Lloyds Bank, Bank of Scotland and Halifax;
together, these account for ca 20 per cent of bank branches in Britain.'® Perhaps, then, it
is unsurprising that LBG’s stated purpose is ‘to help Britain prosper’.'® As part of this,
LBG’s aims to provide a ‘leading customer experience’, by offering personalized and
digitized customer solutions.'*®

In 2017, LBG opened a new type of branch in central Manchester, intended to
combine ‘face-to-face expertise with new technology’. Speaking about the launch, Lloyds
Bank Managing Director, Robin Bulloch said: ‘While digital services are becoming
increasingly important to our customers, we continue to recognize the significant value of
human interaction - people want to deal with people when it matters.’'*®

With floor-to-ceiling transparent windows, the exterior of the branch resembles those
of neighbouring retail outlets. Outside, on the pedestrianized street, stands a chalkboard
advertising baked goods. As you enter, the first thing you see is the cafe, complete with a
barista and artisan coffee from a local roaster.

The branch is open seven days a week, albeit with shorter hours during the
weekend.’®” The cashiers’ windows are at the back of the branch, while self-service kiosks
stand closer to the entrance. The branch is staffed by people who, in addition to being
impeccably dressed, have a pleasant demeanour about them.

Upstairs, there is a business hub. Upbeat music fills the air. Here, the armchairs are
furnished in the colours of Lloyd’s Bank. They are spotless and comfortable. Adorning the
walls, are artworks with images of horses — motifs inspired by LBG's logo, which features
arearing horse.

The business hub appears to be something of a mix between a co-working space for
entrepreneurs and a small business bank. There is free Wi-Fi and desk space for business
people to meet and work. Moreover, specialist support is on hand, and, if needed, the
bank can facilitate contact between start-ups and local advisory firms.'®® In this way, the
branch functions like a start-up incubator of sorts.
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The branch regularly hosts networking events and talks by expert speakers.'® In

addition, the branch works with local charities to help homeless people access basic
financial services; this is an important step towards being reintegrated into society, as
people without a bank account cannot get a job or claim state benefits.'"

LBG has followed on up its success in Manchester by launching similar branch formats
in London and Glasgow, under its Halifax and Bank of Scotland brands, respectively.'""
However, this new format isn’t LBG’s only branch-centred innovation: in 2018 it launched
41 ‘micro-branches’.'? Herein, customers serve themselves via tablet computers while
help is at hand from one of the two staff members on duty.”"® In addition, specialist
mortgage advice can be accessed via video link."'* Speaking about this concept, Jakob
Pfaudler, Lloyds’ Retail Chief Operating Officer said: ‘Think Apple store, as opposed to

bank branches."**

With its new approach to branch banking,
Q how is LBG engaging customers?

(Suggested answer at the end of this chapter.)

The ethics of nudging

Nudging was brought into the mainstream by two academics, Richard Thaler
and Cass Sunstein, with the publication of their 2008 book, Nudge.''® The idea
that behavioural economics could be used to guide — rather than force — people
towards better choices struck a chord with the neo-liberal establishment: Thaler
was subsequently appointed as a special adviser to the Obama administration.'"”

Though the intentions of Thaler and Sunstein may have been good, the
ideas they present in their book — and indeed, behavioural economics more
generally — could be applied malevolently: in other words, to sway users into
making decisions that are fundamentally not in their own interests. In addi-
tion, behavioral economics can be deployed unethically even where this is
not the intention of the interface designer; indeed, it is much harder to judge
whether an intervention is unethical than malevolent; the latter requires bad
intent, the former can be accidental.

Whilst nudges must not be deployed against users’ interests, they must
also not interfere with users’ ability to exercise free will; interventions that
deceive users violate this principle.''® Thus, the line between easing the user
along the customer journey and manipulation lies at the point at which the
user is unable to provide informed consent.
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Of course, this line is blurred, and regulators know this. For this reason,
many jurisdictions have laws mandating a right of return for products
purchased both in-store and online, thus implicitly recognizing that a certain
amount of manipulation takes place in these settings; these cooling off peri-
ods allow the customer to reassess their purchases when they are in a different,
and perhaps more rational, frame of mind.'"”

Users do not want to feel like they are being manipulated. When this becomes
overt, it stops working and user engagement falls. The ‘click to read more’
button found on many blog-based websites is a good example of this: it is there
to increase the amount of ad space that users see as they click sideways through
a single article. Over time, this tool has become less effective at fostering
engagement; once fooled, users learn from their disappointing experiences and
see these obvious attempts at manipulation as markers of low quality.

Thus, organizations need to tread carefully when deploying nudges. As an
initial remedy, clear and unambiguous disclosure could be used to make users
aware of the potential consequences of their choices. Such disclosure can be
seen in some domains like investment management (eg ‘Your capital is at
risk’), albeit for compliance reasons. As a result, it would be refreshing to see
financial institutions voluntarily disclose to their customers the most impor-
tant implications of their choices as a matter of best practice, rather than out
of regulatory necessity. For starters, this would help manage customers’
expectations and may, perhaps surprisingly, foster greater engagement:
indeed, appearing to present information that is seemingly against one’s own
interest is an effective way of building trust with customers.'?

However, not all users are equally sophisticated, and therefore some
groups are more vulnerable than others. Indeed, there is evidence to suggest
that people from lower socio-economic groups are more susceptible to
certain behavioural nudges.'?! As a result, taking a disclosure-based ‘buyer
beware’ approach may not suffice as this will likely to lead to consumer
detriment. To see how this can impact the bottom line, one need only look at
the more than £37 billion paid out by UK financial institutions in compensa-
tion for mis-sold insurance products.'*

In addition, it is pertinent to consider things from the user’s perspective: if
a behavioral intervention cannot be demonstrated to be in the user’s interest,
should it be there? This begs the question: how does one know what these
interests are? Thus, applying nudges starts ethically with knowing one’s users
and understanding their needs. In this way, one can establish the suitability
of one’s proposition, something which no amount of nudging can change.
That said, users are not a monolithic group; indeed, what may be appropri-

ate for one type of user may not be appropriate for all users.'*’
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L| CASE STUDY

Applied nudging
Let’s consider a hypothetical mobile app, one that seeks to maximize user engagement by
employing some of the nudges described in this chapter. This application is a budgeting
tool, designed to help users save and invest money. However, its developers have
overlooked its potential ethical and practical ramifications: this is your job.

When the user first opens the application, they are asked a series of questions about
their income, spending habits, age and attitude to risk. The final question is as follows: Do
you see yourself as a financially responsible person? Whatever the answer, the next screen
displays the proportion of their monthly income that the average user of the application
saves each month; this is combined with a pre-ticked box for the option of saving a
somewhat higher proportion of monthly income. This option is labelled with a smiley
face. The only other option is a free entry ‘other’ box.

At the end of the sign-up process, there is a last-minute ‘special offer’ for mobile-
phone insurance. This is accompanied by an image of a woman appearing distraught as
an unsavoury-looking man snatches her handbag. This up-sell is accompanied by a
countdown timer. This was done because studies have demonstrated that imposing
limited time windows on opportunities motivates users towards positive action;'** in
other words, instilling in them a ‘fear of missing out’.

Each user is given a sign-up bonus of 50 euros. However, this is conditional on the user
hitting their savings target for the first year. At the end of this period, the user can double
their bonus by meeting their savings target for another six months. As the user saves, they
earn ‘savings points’ according to how far they have progressed towards their annual
target. These points become redeemable for the sign-up bonus at the end of the first year.

Users have the option of nominating another user to be their ‘savings buddy’. As part
of this, each user records an audio or video message addressed to the other stating their
own savings goal while wishing the other good luck in reaching theirs. The name of each
user’s buddy is visible on the home screen along with their total savings points.

After a week of using the app, the user is asked to upload an image that represents
their savings goal. For example, this can be an image representing the home, car or
holiday that the user is saving for. Users are offered a small amount of savings points for
complying with this request. This then becomes the header image on the user’s home
screen. If the user neglects to do this, they are reminded to do this via text or email on a
weekly basis for three weeks in a row, and on a monthly basis thereafter.

The app invests users’ savings according to either a short, medium or long-term time
horizon. Each setting contains different combinations of the same basket of investment
funds, covering equities, real estate, government bonds and cash deposits. In this way,
short-term savers have comparatively more exposure to government bonds and cash
deposits than long-term savers. Users cannot change their investment settings unless
they elect to change the stated time horizon of their savings plan.
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The home screen displays each user’s account balance next to their points total.
Underneath, there is a graph showing the evolution of the user’s account value. As a fixed
amount is invested automatically each month, this graph is generally upward-sloping. In
order to see the actual investment gains (or losses) in percentage terms, the user must
click on the graph. Investment gains are stated in green, whereas losses are stated in
blue, a much cooler colour than red, thereby avoiding unnecessary stress.

nudges employed by this application?

g What potential issues do you see with the
(Suggested answer at the end of this chapter.)

Chapter summary

At this point, it should be clear that applying behavioral economics as part
of the user experience is no panacea. Indeed, interventions that make sense at
a tactical level, may not be appropriate at a strategic level; consumers, after
all, are people and expect to be treated as such. Thus, the competitive edge
will belong to those financial institutions that succeed in bridging the gap
between self-service and authenticity; that is to say, leveraging automation
whilst retaining a personal touch in the experience. As no two business
models are the same, this is likely to manifest in different ways across differ-
ent sub-sectors and business models.

r_,» KEY TAKEAWAYS

The most important ideas from this chapter are:

« The user experience depends on more than just branding and superficial aspects
of user interface design.

« Though users make choices that are not always rational, erring on the side of
simplicity is generally a good design strategy.

« The nudging tools presented in this chapter are more powerful than most
people think and so they must always be applied with the user’s best
interests in mind.




BEHAVIOURAL ECONOMICS AND EXPERIENCE DESIGN

SUGGESTED ANSWERS TO DISCUSSION POINTS

@ With its new approach to branch banking, how is LBG engaging customers?

Everything about the branch signals ‘come in’: the floor-to-ceiling windows, the
chalkboard advertising baked goods and the visibility of the cafe at the entrance. This is
likely to put customers in a positive frame of mind; thus, it is perhaps no accident that
the cashiers’ windows — which may bring back memories of waiting in queues and
feelings of frustration for some customers — are placed at the back of the branch.

The pleasant music, spotless furniture and well-presented staff help separate the
experience of being inside the branch from the hustle and bustle of the busy high
street outside. In addition, the excellent sartorial presentation of the staff is an
implicit symbol of authority, which helps build trust with the customer. Moreover,
the imagery of horses in nature are likely to prime customers towards feelings of
freedom, aspiration and positive action.

Hosting a co-working space and networking events builds a community around
the branch. However, this goes beyond business, as can be seen in the branch’s
charity work. In this way, the branch embodies LBG’s slogan of ‘Helping Britain
Prosper’. This makes customers feel part of a community and good about being
customers of the bank.

Furthermore, the introduction of micro-branches shows that LBG is attentive to
the needs of different types of customers. By making the experience in its micro-
branches similar to that of an Apple store, it offers something that is familiar to
many of its customers. This, along with remote access to mortgage advisers (which,
presumably, reduces the need for multiple appointments) minimizes customers’
mental transaction costs.

Q What potential issues do you see with the nudges employed by this application?

Though nudging users towards saving a greater proportion of their income may be
well intentioned, it could be sub-optimal to nudge all users towards saving an
above-average proportion of their income, as different users have outgoings of
varying flexibility. For example, some users spend a higher proportion of their
income on rent (a fixed cost) than others, and so may be able to save less. Moreover,
by forcing users to input an amount freely, there is the possibility of user mistakes.
This could result in costly errors, in terms of rectification costs, reputational damage
and inconvenience to users.

Moreover, using time pressure to up-sell mobile phone insurance may not be
entirely ethical. In addition, this final hurdle in the sign-up process may cause some
customers to drop out. Finally, the emotive image of the woman being robbed may
prime customers in a negative way and therefore detract from their user experience.
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Though the points scheme seems like a good way of keeping customers on track,
there is some question about what to do with the points after customers have
earned their maximum bonus. To keep customers engaged, they could be given
badges for accumulating points, or better yet, some sort of voucher. In addition, the
proportion of income saved per month would need to be some minimum amount;
otherwise, customers would be able to game the system by saving a peppercorn
amount (say 1 per cent) to pick up the sign-up bonus.

Asking users to upload images may involve privacy and, when taken from the
internet, copyright issues. In addition, the app has to be careful with regards to the
information that is shared between users on grounds of potential privacy/data
protection issues. Perhaps sharing only point totals and not incomes (or percentages
thereof) would be useful as a safeguard. Furthermore, nudging users who have not
uploaded an image more than just a few times may annoy them. The UX designers
need to tread carefully here.

There is a question regarding the appropriateness of each of the savings options as
the distinctions between the three time horizons (low, medium, and long term) seem
somewhat rudimentary. Different types of savers have different risk preferences, and,
indeed, different time horizons. As a result, some medium-term savers may end up
with investment settings that are too risky while some long-term savers may find
themselves not taking enough risk. As a result, more needs to be done in order to
make the investment settings more specific to each user’s risk appetite.
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Artificial intelligence and
automation in fintech

Al and machine learning in practice

LEARNING OBJECTIVES
This chapter will help you gain an understanding of:

What is meant by the term Al and its history.
The basic approaches to machine learning.
Practical considerations of using Al in finance.

Ethical pitfalls associated with the widespread application of Al.

Introduction

The term artificial intelligence (Al) is often used very liberally, especially
amongst media commentators and people who have — at best — a superficial
understanding of its meaning. This is unfortunate because it over-simplifies
the critically important conversation that needs to be had about Al and its
role in business, society, and finance.

Though written with very little assumed knowledge, this chapter seeks to
elevate readers’ understanding of Al. At the end of this chapter, the reader
should have a solid grounding in artificial intelligence; what it is, how it
works, and a keen appreciation of how its widespread application could
impact the financial sector and society as a whole.
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Whilst the developments in this fledging field are exciting to some, they are
threatening to others. Therefore, it is hoped that readers will use this chapter
as a springboard for gaining a deeper understanding of Al. This will help
them prepare for the incoming disruption, and thereby position themselves
to seize the opportunities brought on by the widespread use of Al in finance.

A definition of artificial intelligence

The genesis of Al as an academic field can be traced back to 1950 when Alan
Turing published his seminal paper Computing Machinery and Intelligence.'
Herein, Turing set out a framework for assessing whether or not machines
demonstrate intelligent behaviour: if a machine produces behaviour indistin-
guishable from intelligent human behaviour, then the machine itself can be
considered intelligent.” This has become known as the Turing Test, which can
be considered a definition of artificial intelligence.

The Turing Test takes a narrow view on artificial intelligence: whereas a
computer can be programmed to trade currencies autonomously — which
might satisfy the Turing Test — it cannot at the same time drive a car or make
a cup of coffee. To understand why, it is useful to consider the historical
context. Computing was developed following a period of rapid industrializa-
tion across the world, a time that saw revolutions in science, medicine and
mathematics. At the peak of this period in the early 20th century, the concept
of scientific management became part of the zeitgeist: this is the idea that
manufacturing can be reduced into individual sub-tasks, and therefore be
optimized like a machine;’ the invention of the conveyor belt was perhaps
the clearest manifestation of this kind of thinking.

As societies in the 1950s were still heavily industrialized, it is unsurprising
that early thinkers on Al viewed intelligence as reducible to the performance
of individual tasks. After all, the great industrialists had succeeded by taking
a similarly mechanistic view of human labour: by breaking labour into its
component tasks, they had enabled workers to specialize in different parts of
the chain of production in order to optimize manufacturing.

Thus, the Turing Test finds itself at home in a world where everything can be
measured, deconstructed, and optimized. In this way, machines performing the
same hyper-specialized tasks as humans can be considered intelligent as long as
these tasks, simple as they may be, require some modicum of intelligence to be
performed by humans. As a result, the Turing Test implies that agency is a
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prerequisite for intelligence: in other words, some sort of decision must be
made, whether by a human being or a machine.

The Turing Test can be used to differentiate between automata and machine
intelligence. Whereas an automaton facilitates human labour, it does not
replace human decision making. For example, a cartridge-based coffee maker
is an automaton: it greatly speeds up the act of making a coffee when compared
to more traditional methods, yet it cannot operate without human input (ie
loading cartridges, refilling the water supply and pressing a button). In contrast,
a vending machine can be said to exhibit a higher degree of intelligence under
the Turing Test as it can take payments and serve customers.

Granted, a vending machine is probably not the best example of an artificial
intelligence. That said, it has a higher degree of autonomy than the coffee maker
in that it does not require supervision or input by its master. Furthermore, it is
easy to imagine a vending machine that performs a greater number of tasks
independently. For example, facial recognition technology could be installed to
identify regular customers and address them by their first name. This raises two
important points: 1) artificial intelligence can be graded on a spectrum; and 2)
the degree of artificial intelligence increases with the degree of autonomy.

These points lead us to an important distinction, that of narrow Al vs
broad(er) Al: an Al is narrow when it performs a single task.* For example,
an algorithm that trades currencies is an example of narrow Al because it
only does one thing. An artificial intelligence becomes broader the more tasks
it performs autonomously, and, crucially, the more domains in which it acts.
Thus, a vending machine that recognizes its customers based on their facial
features is a broader Al than a vending machine that does not. Similarly, a
driverless car, which must choose whether to accelerate, brake or slow down,
in addition to a multitude of other tasks, is an even broader Al

If this car’s sound system were to offer its users musical selections based
on the scenery, weather or time of day, then it would be broader still. Yet it
would still not be broad Al per se. This term is reserved for an Al that acts in
all domains, and in doing so, becomes an artificial general intelligence.” At
the time of writing, no such Al exists.

A brief history of artificial intelligence

From the late 1950s to the early 1970s, the field of Al progressed steadily;*
the world had great hopes for Al and what it could do for humanity.
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However, these early years of great expectations were followed by years of
disappointment and a loss of public interest. So went the first Al-infused
boom-bust cycle: a period of technological advancement and great hopes,
known as an ‘Al spring’, followed by a period of stagnation, known as an
‘Al winter’.”

The world has seen several of these cycles. The development of Al hit a
stumbling block due to a lack of computing power in the early 1970s. Then,
for a few years in the 1980s, the invention of deep learning (see below)
reignited interest in Al. However, technological progress soon slowed, causing
another winter, which lasted until the mid-late 1990s.?

Since then, the world has been in a multi-decade Al spring.” In the late
1990s, Al rode on the wave of the dot-com boom. However, this current
Al spring has outlived the dot-com boom: in 2016, Google’s Al, AlphaGo,
defeated the world champion of the ancient Chinese game Go, with a score
of 4-1;'in 2017, its successor machine, AlphaGoZero, defeated AlphaGo
100-1." However, unlike AlphaGo, AlphaGoZero was developed without
human guidance or input, save for the rules of the game Go."” In this way,
AlphaGoZero was closer to self-programming Al than its predecessor.

The current Al spring has been facilitated by improvements in chip tech-
nology, which has lowered the cost of processing power, and cloud
computing, which has broadened accessibility to powerful computing
resources.” In this way, the story of the current Al spring is more about
improvements in computer hardware than revolutions in mathematics;
cheaper, and more powerful, hardware facilitates the gathering and process-
ing of data to facilitate innovations in Al. This has enabled more
experimentation with Al and has thereby broadened the scope of its applica-
tions. It is this greater scope that has captured the public’s imagination.
As more businesses experiment with Al, this produces a steady stream of
news headlines about the potential uses of Al This, in turn, helps maintain
public interest in the sector.

While sensor technology enables computers to gather data in physical
spaces, data hungry websites and smartphone apps glean information about
user behaviour online. Given the growing connectivity of the web around the
world, the 2017 claim that humanity had created 90 per cent of its data in
the preceding two years'* is not entirely unbelievable. Whether most of this
data is useful is, of course, a separate matter.
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Big Data vs artificial intelligence

The term Big Data may sound familiar because it was once the buzzword du
jour. Like AL it was used as a catchall to describe anything that involves
computer-based quantitative analysis. Though it seems to have given way to
Al in popular parlance, it is useful to examine in order to understand what
Al is, and what it is not.

While its origins are disputed, Big Data started to gain traction as a term
in the 1990s." The core idea is that computer-based analytical tools allow us
to gather, process and analyse vast, and ever-increasing, amounts of data.'®
Whilst your laptop computer may hold a few hundred gigabytes of hard-disk
space, the size of the data sets used for Big Data analysis are often counted in
thousands (terabytes), if not millions, of gigabyte (petabytes). This is what
puts the ‘big’ into Big Data.

This abundance of data enables businesses to make faster and better deci-
sions.'” Whereas classical statistical methods deal with much smaller data sets,
sometimes with sample sizes of a few hundred cases, Big Data allows for the
timely processing of data sets with cases many times that number. This increase
in scale makes Big Data analytics a compelling idea; that, given enough data,
we can make better decisions on the basis of quantitative information.

That said, Big Data does not preclude the use of conventional statistical
methods.'® However, the data sets under examination are often so large that
they require complex data management systems.'” As a result, the surround-
ing infrastructure and the size of data sets distinguish Big Data from other
analytical approaches.

In addition, Big Data methodologies sometimes employ machine learning
algorithms.?® As these techniques are also used in artificial intelligence,*!
there is some overlap between Big Data and Al Indeed, these terms are some-
times used interchangeably. So, what then, is the difference?

Al can be distinguished from Big Data analytics by invoking the Turing
Test: in this way, Al is different from Big Data because it is more autonomous.
A data-driven decision that is not automated still requires human input, and
therefore cannot be considered to be Al For example, an investment fund
may use a machine learning algorithm to analyse stock market data to gener-
ate trading signals. These trades could be executed by a human, which would
make this an example of Big Data analytics. However, if the computer instead
makes these trades without human input, then this becomes an example of Al
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Machine learning vs artificial intelligence

Early Al researchers took a mechanistic view of intelligence; if the rules
underpinning intelligent human decision making could be defined, then it
should be possible to engineer human intelligence. As a result, Al was initially
conceived as rules-based expert systems, which would be programmed to
emulate expert decision making.*

The rules-based approach started to run aground in the 1980s when it
became clear that writing a rule for every decision would be too onerous;*
whereas some decisions are, in theory, easy to break into a series of steps in
order to arrive at the ‘right’ answer, others are more nuanced and subject to
informational uncertainty. In addition, rules tend to degrade over time as
they become subject to new complexities.**

Following the decline in expert systems, machine learning (ML) algorithms
became a core part of the Al story.” ML is a probabilistic approach to deci-
sion making wherein large quantities of data are used to inform the rules of
decision-making algorithms.? The term ‘machine learning’ is sometimes used
interchangeably with AI;* to a degree, this is less erroneous than conflating Al
with Big Data. However, it is still not technically correct, as ML algorithms
are enablers of Al systems,?® and not the systems themselves. For the purposes
of our discussion, however, Al shall be taken to mean ML algorithms that
facilitate automated decision making, which thereby meet the Turing Test.

MACHINE LEARNING EXPLAINED

ML algorithms use data to construct their decision-making rules.?® They do so by
classifying known outcomes in data sets based on their characteristics; in other words,
by detecting patterns.*® This enables the algorithms to make predictions about unknown
outcomes based on exhibited characteristics in new cases and the degree to which these
are similar to those of known outcomes.®' For example, if a review of patient data
associates smoking and obesity with heart disease, then an algorithm may predict that
people who exhibit these characteristics are at greater risk of suffering from this.

ML algorithms are ‘trained’ and tested separate data sets.>? In this way, their
predictive accuracy can be readily ascertained: with the benefit of hindsight from
outcomes in the training sample, an ML algorithm should be able to predict outcomes in
the testing sample where similar characteristics are present.** Once validated, ML
algorithms are deployed to predict outcomes in data sets where outcomes are unknown,
thereby enabling predictive decision making. As a result of this work-cycle, ML
algorithms require vast quantities of data to inform their decision-making rules.
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FIGURE 4.1 Machine learning overview
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Though there are different approaches to machine learning, the calibration of each algorithm follows the same
basic process: (1) The algorithm’s decision-making rules are trained on a sample of data; 2) The algorithm’s
proficiency is then tested on an independent sample to ascertain its accuracy; 3) The algorithm is deployed
predictively, by classifying cases with unknown outcomes; 4) Finally, the proficiency of the algorithm is reviewed
periodically and its rules are recalibrated accordingly.

As technology advances, humanity generates ever-growing volumes of
data.’ The increase in web-connected devices, such as laptops, voice assis-
tants and smartphones, facilitates data gathering via text messages, video
and audio recordings. In this way, the writing of rules for ML algorithms
has become crowdsourced: rather than relying on experts, this has been
outsourced to millions of brains via the internet. The more user-generated
data the better: this is why search engines and text-correction features have
improved over time.

There are five basic types of ML algorithms: decision trees, genetic algorithms,
nearest-neighbours, Bayesian classifiers and neural networks.*> Though these
approaches vary, they share basic facets: all are concerned with classifying new
cases based on known cases, which necessarily involves two steps: using past
data to inform the algorithms’ decision-making rules and testing their predictive
accuracy on a separate sample. To understand how they differ, we must examine
each type of algorithm in turn.

Decision trees and random forests

These algorithms take on the basic structure of a tree, whereby decisions are
made in sequence according to simple rules.*® This allows an algorithm to
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direct users down ‘branches’ depending on their input; in this way, cases can
be classified according to their exhibited variables.*”

For example, some chat bots rely on decision trees: to invite user input, the
bot poses a question such as, ‘How may I help you today?’ Then, depending
on key words or phrases in the input — such as ‘mortgage’ or ‘lost credit
card’ — the bot directs users towards an appropriate human adviser. If user
input is not clear or sufficiently specific, the bot may invite further input by
asking clarifying questions.

At every juncture, decision trees split cases into two groups based on prob-
abilistic inference;® in other words, based on their similarity to known cases.
Thus, the algorithm splits cases into progressively smaller groups.” As in the
example of the chat bot above, this allows the algorithm to direct users
towards increasingly case-specific solutions.

The classification of cases into progressively smaller groups results in case
groupings at the base of the tree with constituent cases that have many variables
in common. This enables predictive classification of new cases based on their
exhibited variables, the accuracy of which can be tested on a separate sample of
known cases.*

Decision trees do not have to be deployed in isolation; indeed, their predic-
tive accuracy can be improved employing a multitude of trees, known as a

FIGURE 4.2 Decision tree simplified example

Loan value < 3x
annual income

Previous
repayment
history?

> 3 years at
current address

ACCEPT Disposable
income > 2x

repayment

REJECT

ACCEPT REJECT

A simplified decision tree for assessing credit risk. Based on a combination of four variables - loan to income
ratio, disposable income, repayment history and time at current address - the lender can classify the would-be
borrower as likely or unlikely to default and thereby come to a lending decision (ie accept or reject). For more
context on tree classifiers and credit risk see the Zopa case study at the end of this chapter.
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forest.*! The trees in such forests can number in the hundreds of thousands.**
Though there are different types of forest models, the so-called random forest
is widely used.* This forest is ‘random’ because each tree is given only a
random selection of variables to consider.** In this way, different trees may
reach different conclusions as individual trees process different aspects of the
data set. As the final decision is decided collectively via a vote,* random forests
are likely to benefit from a wisdom of the crowds effect (see Chapter 6).

Bayesian classifiers

Bayesian classifiers owe their name to Thomas Bayes, an 18th-century English
priest,* who formalized a way of updating existing beliefs for new evidence.*’
After Bayes’s death, the French mathematician Pierre-Simon Laplace built on
his work to formulate what is known as Bayes’ Theorem.*® This can be
expressed as follows:

p(xly) = p(ylx)p(x)/p(y)

The expression above states that the probability of outcome x given outcome y
is the probability of outcome y given outcome x, multiplied by the probability
of outcome x, compared to the probability of all outcomes y. In plain English,
this would read as: don’t forget to consider the big picture.

Bayes’ Theorem can be understood in the context of diagnosing a disease.*
Let’s suppose you are randomly screened for an infectious disease. You have
no symptoms, but your test result is positive. Even if the test is 90 per cent
accurate, this does not mean you have a 90 per cent chance of actually having
the illness. The key to understanding why this is the case lies in considering
the prevalence of the disease in the general population and the chance of
your test result being a false positive.’® In other words, not losing sight of the
bigger picture.

Let’s say 20 per cent of the general population suffer from this disease;
given that the test is 90 per cent percent accurate, this means that for every
100 people tested, 18 (20 per cent x 90 per cent) true positives are found.
However, this also means that, out of the healthy population, it will produce
8 false positives (80 per cent x 10 per cent). Thus, your true probability of
having the disease after seeing a positive test result would be:

p(xly) = 18/(18+8) = 69%
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Granted, you are still likely to have the disease, but significantly less so than
was suggested by the high accuracy rate of the test. As no other symptoms
were present, the diagnostic test was but one piece of evidence. By virtue of
being a member of the general population you are, on average, exposed to
many other factors that could cause you to have the disease, or not. Therefore,
the possibility of false positives must also be considered.

Consider then, what your best-guess likelihood would have been without a
test result, positive or negative. In other words, without any evidence for or
against having the disease. If this were the case, your best estimate would be 20
per cent. Why? Because we know that 20 per cent of the people have the
disease and, in the absence of any data (eg a diagnostic test result), the popula-
tion average is the best starting point. In this way, the 69 per cent likelihood of
having the disease given a positive test result was just the population average
adjusted upwards for an additional variable (ie the positive test result).

Bayes’ Theorem allows us to incorporate multiple variables into our
predictions; in the example above, the positive test result was an aggravating
factor as it made having the disease more likely than the population average.
However, mitigating factors may also exist, such as exercise habits and diet.

Thus, Bayes” Theorem can be restated as: the posterior probability of an
outcome is proportional to its prior adjusted for the likelihood of the data.’!
In plain English, this would be: start with the population average (ie the
prior) and adjust according to each variable present to arrive at an estimated
probability that accounts for all available data (ie the posterior). As more
data becomes available, our probability estimate grows ever more specific to
the case at hand. In this way, Bayes’ Theorem allows us to calculate the prob-
ability of an outcome given case-specific variables: a multivariable estimate
can then be used predictively, by classifying whether an unknown outcome is
more or less likely than the population average. Thus, Bayesian classifiers are
rooted in the application of Bayes’ Theorem to cases with multiple variables.
In practice, this relies on complicated mathematics, though a simplification
can be illustrated with ratio multiplication as in the case study below.

CASE STUDY
. Bayesian classifiers and car insurance
In 2016, Admiral, a UK-based insurance company, made headlines by announcing that it

would use drivers’ Facebook data to price car insurance premiums.>? In theory, a
customer’s social media data can help an insurer estimate their probability of making a
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claim: for example, customers who travel often and visit more accident-prone parts of the
country are conceivably at higher risk of having an accident than those who do not. Thus,
social media data could allow an insurer to charge its customers premiums that are more
in line with their individual risk profiles.

Although Admiral’s data initiative was blocked by Facebook on privacy grounds,*? this
does not appear to have dented its appetite for collecting user-specific data to facilitate
more granular pricing decisions. To this end, Admiral uses telematics,** which involves
installing a small box in the customer’s car that tracks various aspects of how the customer
drives, such as their speed, rate of acceleration and how often they brake sharply:*® in
theory, this yields a more detailed, and personalized, picture of each customer’s risk profile.

Car insurance premiums have traditionally been calculated based on group-based
factors such the driver’s age, type of vehicle, location and annual mileage.*® This
effectively allows drivers to pool their risks with those who exhibit similar risk factors;*’
thus, this pricing model ignores personal driving habits. This model disadvantages
younger drivers,*® who have not yet had the opportunity to demonstrate that they are
safe and careful drivers by driving for several years without an accident.

Telematic car insurance addresses this problem by reducing the information
asymmetry between driver and insurer.*® If most people are honest, they can tell you
whether or not they are careful drivers; unfortunately, the insurer cannot ascertain
this from the group-based risk factors used in their pricing models. The more
granular information provided by telematics addresses this problem by helping the
insurer establish whether the customer is indeed a good driver based on how they
actually drive.®®

Thus, telematic car insurance may incentivize customers to drive more carefully, as
doing so will help keep their premiums down. For instance, a driver who regularly
exceeds the speed limit will, all else being equal, incur higher premiums than one who
does not. In this way, drivers from ‘at risk’ groups, such as younger drivers, are, by driving
carefully, able to demonstrate that they are a lower insurance risk than their peer group.
In this way, both parties win: careful drivers pay lower insurance premiums, while the
insurer avoids bad drivers, or at least charges them accordingly.

It is conceivable that a Bayesian classifier could be used to estimate a customer’s
risk of having an accident, and by extension, pricing said customer’s insurance
premiums. For the purposes of this discussion, let’s assume that the insurance policy
only covers car accidents, thereby leaving out things such as theft, vandalism or
environmental damage, which might also give rise to insurance claims; of course, this
is a simplification, but it will do. In addition, we will assume that the insurer’s risk
appetite is such that it will only insure drivers who exhibit a below-average risk of
having an accident. Thus, the classifying decision becomes insure or do not insure; in
other words, a ‘yes’ if the customer’s risk is below average, and a ‘no’ if it is average
or above average.
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As a starting point, we estimate a prior probability; that is, a population average given
no other information concerning the individual case. Given that the average car travels
7,134 miles per year in the UK®' and the casualty rate is 484.5 for every billion miles,®?
we can estimate the average probability of having an accident per year as follows:

7,134 miles x (484.5 accidents/1 billion miles) = 0.35%

This estimate is a simplification as it implicitly assumes that road accidents and casualties
are equivalent - not all accidents result in injury or death; that said, it will suffice as a
starting point. Our prior probability can now be adjusted for additional information to
derive a posterior probability. Let’s say the driver lives in London: according to Admiral,
London drivers are the safest in the country based on their telematic tracking data.®® Let’s
say that this makes London drivers half as likely as the national average to have an accident.
Using ratio multiplication, the average London driver’s adjusted probability can be
estimated as follows:

p(accident) = (0.35%) x (1/2)
=0.35%/2
=0.175%

As seen above, the London driver’s probability of having an accident was estimated by
scaling down the national average. Though this calculation is a simplification of the
mathematical operations behind the algorithm, it is a cogent illustration of how Bayesian
classifiers work: by adjusting the population average (ie prior probability) according to
the variables present.®

The above probability estimate was based on a single data point: the fact that the
driver lives in London. To get a clearer picture of the driver’s risk of having an accident,
more variables must be accounted for. For instance, say a London driver regularly
exceeds the speed limit, which increases their accident risk by 33 per cent. When
combined with the other fact that this person lives in London, this modifies their
posterior probability as follows:

p(accident) = (0.35%) x (1/2) x (1.33/1)
=(0.35% x 1.33)/2
=0.23%

As can be seen, the risk of an accident has increased but is still below the national
average; as a result, the insurer would agree to underwrite this driver, based on its policy
of insuring drivers with a below-average accident risk. Of course, this example is fictional:
in practice, an insurer would base its decision on more variables. In this way, the more
drivers that use telematic insurance solutions, the more data an insurer like Admiral will
have to use for its underwriting decisions.
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Indeed, ML algorithms can employ a multitude of different variables. Thus, adding a
new variable is like adding weight to different sides of a scale; in most cases, the
presence of a variable either increases the risk of a claim, or causes it to decline. In this
way, the addition of each new variable helps the algorithm decide whether the individual
case is more or less likely to result in a claim than the population average.

Given the scaling factors in the table below, if the policy of an
Q insurance company is to accept only those drivers with a
risk below the national average, will the algorithm accept or
reject a case that exhibits all of the factors in the table?
(Suggested answer at the end of this chapter.)

TABLE 4.1 Accident risk factors

Risk factors Effect on accident risk
Always observes speed limit 40% reduction

Young driver 50% increase

Lives in an accident-prone area 20% increase

Drives outside rush hour but not at night ~ 15% reduction

Nearest neighbours

These algorithms are analogous to a doctor making a diagnosis based on the
symptoms present in that they seek to classify new cases by comparing them to
known cases. Nearest neighbour algorithms do this by assessing each new case’s
degree of similarity with known example cases; the new case will be classified
according to the example case that it resembles most. This approach is employed
in e-commerce, for example, where online shoppers are recommended products
because these have been purchased by similar customers.*

Nearest neighbour algorithms rely on vector algebra to classify new
cases.®® As individual variables can be represented by axes on a plane, distinc-
tions can be made between example cases based on their ‘score’ along each
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axis; some examples are more x, while others are more y. Thus, a line can be
drawn to demarcate the boundary between two different classes on a plane;®’
new cases are then classified according to the side of the boundary they are
on — in other words, on their similarity to existing cases.

Though the paragraph above is a simplification of the mathematical
processes that take place, it may still read like a foreign language to some. As
a result, it is useful to look at an example: imagine an algorithm that is built
to distinguish between boys and girls aged 16 based on their reported height
and weight. Say, for example, that girls in this age group are known to exhibit
slightly higher body-mass-indices (BMIs) than boys, then a person’s height
relative to their weight can be used to distinguish between boys and girls. As
the BMI is derived by dividing an individual’s weight (in kilograms) by their
height squared (in metres),*® the difference between girls and boys can be
shown on a plane: if height is the y-axis and weight is the x-axis, then boys
will exhibit higher readings for y relative to x and vice versa. By plotting each
case on a graph, one could draw a dividing line above and below which there
would be more boys and girls, respectively.

Of course, this algorithm is overly simplistic and is likely to make classifi-
cation errors; after all, some 16-year-old girls are underweight while some
16-year-old boys are obese. Thus, our algorithm’s accuracy could be improved
by adding an additional dimension: GCSE exam results. GCSEs are stand-
ardized tests that 16-year-olds take in the UK, somewhat comparable to SATs
in the United States. Historically speaking, girls outperform boys on these
tests.®” Scoring cases for this variable along an additional axis could help
reduce the error rate as we’d now have more information to help us distin-
guish between boys and girls.

Of course, our dividing line would no longer lie on a plane, but in a three-
dimensional space. But why stop there? We could invoke more variables by
adding more dimensions. With each new dimension, the classification deci-
sions should become more accurate. However, an increasing number of
variables quickly increases the algorithm’s complexity,”” which makes it harder
and more time consuming to process; given thousands of variables, this could
be a serious problem, even in the age of cloud computing. Fortunately, computer
scientists have found ways around this problem by breaking it into multiple
parts.”! How this works, however, is beyond the scope of this book (for more
information see Domingos (2015)).
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Genetic algorithms and genetic programming

This class of algorithms takes an evolutionary approach. The core idea is that
the process of evolution is a problem-solving mechanism. Whereas our DNA
determines our survivability, computer code determines an algorithm’s capac-
ity for problem solving or making predictions.”

At a basic level, an algorithm can be represented by strings of bits (ie 1s
and 0s), also known as binary. Thus, a population of algorithms can be gener-
ated by randomly scrambling strings of 1s and Os. These algorithms can then
be set to work at solving a problem, after which they can be ranked accord-
ing to the quality of their output. In this way, the relative fitness of each
algorithm can be determined.”

Following this, the weaker algorithms are discarded, leaving the more
successful algorithms to reproduce. This is done by splitting each parent
algorithm’s bit string at the same randomly chosen point; the resulting strings
are then combined with their complementary parts from the other parent,
thereby producing two children. The offspring and their parents are then
added to the next generation of reproducing algorithms. As the process
repeats, the population’s aptitude for solving the problem improves by way
of evolution.”

Genetic programming is similar to genetic algorithms in that both
approaches succeed in automating the trial and error process of evolution.
However, with genetic programming, reproduction takes place at a higher

1;” as algorithms can be arranged

level as algorithms mate at a functional leve
into decision trees (eg if x, do y; if not, do z), reproduction takes place by
randomly swapping parts of each parent tree.”® For example, if the father
programme does x, followed by vy, and the mother programme does a,
followed by b, then mating will result in two children: one that does x,
followed by b and another that does a, followed by y. This has the advantage
of evolving algorithms based on what they actually do rather than randomly
chosen parts of their binary code, which can sometimes ruin otherwise sound

algorithms (ie if the bit string is broken at the wrong place).”

Neural networks and deep learning

This family of algorithms is modelled on the human brain. To understand
how these work, it is useful to start with a basic exploration of how a brain’s
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nerve cells (ie neurons) work. These contain three basic parts: the dendrites,
the cell body and the axon.” The dendrites receive electrical signals into the
cell body; the axon, which has a stem-like structure, sends electrical signals
away from the cell body.” Neurons communicate via electro-chemical
signals.®® The cell body takes input from connected neurons via its dendrites
until a certain chemical threshold is reached; when this happens, the neuron
sends an electrical signal down its axon, on to other connected neurons.®!

Neural networks mimic this process. These algorithms are made up of
thousands, if not millions, of processing units modelled on brain neurons,
which are arranged into layers. Each unit, called a node, takes input from the
nodes in the preceding layer; when a node’s input threshold is reached, it
sends a signal to nodes in the next layer. If a node does not receive sufficient
input to reach its threshold, it does nothing.*

Information flows through neural networks in the form of numbers. Each
node multiplies its inputs by a weighting; when the sum of these weighted
inputs exceeds a numerical threshold, the node sends information onwards
to the next layer. Generally speaking, this means passing on the sum of the
weighted inputs to downstream nodes.*’

This process continues until the final layer, which contains a single node:
if this node’s input threshold is reached, it produces a 1; if the input threshold
is not reached, it produces a 0.** In the context of a classification decision,
such as identifying trees in images, 1 would mean ‘tree’, and 0 ‘no tree’. Such
a decision is possible because images can be represented numerically.

For each correct classification decision, the algorithm is given a score of
1, while each incorrect classification earns it a 0. An average score is then
calculated, whereby 1 denotes perfect accuracy; thus, the closer to 1, the
better. The algorithm then attempts to boost this average by attaching
greater weight to the preceding nodes that help the final node make a
greater number of correct classification decisions. This process is known as
back-propagation.®

Thus, the algorithm ‘learns’ to favour nodes that increase its overall
accuracy. As different nodes take different inputs, back-propagation opti-
mizes classification decisions by focussing the algorithm on the most
relevant pieces of data. A tree-spotting algorithm, would, for instance,
learn to pay more attention to nodes focussing on tree trunks as opposed
to, say, bird feathers. Once an algorithm has been homed in on the most
relevant data points, its proficiency can then be tested on an independent
sample of data.
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FIGURE 4.3 Basic neural network
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The first layer takes inputs; in the next layer, different nodes attach different weightings to each input. In this
example, the X node favours input 1 over inputs 2 and 3 while the Y node favours input 2 over inputs 1 and 3.
The decision node attaches a weighting to each of the preceding nodes: in this example, 40 per cent to X and 60
per cent to Y. In this way, the decision node expresses varying degrees of confidence in each of the preceding
nodes, and ultimately, the underlying inputs when answering a binary classification question (eg ‘A’ or ‘B’). The
accuracy of this decision can be optimized by readjusting the relative weightings of nodes in each layer (ie back-
propagation).

In its simplest form, a neural network only needs to contain two layers: an
input layer and an output layer;*® the former takes in data, while the latter
provides a decision. However, advances in computing have enabled the inclu-
sion of more intermediary layers, which is what makes these algorithms
‘deep’.’” In this way, a deep learning algorithm is really just a neural network
with as many as 10, 20 or even 50 layers.®®

Practical and ethical issues regarding Al

Whether one speaks of Al or ML, there are certain practical issues to consider
when relying on algorithms for decision making. Because algorithms are
often deployed within some sort of organizational context, it is pertinent to
consider the surrounding governance and risk management frameworks.

As some algorithms lack transparency, it may be hard for human beings to
ascertain how these come to their decisions, which makes them difficult to
audit. This is of particular concern in regard to deep learning algorithms
because they can be tens of layers deep and thousands of nodes wide.®” This
lack of algorithmic intelligibility, known as a ‘black box’, is a serious risk in
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situations where acting on an algorithm’s decisions can have significant nega-
tive consequences for those involved.”® As a result, some Al risk stems from
its unwitting misapplication by people who do not understand how the
underlying algorithms work.

Like other quantitative decision-making tools, Al is vulnerable to manage-
ment bias: organizational politics and human psychology lead decision
makers to favour data that yield the results they need,”" whether they realize
it or not. This is a problem at all levels of an organization, not just upper
management. As a result, bias needs to be considered at all stages of the Al
development cycle within organizations.

This starts with robust data management procedures. Because algorithms
are only as good as their underlying data sets, these must be accurate, timely
and relevant. As a result, data management is an ongoing process, which
involves things such as data collection, data cleaning and integration with
existing data sets.”” In this way, the risk of biased algorithms can be mitigated
by maintaining high-quality data sets under robust internal controls.

To further minimize the risk of bias, an algorithm can be reviewed by an
independent person. Though the concept of independence is open to inter-
pretation, it generally means someone other than the person who programmed
the algorithm; in fact, the further removed the reviewer is, the better. For
high-risk algorithms, independent review is imperative; in some cases, the
reviewer may have to be someone from outside the organization, such as an
IT specialist or auditor. Whoever the reviewer is, this person must have the
skills and knowledge to conduct their review competently. This can be prob-
lematic on an industry level as there is a shortage of people with the requisite
auditing skills who understand Al well enough to ‘kick the tyres’. As a remedy,
organizations could use the ‘Extreme Programming’ paradigm, whereby
developers work in pairs, reviewing each other’s work.” This approach also
emphasizes automated software testing according to certain predefined
performance requirements.” This in analogous to testing an algorithm’s clas-
sification efficacy: this can be achieved by feeding an algorithm simulated
data in order to ascertain that it performs as expected.”

In addition, Al-deploying organizations face the problem of concept drift,
wherein the relationship between the input data and the classification target
changes over time.”® As a result, the algorithm’s accuracy degrades as its
decision-making rules no longer apply to the target population.”” For exam-
ple, an algorithm could ‘learn’ that online purchases of vitamin supplements
are associated with mass purchases of toilet paper (ie as a result of the
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COVID-19 outbreak); however, after the outbreak is over, this relationship
may no longer hold. To address potential drift, an algorithm’s performance
will need to monitored on an ongoing basis and may need to be recalibrated
with new data.”

With regard to ongoing review and validation of Al, fintechs can learn
from the insurance sector as insurers build sophisticated quantitative models
to forecast claims. The review and oversight procedures surrounding these
models are integral to risk management within insurance companies.” As a
result, these undergo stringent, and ongoing, validation processes, conducted
by skilled staff who are independent from the construction of the model.'*
In addition, the model development and subsequent validation procedures
are carefully documented and subjected to independent scrutiny.'"!

Despite adequate validation and review procedures, an Al may still exhibit
bias. The issue of algorithmic bias is a cogent example of this: making decisions
based on biased data can lead to discriminatory decisions. For instance, training
a predictive policing algorithm on a sample of arrest records could lead police
to target members of demographic groups overrepresented in the training
sample.'” After all, the algorithm does not know what it is being used for; it
only classifies cases based on identified patterns in the training data.

One could address the problem of algorithmic bias by ensuring that the data
in the training sample accurately reflects the algorithm’s target population.'®
However, problems can also stem from a lack of diverse perspectives, which
may result in group think.'” These problems can be addressed by making Al
teams more diverse; this goes beyond superficial characteristics, and can include
diversity of personality types, data sets and modelling techniques.'®’

In addition to algorithmic bias, there are other potential sources of unfairness
in the Al-based economy. One of these is the monopolization of data sets: large
organizations have, on account of their greater scale, been able to gather large
amounts of data; as algorithms require large data sets to hone their decision-
making capabilities, this hands the advantage to established businesses.'”® By
monopolizing their data sets, these organizations can entrench themselves, and
make it harder for smaller firms to develop competing solutions.'®”

It would appear that policymakers are aware of this problem, and they have
made attempts to ameliorate data monopolization. For example, in the European
banking sector — where, perhaps, the problem has been particularly bad — this
has been pursued via the Open Banking directive (see Chapter 1). By allowing
bank customers to share their transactional data with fintech start-ups, this

could foster greater innovation, and competition, in financial services.'*®
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Furthermore, UK policymakers are looking at ways of facilitating data
sharing across the economy via what it calls ‘data trusts’, which are frame-
works for secure and ethical data sharing between different organizations.'”
In addition, the UK Government is making some publicly-owned data sets
available in order to spur innovation.'"” Thus, it appears that the UK
Government is attempting to replicate the Open Banking scheme in both
public and private spheres.

As Al grows increasingly powerful, the question surrounding its values
becomes ever-more pertinent.''" Assuming it is possible to encode an algorithm
with a code of ethics, how does one choose its underlying values? This question
may be of limited consequence with regard to narrow Al systems. However, in
the case of an all-powerful artificial generalized intelligence, it is of prime impor-
tance:''? as values vary across different countries, cultures and religions, how do
we decide which values to privilege over others; and who exactly gets to decide?

L| CASE STUDY

ZOPA: Machine learning and credit risk

Founded in 2005, Zopa claims to have invented peer-to-peer (p2p) lending. The core idea
was to connect borrowers and savers via its website in order to minimize overheads. As
Zopa does not have branches, it has a leaner operating model which enables it to offer
better rates to its borrowers and savers.'"

The company’s name appears to be an abbreviation of ‘zone of possible agreement’, a
concept from micro-economics: in a negotiation, this is the range of agreements
acceptable to both sides; in other words, the common ground on which a deal can be
struck.”™ As a result, its name appears to be a nod to the company’s role in connecting
borrowers and savers.

Since its founding, the company has facilitated lending of more than £4 billion to ca
500,000 people.”'® The average borrower is 40 years old and has an income of around
£40,000.""° Zopa rejects 80 per cent of its loan applicants and focusses on borrowers
who can demonstrate a history of paying back their debts.""” In addition, customers are
assured ‘a fair deal as standard”.'"®

Unlike other p2p lenders, Zopa does not allow its users to lend directly. Rather, it splits
each investment into £10 lots and lends these out across a portfolio of borrowers. The
company classifies its borrowers into six different risk categories, in order to determine
the interest rate they pay. Meanwhile, its savers choose between two lending options: a
lower and higher risk. The former includes borrowers from the four lowest risk categories,
while the latter contains borrowers from all risk categories. Naturally, savers who lend via
the higher risk option are compensated with higher interest rates.'®
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In 2018, Zopa introduced an income verification feature for would-be borrowers that
relies on Open Banking."?® This allows borrowers to verify their incomes by connecting
their bank accounts to Zopa, as opposed to manually uploading copies of bank

21 Whilst this new feature may be more convenient for the company’s

statements.
customers, it is conceivable that customer transactions could also be used to assess
creditworthiness on a more granular level.

Thus, Zopa could use Open Banking to build a richer picture of each customer’s credit
risk profile. Indeed, having access to a would-be borrower's bank account could give a
potential lender valuable information about their spending patterns. With bank account
data from enough customers - perhaps 15,000-20,000 - the company could employ
machine learning algorithms to identify spending patterns that indicate a heightened risk
of default.

To this end, risk factors could include the ratio of ingoings to outgoings, monthly
income, how often the account is in debit, and so on. Besides helping the company screen
out bad credit risks, machine learning may facilitate the prediction of defaults before they
occur. If a borrower’s spending habits start to resemble those of a bad credit risk, this
could indicate an imminent default. Thus, the ability to predict defaults could allow a
company like Zopa to take preemptive action to limit losses, such as by refusing to extend
further credit. At the time of writing it is unclear whether Zopa uses machine learning as
described above. However, the company does use machine learning: according to its blog,
Zopa uses a decision tree-based approach to assess credit risk.'??

consider regarding the use of machine learning for
assessing credit risk in p2p lending?
(Suggested answer at the end of this chapter.)

Q What are some potential practical and ethical issues to

Chapter summary

The growing interconnectedness of our world, combined with improvements
in data gathering and processing capabilities, has widened the scope of appli-
cations for the family of algorithms known colloquially as ‘Al’. Meanwhile,
Al-based tools have become more accessible via cloud computing, cheap
sensor technology and data-gathering apps. We can measure more now than
ever before, and our processing capabilities are greater than ever.
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What the public calls ‘AT is really just a set of algorithms known as machine
learning. These algorithms inform their decision-making rules based on the
weight of data they receive rather than expert judgement. Automation enables
these algorithms to facilitate quantitative decision making based on large data
sets containing many variables.

Though the mathematics and quantitative methods underlying these algo-
rithms have advanced over the years, the most recent progress in Al has been
achieved due to the falling cost of processing power: as machine learning
algorithms are extremely computationally intensive, they were previously
commercially unfeasible. Thus, today’s boom in Al and machine learning has
more to do with increasing accessibility of computer hardware than recent
advancements in mathematics.

The public discourse surrounding Al goes through cycles of ‘spring” and
‘winter’: periods of great hope and great expectations followed by periods of
disillusionment and disinterest. At the time of writing we are in the midst of
an Al spring, usually defined by news stories about exciting breakthroughs
and hopes for the future.

Though the future for Al currently looks bright, we must not lose sight of
the practical and ethical issues that its widespread application brings to the
fore. For businesses that rely on Al to any significant degree, addressing
these potential issues before they arise is paramount. This necessarily involves
close integration with the governance, oversight and risk management func-
tions of the business. Getting Al right should be the responsibility of all
layers of the organization, not just the people who build the algorithms.

To some, this chapter may have felt excessively technical, especially when
compared to prior chapters. Regretfully, there will be no let-up for these
readers: in the next chapter we will go into similar levels of technical detail
regarding blockchains and cryptocurrencies.

|'_'» KEY TAKEAWAYS

The three big ideas from this chapter are:

+ Al is really just machine learning algorithms with a greater degree of autonomy.

+ Greater connectivity and the falling cost of acquiring processing power has
been, and continues to be, a key enabler of Al-based applications.

«  Widespread use of Al has both ethical and practical pitfalls which may not be
immediately obvious to the people building or implementing it; therefore,
independent scrutiny is critically important.

97



98

FINANCIAL TECHNOLOGY

SUGGESTED ANSWERS TO DISCUSSION POINTS

Given the scaling factors in the table below, if the policy of an insurance company
is to accept only those drivers with a risk below the national average, will the
algorithm accept or reject a case that exhibits all of the factors in the table?

TABLE 4.2 Accident risk factors

Risk factors Effect on accident risk
Always observes speed limit 40% reduction

Young driver 50% increase

Lives in an accident-prone area 20% increase

Drives outside rush hour but not at night 15% reduction

p(accident) = 0.35% x (1-0.4) x (1+0.5) x (14+0.2) x (1-0.15)
=0.32%

Accident risk is lower than national average, therefore accept.

Q What are some potential practical and ethical issues to consider regarding the
use of machine learning for assessing credit risk in p2p lending?

If making automated decisions without human oversight, then a p2p lender like
Zopa will need to consider the implications of GDPR, particularly in regard to
seeking consent from customers in regard to making automatic decisions that affect
them materially (see Chapter 8 for further detail). Processes (and staff) will need to
be in place to address the customer queries that will inevitably arise as a result of
lending decisions not going as customers expect. As a result, p2p lenders relying on
machine learning may need more staff who understand machine learning well
enough to be able to review lending decisions.

In addition, a p2p lender using Open Banking to build a database of customer
transactions in order to inform its lending decisions will need to be transparent with
its customers about this and make sure that they consent to this. Consent is a
difficult area, because customers don’t often read lengthy disclosures, when they
can just tick a box to make it go away. As a result, any p2p lender wishing to
demonstrate (perhaps to a regulator) that they have gained customer consent
should think about how it is asked for via the user interface; are the most important
terms and conditions unambiguously clear or is it just a tick-box exercise?

Finally, the lending algorithms need to be reviewed on a periodic basis to ensure that
they are fit for purpose and/or not making discriminatory decisions. As a credit risk
algorithm is material to the business of a p2p lender, its performance needs to be
monitored as part of the company’s risk management and governance process. To this end,
the company needs to make sure that there are independent people ‘kicking the tyres'.
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Bitcoin, blockchain
and cryptocurrencies

The applications of distributed
ledger technology in finance

LEARNING OBJECTIVES

This chapter aims to help you understand:

How blockchain technology works and why it is useful.

How this technology can be leveraged with smart contracts.

Some of the practical considerations concerning the use of blockchain.

Introduction

The terms blockchain, cryptocurrency and Bitcoin entered the mainstream of
public discourse sometime around the year 2016. Like Al and machine learn-
ing, these terms are readily thrown around by pundits, business leaders and
policymakers alike, often with very little understanding of their meaning. As
a result, the public conversation surrounding blockchain is, at best, facile.

As a remedy, this chapter seeks to help the reader build a foundational
understanding of blockchain technology, how it works and why it is useful.
To this end, we will examine Bitcoin at great length: as of 2019, Bitcoin was
the most widespread and well-known example of blockchain technology in
use. As a digital currency system, Bitcoin is a monetary application of
blockchain technology.
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In this way, Bitcoin is to blockchain what neural networks are to machine
learning: in seeking a thorough understanding of the sub-category (ie Bitcoin,
neural networks), one implicitly gains some knowledge of the wider domain
(ie blockchain, machine learning). This is not to say that everything concern-
ing Bitcoin is directly relevant to all blockchain applications. Rather, a firm
grasp of Bitcoin will give the reader the basic knowledge, and crucially, the
confidence to learn more about other blockchain systems.

When learning about blockchain, most non-technical readers find them-
selves frustrated by jargon, or worse, code that they do not understand. The
aim of this chapter is to remove some of these stumbling blocks. In this way,
the reader’s curiosity is not frustrated at the outset, thereby facilitating the
journey of learning.

One of the first stumbling blocks on this journey is the overlap in meaning
of the following terms: blockchain, Bitcoin, distributed ledger and crypto-
currency. To be clear, blockchain and distributed ledger technology (DLT)
mean the same thing. For this reason, they are often used interchangeably,
which can be confusing; as this chapter progresses the origin of each term
will become clear.

As previously mentioned, Bitcoin is an example of blockchain technology
used as a currency system; this application is known as a cryptocurrency,
which takes its name from cryptography, the technology underpinning the
security, privacy and integrity of these systems. Of the few thousand crypto-
currencies in existence today, Bitcoin is the largest, by market capitalization,
as well as the most widely traded.'

The genesis of Bitcoin

In the autumn of 2008, someone by the name of Satoshi Nakamoto published
an online paper called Bitcoin: a peer-to-peer electronic cash system.* This
paper, which has become known as the Bitcoin White Paper, would become
seminal not only to Bitcoin, but blockchain technology itself. To this day, the
identity of Nakamoto remains uncertain, and it is not officially known
whether the Bitcoin White Paper was authored by a single individual or a
collective.

The Bitcoin White Paper was published at the height of the 2007-09 finan-
cial crisis, a time when a failing banking system, plain for all to see, threatened
to collapse the global economy. Indeed, Nakamoto makes passing references
to some of the banking system’s inherent flaws (see below). However, most of
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the ideas contained in the White Paper were not new. Rather, Bitcoin is an
amalgamation of economics, computing and cryptography. Thus, Nakamoto
merely combined these to create an alternative currency system.

By inventing Bitcoin, Nakamoto conceptualized a decentralized record-
keeping system, which has become known as a blockchain. Though it is the
case for Bitcoin, the information stored on a blockchain does not need to
concern financial transactions. Thus, the key difference between Bitcoin and
non-currency blockchain systems is that Bitcoin is used to transfer digital
representations of value between users. This point and its significance are
elaborated on below (see ‘From Bitcoin to blockchain’).

Following the publication of the Bitcoin White Paper, an open source
community of cryptographers and software engineers came together to
develop Bitcoin, which was launched in 2009. The first real-world purchase
using Bitcoin is said to have occurred in May 2010, when a software devel-
oper paid a friend 10,000 Bitcoins in exchange for two pizzas.’ Since then,
Bitcoin has appreciated significantly, reaching an all-time high just below
$20,000 in December 2017.*

Bitcoin has gone through several boom-bust cycles over the years. Since its
2017 peak, the price of Bitcoin fell below US$3,200 in December 2018’ — a
decline of ca 84 per cent in the space of a year. Despite this volatility, Bitcoin
remains the most liquid and widely used cryptocurrency.®

Furthermore, individual Bitcoins can be sub-divided as far as eight decimal
places.” This means the last decimal place would represent US$1 if the price
per Bitcoin were US$100 million. As a result, higher Bitcoin prices do not
matter so much, as users can simply transact in progressively smaller denom-
inations as Bitcoin prices rise; in addition, if Bitcoin’s price were to reach
unusable levels, the number of decimal places could be increased via a
network update.®

A decentralized currency system

To understand how Bitcoin works, it is best to start by contrasting it with the
current banking system. Within this system, most significant transactions are
digital, certainly in developed countries; cash is still used, of course, but this
tends to be for smaller, relatively immaterial transactions, or for transactions
where a physical good or service is rendered on, or before, payment, such as
when buying a coffee or getting a haircut.
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Unlike cash payments, digital transactions are intangible: at their core,
digital transactions involve no more than changing numbers on a screen.
When you send money to someone, you’re not actually sending them
anything; rather, you are increasing the balance in their bank account via the
transmission of electrical signals.

For the sake of the financial system’s integrity, no one can be allowed to
spend their digital currency more than once (which is akin to sending the
same email to multiple people); for this reason, the financial system relies on
intermediaries to regulate and verify transactions between its users.” For
example, when a business pays a supplier, it has proof, in the form of a bank
statement, that payment has been made. At the same time, the supplier can
confirm receipt of the payment by checking its bank accounts.

Consider then, what happens in the absence of banks. When the business
makes a payment, how can it prove that this has been made? What is stop-
ping the supplier from claiming, falsely, that payment has not been received?
Why should the different parties trust one other?

In this way, the system is dependent on banks acting as trusted intermedi-
aries:"’ though neither party in a transaction may trust the other, both trust
that their respective banks will resolve disputes quickly and fairly. To this
end, banks have inter-bank mechanisms for resolving disputes, which greatly
increases the degree of confidence that both transacting parties can place in
their respective bank statements.

Just as businesses look to their banks for transaction verification, banks
rely on central banks to verify inter-bank transactions.'' Banks have accounts
with their respective country’s central bank, which allows them to settle
inter-bank transactions on behalf of their customers on a net basis.'* As a
result, the responsibility of verifying transactions ultimately falls on the
central bank.

Nakamoto recognized that this degree of centralization places a significant
amount of power in the hands of one entity, which controls ‘the fate of the
entire money system... with every transaction having to go through them’."
They saw this centralization as problematic," presumably because such
concentration of power can lead to corruption and policy errors which can
adversely affect the entire financial system: indeed, the first mined block of
Bitcoin (see explanation below) contained the following text: “The Times 03/
Jan/2009 Chancellor on brink of second bailout for banks’ — a reference to
the financial crisis via the front page of The Times on the date that Bitcoin
was born."
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As a remedy, Nakamoto proposed a currency system wherein users transact
over a decentralized network: rather than relying on banks — and by exten-
sion, central banks — to act as trusted intermediaries, this system would rely
on a software protocol.'® Simply put, a software protocol is a framework,
enshrined in code, that governs interactions between network participants.
Consenting to these rules is easy: as Bitcoin is an open-source network, one
can participate by downloading and running the Bitcoin protocol."”

The code that runs the Bitcoin and the network’s transaction history are
freely accessible via the internet.'® As a result, the network’s users can observe
the rules that govern their interactions. Thus, no one can falsely claim that
they have sent, or not received, a payment if the network’s transaction history
indicates otherwise. This transparency means that users rely on the integrity
of the system for transaction verification rather than financial intermediaries.
Such transparency is paramount in all blockchain networks.

Bitcoin is a peer-to-peer network.'” Structurally, this means that it is simi-
lar to an online file-sharing network. Such networks enable its users to
download content, such as music and video files, from the computers of other
connected users. These networks have proven difficult to shut down because
the same files are stored in many different locations on each network:* if one
attempts to download a file from a location that goes offline, the download
simply continues from another location.

Blockchain networks are similarly distributed.”! The Bitcoin network
stores all its transactions in one database across multiple locations through-
out the world. In this way, blockchain networks are distributed. Thus, the
banking system would be comparable to Bitcoin if banks were to combine
their books (aka their ledgers) into one database, and then each hold a copy
of this same ledger separately. Such a system can be described as a distributed
ledger, which is synonymous to a blockchain;* the etymology of this term
will become clearer as we go.

Bitcoin transactions in practice

To send and receive Bitcoin, users do not need to install and run the Bitcoin
software. Instead, they can download what’s called a wallet app, which inter-
acts with the network on their behalf.”* A multitude of cryptocurrency wallets
are available, developed independently from the Bitcoin community; often,
these are designed to hold multiple cryptocurrencies.
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A cryptocurrency wallet functions much like an email application.**
Whereas, e-mail users send messages to each other’s e-mail addresses, Bitcoin
users send funds to each other’s public addresses. To authenticate messages,
an e-mail user enters a password; similarly, a Bitcoin user authenticates trans-
actions with a private key. Thus, transacting in Bitcoin is comparable to
sending money via e-mail.”® This comparison is particularly cogent because
similar cryptographic methods underpin both e-mail and blockchain
technology.

As Bitcoin users transact over a network (as opposed to relying on an
intermediary), it is more cash-like than other digital payment solutions.*®
This is further underpinned by the fact that Bitcoin transactions are, by and
large, irreversible:*” once you hand over cash, it is up to the recipient whether
they return it to you, just as getting Bitcoin returned to the sender relies on
the good will of the recipient. As a result, transacting in Bitcoin is akin to
transacting in cash. When paying someone in cash, you have to be almost
certain that they will render the product or service as promised because the
transaction is difficult to reverse. Similarly, transacting in Bitcoin puts an
onus on the buyer to conduct proper due diligence before surrendering their
Bitcoin. In practice, this is less severe than it sounds. For example, when
buying a coffee in a cafe, one can observe the barista making the coffee.

Authenticating Bitcoin transactions

Each private key is known only to its user and is linked to the user’s public
address. However, there is no way of using the public address to obtain the
private key. This is because the public address is generated from the private
key via a computational process known as hashing (see box below).”® As
hashing processes are irreversible, users can share their public addresses
without fear of revealing their private keys.

Private keys are used to authenticate transactions, and so controlling a
private key determines ownership of the Bitcoin in its associated address. If
you forget or lose your private key, it cannot be recovered, and the Bitcoin is
lost;*” likewise, if someone discovers your private key, they can steal your
Bitcoin by sending it to a public address that they control. Worse yet, they
can do so anonymously because each public address is merely a string of
number and digits, without any personal information attached to it.
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The non-recoverability of private keys makes Bitcoin transactions similar
to physical currency, in that the person who holds the private key owns the
Bitcoin. As a result, the private key is, in essence, an authentication mecha-
nism, which allows users to confer ownership of their funds onto other users:
when sending Bitcoin, users sign over control of their funds to a recipient, as
identified by a public address. This effectively puts a lock on the Bitcoin,
which can only be unlocked (and therefore spent) by the user who has the
private key associated with the receiving address.” In this way, when sending
Bitcoin to someone’s address, a user is really saying ‘if you have the private
key associated with your address, you can spend the Bitcoin’.

The sender affixes a unique signature to each transaction, which is gener-
ated by hashing together: the sender’s private key, the recipient’s address, the
sender’s address and, crucially, the signature pertaining to the transaction
which conferred the Bitcoin onto the sender.’’ This establishes a chain of
ownership between the current owner and all previous users of the Bitcoin,*
which underpins its value: just as establishing the provenance of an artwork
helps prove its authenticity, linking one’s Bitcoin to a chain of previous
owners via the signature mechanism helps prove its scarcity, and thereby its
value.

HASHING AND ITS ROLE IN CRYPTOGRAPHY

The branch of mathematics concerned with obscuring information in order to keep
it secure is known as cryptography. Its name is derived from Greek and means
‘hidden writing”.*® Thus, the basic meaning of related words like encryption and its
inverse, decryption, become clear: hiding and unhiding.

Hashing is a core part of many cryptographic processes because it enables users
to share certain pieces of information without revealing linked pieces of private
information, such as a public address and its associated private key. This has to do
with the fact that hashing processes are irreversible.?*

To understand why, it is best to start with an analogy. Simply put, hashing is a
mathematical way of turning a string of characters (ie information) into a completely
unrecognizable string of characters. However, there is no way of devising the input
from the output. This makes hashing analogous to making a pancake: once the
pancake is made, it is effectively impossible to turn it back into its original
ingredients (milk, flour, eggs, etc).

In addition, a hashed output is the same length regardless of the length of the
input. For example, the Secure-Hash-Algorithm (SHA) 256, which is a core part of

Bitcoin’s encryption processes,®® returns a string of 64 characters.?® In this way,
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whether you input a single letter or Tolstoy’s War and Peace (a very long book), the
hashing algorithm returns a string of 64 characters. Furthermore, if you change so
much as a comma in War and Peace, the hashed output will look entirely different
from that of the original book. Thus, the hashed output tells us nothing about its
input.

As a result, there is no way of using the output of a hashing algorithm to find the
original input. In fact, guessing is the most efficient way of finding the input,
computationally speaking. In the context of Bitcoin, this makes it (nearly) impossible
to find the private key given the public address: as the randomly generated private
key contains 64 characters (A-F, 0-9),%" it is said that there are more private key
combinations than the number of atoms in the universe.*® As a result, guessing
someone’s private key is much, much more difficult than finding a needle in a
haystack. Even with a supercomputer, this would take an unfathomable amount of
time to find,*® making it onerously expensive and so effectively impossible,
economically speaking.*°

As mentioned above, the irreversibility of hashing processes is what enables
a Bitcoin user to share their public address and transaction-specific signature
without revealing the private key from which both were derived. Thus, the
integrity of the Bitcoin network relies on users’ ability to authenticate trans-
actions without sharing their private keys.

Also important is the fact that each user’s signature and public address
have, as part of their genesis, the user’s private key in common. Given that
each hashed output is unique to its input, each transaction can thus be veri-
fied by proving that a signature—public address pair were generated using the
same private key.*' In other words, the signature mechanism allows users to
prove that they are in possession of the private key linked to a public address,
without revealing said key.*

This process relies on advanced algebra: in essence, the public address and
signature will only fit into the same mathematical proof if they come from
the same private key.*” How this works is beyond the scope of this book (for
more information see Antonopoulos (2017). Computationally speaking, this
process makes it easy for the Bitcoin network to verify transactions as fake
signatures are readily identifiable.

Thus, hashing algorithms are an important component of the encryption
processes underpinning both e-mail and blockchain technology; of course,
most e-mail users are unaware of this because their private keys lie hidden
beneath a user interface. This is because the e-mail application stores each
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user’s private key, which is what allows users’ passwords to be recovered if
lost; similarly, many cryptocurrency wallets have password recovery features
enabled by the application storing its users’ private keys. This makes trans-
acting in cryptocurrency somewhat more user-friendly as users can, and will,
lose their passwords, and thus will need to reset them from time to time.

How the Bitcoin network reconciles differences

Blockchain networks are maintained by a multitude of computers, known as
network nodes. In the context of Bitcoin, these nodes, which log the network’s
transactions and maintain an up-to-date copy of its ledger, are known as
miners.* As blockchain networks are distributed geographically, different
users transact concurrently in different parts of the network. Without some
reconciliation mechanism, this means that different ledgers will emerge in
different parts of the network. As a remedy, transactions are stored in batches,
called ‘blocks’ which are arranged chronologically.* This puts the word
‘block’ into blockchain.

In theory, different miners could take turns adding the next block; that is,
if they were to trust each other completely, which is the case in some private
blockchain networks. However, in open-source blockchain networks, like
Bitcoin, this is not the case: as these networks allow anyone to join,* they
require a mechanism for establishing trust; in the context of Bitcoin, this
mechanism relies on the assumption that individual miners are self-serving.
In this way, the Bitcoin network maintains its integrity (and thereby user
trust) via the alignment of the system’s incentives such that individual miners
keep an accurate and up-to-date ledger as a by-product of pursuing their
own interests.*’

In the context of Bitcoin, miners reconcile their ledgers by competing for
the right to add the next block of transactions to the blockchain.*® To win
this right, a miner needs to generate a hashed output that begins with a
certain number of zeros.* As part of this, the miners combine their logged
transactions, a hash of the previous block, plus a random input, and run
these through a hashing algorithm.’® As the hashed output changes accord-
ing to each new input, the miner’s best hope, computationally speaking, is to
repeat this process as many times as possible by guessing randomly.

In addition, an output preceded by, say, 10 zeros, takes more guesses to
generate, than one preceded by two zeros. For a demonstration of this, try
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FIGURE 5.1 Blockchain linkages
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As each block in the blockchain contains a hash of all the information in the previous block, it is impossible to
change anything in the transaction history without changing all subsequent hashes.

typing random strings of text into an online hashing generator, and see how
long it takes you to produce just two or three zeros in a row. Thus, generating
the required output consumes a significant amount of processing power.

The more computing power a miner has, the more hashes it can make, and
so the greater its likelihood of adding the next block. As a result, miners that
expend more energy are more likely to add each new block, and thereby
more likely to build the longest chain. Of course, this expense is not for
naught: when a miner adds a new block, it is rewarded with newly issued
Bitcoins. This is why the network-maintaining computers are called miners;
because their activities are akin to gold miners who consume energy and
hardware (ie ‘work’) in search of a financial reward: as a result, the hashed
output that allows a miner to add their block to the blockchain is called a
proof of work.’!

The proof-of-work mechanism ensures that each block contains a hash of
the information in the previous block, including that block’s proof of work.*?
This ensures that each new block — and by extension, each new transaction —
is consistent with all prior transactions; thus it becomes impossible to change
anything about the network’s transaction history without alerting the rest of
the network, as changing so much as a comma will make all subsequent
hashes look completely different.”® In this way, the linking of blocks via
hashes puts the ‘chain’ into blockchain.

How the Bitcoin network stays honest

When a miner finds a proof of work, it announces this to the rest of the
network. The other miners must then verify the transactions in the miner’s
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block: if each transaction contains a valid public address—signature pair, the
miner is allowed to add their block to the blockchain.™

Before they can go on to look for the next proof of work, each competing
miner must verify the transactions in the winner’s block.”> As stated above,
this is done by proving that the signatures and public addresses for each
transaction fit together, algebraically speaking; any invalid transactions will
cause the entire block to be rejected,’® which results in the ‘winner’ foregoing
the financial reward of adding their block to the blockchain.

Thus, there is an incentive on the part of miners to log only valid transac-
tions, lest they lose out, financially speaking, when they find a proof of work.
Furthermore, there is an onus on competing miners to verify the winning
miner’s block quickly and truthfully, as they want to get on to looking for the
next proof of work; if they waste time disputing valid transactions, the honest
miners will get ahead of them in the race to find the next proof of work. As
a result, honest nodes are incentivized to log and verify only valid transac-
tions, knowing that other nodes are subject to the same incentives.

The importance of self-interest in maintaining the integrity of the system
becomes clearer when viewed in the context of the Bitcoin network’s core
principle: that the longest chain is the valid one.’” On the surface, this notion
may seem absurd. What if someone builds a fraudulent, yet longer chain?

To do so, one would need to command a majority of the network’s comput-
ing power. This would make a dishonest node more likely to mine a succession
of proofs of work, thus enabling it to stack blocks of fraudulent transactions
and build the longest chain; if one does not control the majority of the
network’s processing power, the honest nodes are simply more likely to build
and maintain the longest chain.’®

The reason the longest-chain principle is so powerful is that, even if a
miner were to gain control over a majority of the network’s processing power,
it would still be incentivized to remain honest.”” To understand why, let’s
consider what would happen if someone were to acquire a majority of the
network’s computing power in order to steal everyone’s Bitcoin: 1) all Bitcoin
would become worthless overnight as the currency’s value rests on the integ-
rity of the network; and 2) the value of the expensive, and over-specialized,
hardware used to subvert the system would be significantly impaired. Thus,
the longest-chain principle ensures that miners with enough processing
power to subvert the system also have the most to lose by doing so, and
therefore have more to gain by defending the integrity of the system.°
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Alternative reconciliation mechanisms

As an incentives-based system, proof of work is necessary in the context of
Bitcoin because network participants — nodes and users alike — do not trust
each other. This is because Bitcoin is a permissionless blockchain; an open-
source blockchain network which anyone can join. Thus, in the complete
absence of a vetting mechanism, individual nodes cannot be trusted to act in
any other way than that which serves their financial interests.

Alternatives to proof of work do exist for permissionless blockchain
networks. For example, under the proof-of-stake model, nodes gain the right
to add blocks by vesting cryptocurrency within the system;®! thus, if your
stake amounts to 5 per cent of the cryptocurrency vested, you get to mine 5
per cent of the blocks. In this way, nodes with a greater financial interest in
maintaining the integrity of the system are able to exercise a greater degree
of control over the evolution of the ledger.

As there are many different blockchain networks and cryptocurrencies in
existence, hybrids of these two models do exist — along with a few other, alter-
native approaches. Crucially though, all permissionless blockchain protocols
attempt to align the interests of their users (eg network integrity, security, etc)
with the financial interests of the nodes maintaining the network (ie the miners).

The potential conflict of interest between users and nodes is less of a prob-
lem in private blockchain networks, the so-called permissioned systems. In
these networks, the nodes trust one another, and so there is no need for
incentives-based reconciliation mechanisms. This is because the permissioned
blockchain networks are managed professionally, usually by a consortium of
management consultancies, technology companies and banks. By working
together, the sponsoring firms trust the consortium just as they would trust a
bank or IT vendor.

As a result, individual nodes in a permissioned network do not need a direct
financial incentive to stay honest; rather the participants in the system provide
sufficient scrutiny to maintain the network’s integrity.®* In this way, the network
does not need to expend resources on a reconciliation mechanism and can thus
devote more processing power to verifying and logging transactions. A good
example of this is RippleNet, a blockchain network run by Ripple, a start-up
backed by the likes of Accenture, Santander and Standard Chartered.®® As
RippleNet is a trust-based network, it can support 1,500 transactions per
second, which is multiples of Bitcoin’s 3-6 transactions per second.®*



FINANCIAL TECHNOLOGY

Why Bitcoin is useful as a cryptocurrency

Though the above provides an explanation of how Bitcoin works, it may still
be unclear to the reader why it works. Learning about Bitcoin is a bit like
assembling a jigsaw puzzle; by combining the individual pieces — each easily
understood on their own — the bigger picture starts to make sense. To this
end, it is useful to summarize:

« The distributed structure of the network helps ensure its robustness and
integrity by virtue of having no nexus of control.

« As no one controls the network, it is difficult to corrupt or attack.

« The network’s transaction history and source code are freely available for
all to see online, which ensures its transparency.

- This transparency means that participants can observe (and thereby trust)
the network’s rules as opposed to relying on intermediaries.

- It also means that users cannot falsely claim that they have not sent or
received a payment.

« Secure authentication mechanisms allow users to approve transactions
without compromising their privacy.

- As a result, network participants rely on the integrity of the system rather
than the good faith of their counterparties.

- This integrity is maintained by incentive structures that align miners’
financial interests with activities that promote the network’s integrity.

These facets allow Bitcoin users to transact digitally as if they were transact-
ing in cash. Thus, Nakamoto’s description of Bitcoin as an electronic cash
system® is cogent: Bitcoin is useful because, like cash, it gives its users the
option of transacting, and indeed, storing their wealth, outside the financial
system.

People living in countries with relatively low inflation and stable national
currencies, may not see the attraction of this. However, for residents of coun-
tries suffering from hyperinflation, such as Venezuela,*® holding Bitcoin may
have clear benefits. In such circumstances, storing your savings in Bitcoin
becomes preferable to suffering inflation rates above 300,000 per cent,®’
even when Bitcoin’s market value declines more than 80 per cent in the space
of year, as was the case during 2018.
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Furthermore, human rights activists, freelance journalists and other politi-
cal dissidents living under kleptocratic and authoritarian regimes, might find
a use in Bitcoin as it allows them to transact outside their countries’ financial
systems. In this way, those seeking to curtail their activities cannot eliminate
their access to finance. In addition, the inherent anonymity of Bitcoin allows
these dissidents to keep their financial activities hidden from their govern-
ments; after all, the only thing linking a person to their Bitcoin address is
knowledge of their private key: to protect their anonymity, privacy-minded
users can use new addresses for every transaction.®’

Finally, Bitcoin, and by extension, cryptocurrencies, has the potential to
promote greater financial inclusion as it enables anyone, anywhere with an
internet connection to transact globally. For the estimated 2 billion people
without access to formal financial services, this can facilitate greater access to
economic opportunities, and thus reduce poverty in developing countries.”

From Bitcoin to blockchain

The shorthand description of Bitcoin as ‘money by e-mail’”! is telling, not
only because each technology relies on similar cryptographic methods, but
also because it touches on an important truth: that financial transactions are
merely transfers of information. When we send someone an e-mail, we are,
in essence, adding information to their inbox; similarly, when we send
Bitcoin, or indeed any blockchain-based digital currency, we are merely
adding to the recipient’s balance.

Thus, Bitcoins do not, in fact, exist. Rather, what does exist, is the network’s
record of transactions. Thus, the only transfer that takes place is a transfer of
information. Because computers can process vast quantities of information,
the technology has applications in domains which require secure, yet trans-
parent authentication mechanisms, which broadens the scope of blockchain’s
potential applications to areas such as insurance and capital markets.”

Smart contracts

As blockchain transactions are, fundamentally speaking, information trans-
fers, the technology has use-cases in domains that are not, strictly speaking,
financial; in this way, there is no need for blockchain tokens, such as Bitcoin,
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as these are merely artefacts of user transactions. Instead, the transparency,
secure authentication mechanisms and robustness of blockchain networks
can facilitate all manner of user interactions. Specifically, blockchain technol-
ogy may find use-cases in areas involving information transfers.

In this regard, smart contracts appear particularly promising. A smart
contract is a programme that carries out the terms of a legal contract, if and
when its provisions are met. Thus, a smart contract is, in essence, a self-
executing legal contract. This idea is not new; in fact, many people engage
with smart contracts on a regular basis. The vending machine is a common-
place example of this: it takes payment and, subject to receiving the requisite
amount of money, renders the product to the consumer.”

Smart contracts can be combined with blockchain technology to enhance
the transparency, security and integrity of information transfers between
users. Just as people rely on cryptocurrencies to transact financially, the same
underlying blockchain technology enables them to transact informationally.
In the context of smart contracts, this means that users can confirm that
contractual provisions have been met with their private keys, thereby trigger-
ing the execution of the contract.

Thus, if there is a routine process, which relies on one or more signoffs,
lacks transparency and is time-consuming, then it can likely be facilitated by
a blockchain-based, smart contract. As a result, there are potential applications
in areas such as securities trading, regulatory reporting and risk manage-
ment.”* In addition, Blockchain-enabled smart contracts could disrupt clerical
sectors such as law, accountancy and finance by reducing the amount of
professional time required for intermediary-based processes.”” By one esti-
mate, this could reduce the overall cost base in banking by 27 per cent.”

Smart contracts are not without their pitfalls. As blockchain applications
allow users to transact anonymously over the internet, this limits the enforce-
ability of smart contracts via the courts. In addition, as these contracts are
self-executing, there is a question surrounding their applicability in cases of
fraud or error: if a private key is stolen and used to trigger a contract, is the
victim still bound by the contract? Thus, the widespread use of smart
contracts will require updates to existing contract law.””

This raises an important point in regard to new technologies: they do not
exist in isolation. As a result, they cannot be applied in a business context
without considering the surrounding legal and regulatory context. As these
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are still evolving, it is likely that the first applications of blockchain-enabled
smart contracts will be within organizations, or between organizations work-
ing cooperatively behind the scenes. In other words, in domains with
considerably less legal and reputational risk than customer-facing areas.

. CASE STUDY
Generali Group: Blockchain-based insurance

The Generali Group is a global insurance company headquartered in Italy. It has ca 61
million customers. Generali’s core business is in life, property and casualty insurance. In
2018, it collected insurance premiums amounting to 67 billion euros.”®

One of the group’s subsidiaries, Generali Employee Benefits (GEB), specializes in
work-based insurance solutions for multinational companies. GEB helps these companies
provide their employees with insurance including life, accident and health cover. Generali is
a global leader in this sub-sector: it has ca 1,500 multinational clients and is active in more
than 100 countries.”

As part of its offering, GEB provides captive insurance services. To aggregate and
provide for the risks facing their subsidiaries, international companies form internal
insurance companies, called captives. By catering exclusively to its own group of
companies, a captive enables more cost-effective and flexible insurance cover for the
group’s employees. In addition, insurance captives allow their parent companies to retain
underwriting profits and gains on invested reserves.®

Furthermore, captives enable groups to pool their employees’ risks, thereby achieving
economies of scale.®’ In this way, they protect individual subsidiaries from unpredictable
increases in the cost of providing insurance cover. In the wake of a workplace accident,
such as a factory fire killing several employees, the individual subsidiary would be faced
with significantly higher insurance premiums. However, for a large multinational, a
localized event like this would make little difference to the overall cost of insuring its
employees on a global scale: the losses stemming from freak accidents would likely be
offset by lower than expected accident rates in other areas.

Running an insurance company with tens, if not hundreds, of thousands of insured
people, spread across multiple jurisdictions is not an easy task. In addition,
multinationals specializing in non-financial sectors may not have the expertise, or
inclination, to manage their own insurance captives. As a result, they employ companies
like GEB to do it for them.

In practice, GEB'’s captive insurance service works as follows: the client’s subsidiaries
buy insurance on behalf of their employees from local insurance companies affiliated with
GEB.®2 Then, Generali takes on the risks of these policies by undertaking to pay their
claims in exchange for their premiums.® In this way, the local insurers effectively manage
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each policy (a service for which they receive a small part of the premium), while the
insurance risk is ceded back to Generali. This process is known as reinsurance.

GEB pools the insurance policies into a global book, collecting premiums and
recompensing local insurers for claims paid. On a periodic basis, Generali pays the
captive a dividend, provided that premium income exceeds claims and other expenses;
if claims exceed certain pre-defined thresholds, they are charged against captive’s
capital.®* This means that the insurance risk ultimately sits with the client’s captive,
and not GEB.

According to Generali, its captive insurance solution has more to offer than economies
of scale and convenient access to insurance expertise: GEB consolidates information
about underlying policies and reports this back to the insurance captive.®® In theory, this
allows clients to detect global patterns and identity outliers, which, in turn, should
facilitate better oversight, risk management and sharing of best practice.

In 2019, Generali announced the launch of a blockchain-based captive insurance
solution with the expressed aim of streamlining GEB’s operating model by integrating
different stakeholders’ systems, data and processes. This announcement followed a
successful prototype, developed in conjunction with Accenture, which involved Syngenta,
a multinational agriculture company, and local insurers in Serbia, Spain and Switzerland.®®

Speaking of the solution, Andrea Pontoni, GEB’s Chief Operating Officer, said: ‘The use
of this technology eliminates the need for a central authority or intermediary to process,
validate or authenticate data exchanges... [it] enables the stakeholders... to share and
synchronize both contractual agreements and underlying data.’®’

Generali’s solution is inspired by B3i, a collaborative effort led by a collection of large
insurance companies with the aim of exploring applications of blockchain technology.®®
Set up in 2018, B3i is owned by a group of insurance market participants from around
the world, which includes Generali.® It aims to enable ‘frictionless risk transfer’ in an
insurance industry still held back by legacy work-flows dominated by e-mail and
telephone-based processes.’

In 2019, B3i launched a blockchain-based reinsurance solution for catastrophe
insurers that enables them to: negotiate and structure reinsurance contracts; send
messages; share documents; and, track their status and surrounding workflows.®' These
features are important because insurance obligations (and premiums) are often shared
between multiple reinsurers. B3i estimates that this solution could reduce the e-mail flow
surrounding reinsurance transactions by as much as 90 per cent.®?




BITCOIN, BLOCKCHAIN AND CRYPTOCURRENCIES

How can the various facets of blockchain technology
Q facilitate GEB’s captive reinsurance processes?
(Suggested answer at the end of this chapter.)

Practical issues regarding blockchain and cryptocurrencies

Although blockchain technology holds great promise, there are several big-
picture practical issues that must be addressed before rolling out a solution
in a consumer or business context. In both domains, these primarily have to
do with the usability and usefulness of blockchains. That said, there are also
regulatory issues regarding their use, particularly in regard to money laun-
dering and financing of terrorism” (for more on this, refer to Chapter 8).

As private keys cannot be reset, blockchains, at least in their purest form,
are not consumer friendly. Consequently, bare-bones blockchain applications
are probably more useful behind the scenes, away from the consumer, who
can, and will, make mistakes. That said, irreversible hashes underpin e-mail
technology, and yet we can reset e-mail passwords: this is because the private
key is hidden beneath a user interface. Rather than trusting the consumer
with a private key, the e-mail application stores it for us. When we lose our
password, we can reset it via a quick message to our mobile phone or an
alternative e-mail address.

In this way, e-mail user-interfaces are designed to prevent us from losing
access permanently; after all, we humans are fallible. As a result, fintechs
would do well to build their blockchain applications accordingly, and design
them to assist users when they make mistakes, or, better yet, prevent them
from making said mistakes in the first place. Thus, it is incumbent on any
blockchain solution intended for mainstream use to have foolproof security
processes, and an intuitive user interface (see Chapter 3).

The tendency of consumers to err is perhaps why so many of the enterprise
blockchain applications seen before 2020 were deployed behind the scenes.
For most organizations, consumer-facing areas are inherently risky as
mistakes can come with a reputational cost. As a result, large organizations
appear to be experimenting with blockchain technology for internal or
behind-the-scenes applications first, as can be seen in the case study above.
Similarly, in 2018, HSBC announced that it had successfully used blockchain
to facilitate a trade finance transaction; crucially, the prototype transaction
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was a letter of credit concerning two subsidiaries of the same multinational
client:** in other words, in a paper-laden area where the stakes were compar-
atively lower than its more consumer-facing business lines.

Although the usability of blockchain solutions can be enhanced somewhat
by designing better user interfaces, there are issues regarding the usefulness
of cryptocurrencies for mainstream adoption. The idea of an open-source,
private currency system like Bitcoin is compelling because of its inherent
monetary discipline: if there is no central authority to control the issuance of
a currency and the laws concerning its use, its supply cannot be increased
without its users switching into other, less inflationary, forms of money.”
Therefore, if issuance exceeds the natural demand for a currency, its price
will drop. That Bitcoin is a fixed-supply currency is perhaps a result of this
reality. New issuance will cease once the supply of Bitcoin reaches 21
million:*® at this point, the network’s upkeep will be funded via transaction
fees.”

Unfortunately, Bitcoin and its cryptocurrency peers have yet to reach
mainstream adoption. This is not a failure of the free market; rather, it is
because no functional cryptocurrency alternative to mainstream fiat curren-
cies (ie dollars and euros) has emerged. For any asset to be useful as money,
it must fulfil three functions: a medium of exchange, a unit of account, and a
store of value.”

Cryptocurrencies are extremely volatile. This volatility gets in the way of
their usefulness as money. If the value of an asset can change in the time
between one agrees to a transaction and its completion, such as ordering
pizza in a restaurant and paying for it post consumption, then it is not useful
as a medium of exchange or, for that matter, a unit of account. Of course,
dollars and euros are volatile as well. However, their volatility is much lower
and generally goes unnoticed by day-to-day consumers as they get paid and
have most of their expenditures in the same currency.

This leaves one monetary function for cryptocurrencies, as a store of
value. In this regard, the usefulness of cryptocurrencies depends on two
things: the users’ holding period; and, the users’ surrounding economic
circumstances. For users who live in countries with stable countries, holding
cryptocurrencies as a short—-medium store of value may not appear attrac-
tive. However, as cryptocurrencies can be removed from the financial system,
this gives them safe-haven properties, in that they are likely to hold value
during times economic uncertainty. This effect was observed during the
2010-2013 Greek and Cypriot financial crisis, which saw an increase in
local Bitcoin prices.”
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As a result, there may be a case for holding cryptocurrencies on a long-
term basis, as a hedge against economic, market and political uncertainty.
This notion appears to be supported by empirical evidence, which suggests
that Bitcoin, as a safe-haven asset, is something of a hybrid between gold and
the dollar.'® As a result, there may be a place for cryptocurrencies as part of
a diversified portfolio of assets, on the assumption that troubled times will
continue to produce volatile, yet upward increases in cryptocurrency values.

In theory, the volatility of cryptocurrencies should decline with more users
and increasingly liquid markets. In the context of Bitcoin, this appears to be
happening, in that its average volatility has come down somewhat since its
inception.'”! That said, this volatility remains high: broadly speaking, the
rolling 30-day average volatility has fluctuated between 1 per cent and 15
per cent since 2013.'

To reduce the volatility of a cryptocurrency, one could back its value with
a more stable asset, such as gold. As a cryptocurrency is only ever worth
what someone else is willing to pay for it, doing so would likely put its vola-
tility on a par with that of the underlying asset. In this way, an asset-backed
cryptocurrency would be akin to an exchange-traded fund (ETF), because
this derives its value from its underlying assets.'”

Moreover, asset-backed cryptocurrencies would have an inherent advan-
tage over conventional asset-backed currencies in that they can be digitally
sub-divided into smaller parts — unlike their underlying assets. In theory, this
should prevent asset-backed currencies from becoming impractical to use if
the value of their underlying assets rises faster than the price of goods and
services. In these circumstances, users of an asset-backed cryptocurrency
would merely need to transact in lower denominations in order to preserve
their liquidity.

Asset-backed or not, permissionless (aka open-source) cryptocurrencies
rely on a cohesive community of users, miners and developers. To implement
network updates, a community must be able to align the interests of these
stakeholders — in other words, it must have some modicum of governance.
Unfortunately, the governance surrounding many cryptocurrencies has been
lacking. As the largest cryptocurrency, Bitcoin is perhaps the most striking of
example of this; over the years, network updates have been impeded by
conflicts between miners, users and open-source developers.'™ As a result of
such governance issues, the community has struggled to adapt the network
to accommodate the increasing volume of users, which led to the separation
of Bitcoin into two separate cryptocurrencies in 2017.'%
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The community politics and slow pace of change exhibited by some
permissionless networks accentuate the appeal of permissioned systems: as
centrally run private networks, they are run like IT vendors, complete with
professional management, user support and periodic of software updates. R3
is a good example of such a network; as the firm behind Corda, an enterprise-
level blockchain, it is run by 180 professionals who are supported by more
than 2,000 technology, financial and legal experts.' These are drawn from
R3’ supporting institutions, which comprise organizations from various
industries, as well as the public sector.'®”

Permissioned systems have an additional advantage in that they are more
energy efficient than permissionless systems. It has been estimated that the
Bitcoin network consumes as much electricity as the Republic of Ireland.'*
As this estimate is from 2014, it is likely that this footprint has since increased
significantly. Trust-based permissioned systems do not have this problem as
they do no need to invest energy in computationally intensive reconciliation
processes such as proof of work.'"” Consequently, permissionless systems
will require more energy-efficient reconciliation mechanisms to be sustaina-
ble in the long run; otherwise, they risk being swept aside by permissioned
networks offering faster, cheaper transactions and lower carbon footprints.

Regardless of their reconciliation mechanism or governance structures,
blockchain networks are at risk of being misused by bad actors. In the context
of cryptocurrencies this means fraud, money laundering and/or the financing
of terrorism.'"” This puts an onus on organizations deploying blockchain
solutions to consider how they can be abused — which is not always obvi-
ous — and implement preventative measures into existing anti-money
laundering and data protection processes; these will be further addressed in
Chapters 7 and 8.

L| CASE STUDY
Facebook and the Libra cryptocurrency

In 2019, Facebook announced that it was working on a cryptocurrency called Libra.
Unlike many other cryptocurrencies, Libra is a stable coin, meaning that it is backed by a
reserve of financial assets, such as mainstream fiat currencies and short-term government
bonds."" The supply of Libra is not fixed; as a result, the issuance and redemption of
Libra tokens entails cash flows in and out of its reserve.'"?
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The Libra blockchain was conceived as a permissioned network managed by the
Switzerland-based Libra Association. This organization is a non-profit funded by interest
income on assets in the Libra reserve. Though it is Facebook-led, Libra is independent of
Facebook’s core business; rather, the Libra Association is backed by organizations from a
diverse array of sectors, ranging from finance and technology, to non-profits and
academic institutions. It has ca 100 founding members, which include the likes of Uber,
Vodafone, Spotify and Coinbase.'"?

The Libra network is maintained by a collection of validator nodes, each controlled by
a founding member.""* Thus, rather than putting their trust in the system’s incentive
structures - as they would do with Bitcoin — users trust Libra’s governance structures and
those of its founding members. This removes the need for computationally intensive
reconciliation mechanisms, which should make for faster transactions and lower energy
costs.

In addition, the asset reserve protects Libra’s value from speculative swings, which
should increase its liquidity.'" In this way, Libra addresses some of biggest drawbacks of
Bitcoin — namely its volatility, slow transaction speeds and environmental footprint - thus
making it more useable.*®

Libra is intended to facilitate greater financial inclusion by connecting the world’s
unbanked to the global financial system.""” This cuts both ways: whilst Libra enables
entrepreneurs in developing countries to access capital cheaply and easily, it also allows
savers in low-growth economies to access investment opportunities anywhere in the
world. In this way, the ‘global, open, instant, and low-cost movement of money will
create immense economic opportunity and more commerce across the world’."*®

That said, Libra is by no means an exclusively charitable endeavour: during a
conference call with investors, Facebook CEO Mark Zuckerberg said that Libra is ‘really
just one of a set of things - everything from Instagram Shopping, which is going to help
people connect to brands and emerging creators, to Facebook Marketplace which is more
consumer-to-consumer paying and buying and selling used goods, or things like
WhatsApp Business, which is more about connecting with small businesses.”"™®

After the release of the Libra White Paper in 2019, concerns were raised regarding its
global impact. For example, significant uptake in any one country, particularly a smaller
one, may take monetary policy out of the hands of the central bank as users can simply
take to transacting in Libra rather than their local currency. In addition, it is feared that
global uptake will create distortions in the capital markets pertaining to Libra’s underlying
assets.'?°

Furthermore, in 2019, the United States Treasury Department stated that the Libra
Association would be subject to a wide-ranging set of laws and regulations, including
those concerning privacy, anti-money laundering (AML) and countering the finance of
terrorism (CFT). Moreover, the Treasury stressed that organizations facilitating the trade
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of the Libra cryptocurrency would be subject to the same AML/CFT controls as
conventional financial institutions.'®'

In addition, concerns have been raised regarding Facebook’s role in leading a global
currency project like Libra.'?? Over the years, the company’s reputation has suffered due
to a number of scandals involving user data. Most notably, it was censured for its role in
the Cambridge Analytica scandal, in which millions of users’ personal data was allegedly
used by third parties without their knowledge.'?* This resulted in an investigation by the
US Federal Trade Commission, culminating in a US$5 billion penalty and an undertaking
by Facebook that it would overhaul its framework for protecting user privacy.'?*
According to FTC Chairman Joe Simons, these measures were put in place ‘to change
Facebook’s entire privacy culture to decrease the likelihood of continued violations’."*®

This was not the first time that Facebook has been punished for failing to protect user
privacy. In 2018, the Information Commissioner’s Office in the UK fined Facebook
£500,000 for failing to obtain clear and informed consent when sharing users’ data with
third parties between 2007 and 2014. This fine was the maximum allowable under UK
law, pre-GDPR."?¢

According to regulatory disclosures from Facebook Inc, the company views adverse
changes in regulation as one of the risks facing its business model. In addition, the
company notes that its over-reliance on advertising revenue means that maintaining the
quality and relevance of the data it collects from its users is a core element of monetizing
its properties, which besides Facebook, includes WhatsApp and Instagram. To this end,
maintaining user trust is paramount in facilitating data collection."?’

If you were a regulator, what potential reservations
Q might you have about allowing Libra into your jurisdiction?
(Suggested answer at the end of this chapter.)

Chapter summary

This chapter was intended to give the reader a basic understanding in crypto-
currencies and blockchain technology as well as to understand how and why
blockchain-based applications are useful in a non-currency context. As
discussed above, blockchain is, to a large degree, an agglomeration of exist-
ing technologies such as cryptographic hashes and peer-to-peer networks. In
this way, blockchain is, in many ways, analogous to e-mail technology.
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When combined with smart contracts, blockchain’s potential uses expand
significantly. This is because a cryptocurrency, like Bitcoin, is no more than a
decentralized database of a network’s transactions: its secure authentication
protocols, transparency, decentralized control and robust reconciliation
mechanisms make the underlying blockchain technology useful in domains
that involve approval processes, and information transfers contingent
thereon. In this way, blockchain could be used to optimize many back-office
processes and lead to significant cost savings.

|'_'» KEY TAKEAWAYS

The most important points from this chapter are:

« Atransaction on a blockchain is a transfer of information.

- Blockchain enables parties to transact without intermediaries due to its
authentication mechanisms and transparency.

« It has potential time-saving applications in routine processes that lack
transparency and require multiple layers of approval.

» A foolproof user interface is required if blockchain solutions are ever to succeed
with consumers because private keys are not recoverable.

SUGGESTED ANSWERS TO DISCUSSION POINTS

How can the various facets of blockchain technology facilitate GEB’s captive
reinsurance processes?

As GEB’s business involves transferring risks and rewards pertaining to insurance
agreements passed between at least three parties (the local insurer, Generali and the
client’s captive), blockchain could be useful in several ways, for example:

« The network’s transparency could replace conventional communication
mechanisms (e-mail, phone) for keeping track of who owes whom what.

« Payments could be automated subject to proper authentication on the
blockchain.

- Agreements could be standardized (with sufficient modularity for dates, client
addresses, premium amounts, etc) which would enable them to be checked
automatically rather than reviewed by costly lawyers/auditors.
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All stakeholders may be able to view the status of the insurance agreements in
real time. For GEB, this could mean being able to consolidate the latest
information about its entire captive business and feed this into its management
information systems, thereby enabling better oversight and risk management.

Stakeholders may be able to authenticate information transfers on the blockchain
rather than signing contracts. This would eliminate the need for paperwork,
which would reduce the risk of contract/policy errors.

If you were a regulator, what potential reservations might you have about
allowing Libra into your jurisdiction?

A financial regulator, or indeed a policymaker, might have the following reservations
about allowing Libra into their country:

As with other financial innovations, there is a risk that Libra could be used by
criminals and terrorists for transferring funds.

Facebook’s business model relies on harvesting user data. Even though it has
committed to maintaining Libra as a separate entity, controlled by its member
organizations, it is likely that allowing Libra into the Facebook ecosystem will
enable it to harvest user data. No other financial institution has this level of
information on their users. Does this give Facebook too much power and/or an
unfair competitive advantage?

Given Facebook’s record on handling user data, there is a question to be
answered on whether it can be trusted with users’ financial transactions.

If the Libra reserve grows very big, might this give the Libra Association
extraordinary power over smaller countries if their currencies are included in the
reserve? For example, if a small country like Denmark has its currency included,
might this create distortions in the market for Danish kroner? Also, with the
implied threat of being ejected from the Libra reserve, there is a risk that
authorities in smaller countries like Denmark might feel pressured to neglect
enforcing local laws against Facebook and members of the Libra Association.
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Digitizing the price mechanism

The impact of automation and social media on financial markets

LEARNING OBJECTIVES
This chapter will help you understand:

«  Why prices transmit information.
« How markets aggregate data.

- How digitization is changing financial markets.

Introduction

What is the economy? What is the internet? These questions have, at least,
two answers in common: the first is that they are both networks; the second
is that they are both markets. Whereas the web is a marketplace for informa-
tion, the economy is a marketplace for goods and services. The transactions
in either sphere are, in essence, signals: internet users transact via clicks and
messages, while consumers communicate with their wallets.

Thus, web browsing and transacting financially both entail a transfer of
information. In this chapter, we examine how the confluence of these data
flows is affecting the financial system. As part of this, we explore how the
web and the global financial system are merging: as overlapping networks,
these are connected via the transmission of electrical signals, and more
abstractly, price movements in financial markets.
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Prices as a communication tool

A user’s browsing data can illuminate their interests, beliefs and emotional
state. Meanwhile, financial transactions can provide insight into what that
user has bought and — if there is a discernible pattern — what they might buy
in the future. Hence, both types of data have commercial value.

However, making a payment forces an individual to weigh up their needs
and preferences in a way that browsing the web does not. The decision made
at the point of sale represents the net result of this exercise. Consequently,
people’s transactions can be seen as expressions of their most important
needs, preferences and values at the time of the transaction.’

When making transactions, individuals and businesses convey their prefer-
ences to the rest of the economy. The sum of this information manifests in the
prices set according to supply and demand: high prices indicate unmet needs
while low prices signal abundance. In this way, prices act as signalling mech-
anisms for the allocation of resources.”

Thus, the price mechanism - like the internet — is a two-way communica-
tion system. Internet users convey information with clicks and messages;
participants in the market economy do so via prices.’ As prices are quantified
in monetary terms they make the costs of different options comparable,
thereby helping consumers prioritize their expenditures: for example, it would
be difficult to decide between going on holiday or buying a car without prices.

In addition, prices help producers direct resources towards their most
profitable use.* In many enterprises, this tends to be towards the supply of
goods and services that generate the highest profit. Though it may not be
feasible for producers to ascertain the preferences of each individual
consumer, they can observe overall shifts in consumer behaviour via chang-
ing market prices.’ This, in turn, facilitates decision making as each business
decision can be evaluated with a simple question: does it make money?

Therefore, the price mechanism is effectively an information conduit
between consumers and producers.® On one hand, prices aggregate and
convey consumer needs to producers; on the other, prices help producers
communicate the cost of meeting these needs back to consumers. In this way,
prices help both parties prioritize their spending.

Mean estimates

Broadly speaking, producers behave in similar ways in that they pay close
attention to market signals in order to maximize profits. The same cannot be
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said for consumers, who can exhibit vastly different spending patterns: while
some people never drink alcohol, others may spend hundreds of thousands
of pounds on champagne in a single night.”

However, as a group, consumer preferences tend toward those of the average
person. For every millionaire buying bucketloads of champagne, there are many
more people who never drink or only do so on special occasions. As a result, the
average champagne consumption per person will be somewhere in between
these extremes, closely resembling that of a great number of consumers. This is
because each person’s spending is, in effect, their vote on what the average
person’s consumption ought to be. In large groups, extreme preferences — both
high and low - tend to occur to the same degree on either side of the population
mean (aka the average): like a perfectly balanced tug of war, these extremes tend
to offset each other. As a result, they do not affect the mean itself.

This phenomenon can be seen in many areas of life with large numbers of
people making choices independently. For example, the statistician Francis
Galton famously observed that 800 or so farm show attendees were, as a group,
able to guess the weight of an ox: though individual guesses varied widely, the
average guess was within 1 per cent of the ox’s true weight.®* How could this be?

The answer lies in the fact that estimation errors (ie extreme guesses) tend
to cancel each other out; while some estimates are too high, others are too
low. However, given a sufficiently large group of people, the most inaccurate
guesses cancel each other out, thereby leaving better-informed estimates to
form the group consensus (ie the mean estimate). Though statisticians have
known about this phenomenon for some time, it has been popularized as the
wisdom of crowds.”

This effect is also present in financial markets. To understand how, we
must look at the mechanics of transacting in financial markets. For the
purposes of this discussion, all traded instruments (eg stocks, bonds, deriva-
tives, etc) shall be referred to generically as securities.

Liquidity in financial markets

Trading in financial markets is a tug of war between buyers and sellers. On one
side, buyers want to pay the lower price, called the bid; on the other, sellers
want to receive the higher price, known as the offer or ask." The difference
between the two prices is called the spread."!
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The first party to give in crosses the spread and accepts the other side’s
best price. For example, when buying a security, you would have to accept
the seller’s offer and pay the higher price. All else being equal, if you were to
sell the security in the same instant, you would receive the buyer’s bid price,
less than what you initially paid. Thus, the spread is a transaction cost.

As a result, neither bid nor offer prices reflect a security’s true value.
Rather, the average of the two prices, called the mid-price, can be taken as a
more accurate estimate of a security’s true worth in the eyes of both buyers
and sellers. All else being equal, if a buyer and seller were to transact at the
mid-price, they would effectively share the cost of the spread. In this way, the
market mid-price reflects all information, both positive and negative, rele-
vant to determining the security’s value.

In practice, market participants do not have to transact at the prevailing
bid—offer prices. Rather, these prices tend to be for unsophisticated investors
transacting with the market maker, who earns the spread by simultaneously
transacting on both sides of the market.'* Generally speaking, transacting at
the prevailing bid—offer spread ensures that one’s trade is completed, albeit at
the cost of the spread; this compensates the market maker for providing
liquidity to the market.

In general, the more liquid a security, the easier and cheaper it is to trade.
Thus, the concept of liquidity explains the positive correlation between the
number of market participants and the cost and ease of transacting in a
market; in this way, a market with a greater number of buyers and sellers is
more liquid. This can be explained by the intra-group competition that exists
on both sides of the spread.

Securities trading commonly takes place via protocol known as a
central limit order book. As seen in Figure 6.1, this system entails ranking
proposed trades in terms of their acceptability, pricewise, to the other side
of the market.” In this way, the highest bid and the lowest offer prices
will be adjacent in the order book. To jump to the front of the queue, a
trader must submit a price that is higher than the highest bid, if buying,
or lower than the lowest offer, if selling; for a transaction to occur, some-
one must cross the spread and accept a proposed trade from the other
side of the market.

When the number of market participants increases, the greater degree of
competition narrows the spread as both buyers and sellers compete amongst
against each other to transact with the other side. In this way, individual
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FIGURE 6.1 A central limit order book

Price Size
124.05 4
123.95 10
123.78 17
Lowest offer 123.50 20
Highest bid 123.20 34
123.15 21
123.00 5
122.94 1

Trades are ranked according to their acceptability to the other side. This means higher bids (ie proposed buys)
and lower offers (ie proposed sells) go to the front of the queue. When a buyer crosses the spread, they will
receive the highest offer; if their purchase is larger than the size of the best offer, it will be topped up with
securities from the second-best offer. For example, if someone were to buy 25 securities in the order book
above, they would purchase 20 securities at 123.5 and 5 securities at 123.78.

buyers attempt to outbid each other in order to make their proposed trades
more attractive to potential sellers, thereby pushing up the bid price.
Meanwhile, a similar competition between sellers drives down the offer price.
Consequently, a greater number of market participants narrows the spread,
thereby making it easier and cheaper to transact. Similarly, reducing the
number of market participants would widen the spread, thereby increasing
the cost of transacting.

Over the last few decades, financial market liquidity has increased in
tandem with greater connectivity and advances in technology. For example,
forex (foreign exchange) spreads have fallen notably since the digitization of
currency markets in the 1990s."* In this way, technological advancement has
improved access to financial markets and lowered transaction costs; this, in
turn, has enabled progressively smaller transactions.

As a result, the pool of market participants has grown which, combined with
freer information flows, has increased the efficiency of financial markets.” In
this way, better informed — and more plentiful — market participants facilitate
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the accurate pricing of securities. That is to say, liquid securities trade at market
prices that generally reflect all information relevant to their accurate valuation.

As a market for a security is effectively a poll of buyers and sellers regarding
its value, each completed trade represents a consensus opinion regarding its
value at a given point in time. The word ‘consensus’ is important because the
transacting buyer and seller did not reach this agreement in isolation. Rather,
a multitude of potential buyers and sellers voted with their bids and offers to
frame the trade in a narrow price range that was agreeable to both sides of the
transaction. Thus, while only two parties transacted financially, a multitude of
parties transacted informationally.

In this way, it is the accumulated knowledge and intentions of competing
market participants, expressed through their bids and offers, that collectively
decides on a security’s price. As market prices are established by the continuous
trading of buyers and sellers, each completed trade represents the market’s
consensus estimate of a security’s value at a given point in time; as new informa-
tion comes out, the combined reactions of market participants ensure that this
consensus shifts accordingly. Thus, a security’s market price should, at all times,
reflect all known information relevant to its value; when this is the case, the
market can be said to be efficient.'®

While academics have been arguing for decades over the extent of finan-
cial market efficiency, it appears that the greater connectivity and information
flow enabled by the internet has accelerated the assimilation of knowledge
into security prices: this is not surprising given that universal access to infor-
mation combined with a large pool of market participants are key prerequisites
for market efficiency.'” This, in turn, is reshaping the relationship between
financial markets and the web. To understand how, it is necessary to examine
how markets assimilate information in the context of the efficient market
hypothesis (EMH)."®

Market efficiency and passive fund management

By forcing buyers and sellers to compete, the bid—offer mechanism ensures
that prices in liquid financial markets generally reflect all relevant informa-
tion. In order to transact, buyers and sellers must arrive at a price that is
acceptable to both sides of the spread. Therefore, they must settle on a price
that reflects both the optimistic and pessimistic perspectives on the security; in
other words, one that simultaneously reflects reasons for buying and selling
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the security. As market participants do not want to give the other side an
unduly favourable price, they compete to value the security more accurately
than their counterparties. Because buyers and sellers approach this problem
from opposing perspectives, this competition ensures that all information
pertaining to the security’s value is included in its price.

As an example, consider the following question: what is the most you
would pay to purchase a five-dollar bill? If you are rational, the answer is
US$5 because you know exactly what the piece of paper is worth. Now,
consider the opposite proposition: what is the lowest price you would accept
for selling a five-dollar bill? Again, the answer should be the same as before:
exactly $5. Of course, there is no market for five-dollar bills. This is because
all information pertaining to its value (ie $5) is known, and so no profit can
be made from having better information.

In financial markets, things are not as straightforward. Though infor-
mation about a given security may be widely available, it generally yields
a more nuanced, and sometimes contradictory, picture of the security’s
value. This leads to different market participants arriving at different valu-
ations. They settle these disagreements via the market, hoping to edge out
a profit at the expense of their counterparties by valuing the securities
more accurately.

In theory, this competition should ensure that a security’s market price never
strays too far from the price that reflects all information pertaining to its
value."” To understand why, consider what happens when a market participant
submits a trade that is too far removed from prevailing bid—offer prices: either
the trade is not accepted because its price is worse than those of other trades
on the same side of the spread; or, if the trade goes too far into enemy territory
(ie by being unduly favourable to the other side), it quickly gets snapped up by
more savvy traders. In this way, market participants who consistently misprice
securities remove themselves from the market, either by never trading or losing
all of their money.

As a result, it is not necessary for all market participants to possess all
information relevant to valuing a security. Rather, all that is required is a
sophisticated core of rational investors who do. Consequently, as long as
there is enough liquidity to hold the centre around the bid-offer spread,
trades that deviate too far from the market consensus will not affect prices
significantly.

When new information is released, the tug of war between buyers and sellers
quickly establishes a new consensus price to reflect the market’s newfound
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knowledge. Any new information relevant to the value of a security affects its
supply and demand. This, in turn, upsets the balance of bids and offers, moving
the mid-market price. Given free-flowing and widely available information,
such changes can happen almost instantaneously as buyers and sellers readjust
their expectations concurrently.”

In theory, an efficient market ensures that security prices adjust instantane-
ously in response to new information. This renders securities trading a futile
exercise: as the market mechanism ensures that prices reflect all relevant infor-
mation, it should therefore be impossible to consistently make investment
returns above the market average, by any means other than chance.”'

In practice, however, some investors do consistently make returns above
the market average. However, this tends to be the domain of professional
investors as the required labour — in the form of research, market analysis
and trading — makes this endeavour a full-time job. As a result, the above-
average returns accruing to these highly sophisticated investors can be seen
as their reward for maintaining the efficiency of the market.

In markets that are efficient or nearly efficient, the unsophisticated investor
can benefit from the work of sophisticated investors by adopting a passive
investment strategy. As part of this, the investor does not attempt to outper-
form the market by picking individual securities. Rather, they put their money
into funds that track well-known market indices such as the FTSE 100, which
is comprised of the 100 largest companies by market capitalization trading on
the London Stock Exchange.”” As the FTSE 100’s constituent securities are
widely traded and well known (that is to say, liquid), the investor is, on the
whole, buying a basket of securities that are priced accurately. This is not a
bad trade: very few investors can outperform the market consistently and a
passive investment strategy removes the risk of underperforming the market
to any significant degree.

Crucially, the investor can achieve this without putting in the time and effort
required to analyse and trade individual securities. In this way, passive invest-
ment strategies optimize returns for the time required for their implementation.
Indeed, these strategies can be automated with applications that recommend
fund allocations based on an individual’s risk appetite. These applications,
known as robo-advisers (see the case study in Chapter 2), effectively allow
people to put their investment strategies on autopilot, thereby minimizing the
time cost of investing.

As it has become increasingly difficult to outperform market indices via
conventional investment strategies,” more and more investors are turning to
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passive investment. For example, in 2016 the Financial Times estimated that
a third of all money held in US mutual funds was invested passively; three
years before, this figure had been around 25 per cent.*

Passive investment funds typically have lower management fees than
active funds do. After all, a passive investment strategy is relatively easy to
automate as it is rules based (eg ‘buy all stocks in the FTSE 100 in propor-
tion to their market capitalization’). As a result, passive investment funds
are much cheaper to run than actively managed funds (which incur research
costs, for example). Ultimately, this translates into lower charges against the
assets in passive funds. As fees are predictable, while investment returns are
not, the leaner fee structures of index funds underpin the growing popular-
ity of passive investment strategies. In turn, this trend is putting pressure on
fee revenue across the investment management industry.” Thus, asset
managers find themselves pushed towards greater technology application in
their operations in order to realize efficiencies as a way of making up for
declining fee revenue.

Sentiment mining with natural language processing

As passive investment grows in popularity, more sophisticated investors find
themselves in a race to profit from having more up-to-date information than
their competitors. To acquire this information, some investors turn to social
media in the hope of finding patterns in user posts to serve as indicators of
market sentiment, and thereby predict price movements.*

These investors use sophisticated computational techniques, known as
natural language processing (NLP), to gather and analyse vast quantities of
user posts on social media platforms. The tone and volume of user posts can
be used to capture overall market sentiment or, indeed, sentiment with
regard to a particular security.”” For example, a programme may detect an
uptick in the volume of posts containing negative adjectives about a
company’s products: for example, a technology company’s latest mobile
phone may described in user posts as being ‘useless’, ‘slow’, or ‘rubbish’,
which could indicate disappointing sales in the future. When a shift in
market sentiment is identified, the programme makes an automated trade in
response. In this way, sophisticated investors are able to trade before this
information is fully assimilated into market prices, thereby profiting from
being ahead of the market.
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NATURAL LANGUAGE PROCESSING

NLP can be described as the intersection of linguistics and artificial intelligence.?®
NLP enables computers to translate human language into computer language. In this
way, human communications can be compiled and analysed by computers to
identify problems and offer solutions. The applications of NLP are manifold,
including automation of customer support centres, translation, text suggestion
features and legal contract analysis.

During the infancy of the field, it was thought that NLP should take a rules-based
approach to computerizing human language.” However, writing a rule for every
circumstance is labour intensive and difficult to scale. As language is constantly evolving
and used in different ways by different people, there are many subtleties which are hard
to codify as computers take everything literally: puns, specialist jargon, things unsaid
and words whose meanings are context-dependent, such as spirit (which can, among
other things, be used to refer to a person’s soul or an alcoholic substance).*

This is where machine learning (ML), more commonly known as artificial
intelligence, comes in. ML is a probabilistic approach to decision making that uses
large quantities of data to inform NLP algorithms (for more on this, see Chapter 4).%
Instead of using experts to write hard and fast rules, NLP employs ML to make
probabilistic inferences based on the data captured from user behaviour. For
example, a text-suggestion algorithm may detect that the word ‘cat’ is most often
associated with the adjective ‘cute’; then, when someone types ‘The cat is’, the
algorithm may recommend completing the sentence with ‘cute’. If the user ignores
this suggestion and starts the next word with an ‘f’, the algorithm may recommend
completing the word with ‘funny’ - having detected that a word beginning with ‘f’,
when associated with ‘cat’, is likely to be the adjective ‘funny’. Regardless of the
user’s ultimate choice, the algorithm uses this input, along with that of thousands, if
not millions, of other users, to inform future recommendations.

To make sense of user input, NLP algorithms employ a set of computational
techniques known as lexing and parsing. This starts with the lexing process, which takes
user inputs, in the form of a strings of characters, and distils these into individual units
of meaning, known as tokens.*? As part of this process, the lexing algorithm matches
each input against a library of examples in order to find its meaning; when an input
matches an example, the now identified token is sent to the parsing algorithm.??

Then, the parsing process seeks to establish relationships between tokens.** It
does this by matching the structure of the tokens against examples of known
patterns. When supported by ML, the parsing algorithm’s choices are dictated by the
weight of data, and therefore represent the most likely, rather than perfect,
matches.?® Thus, by establishing a pattern, the computer is able to classify the user’s
input into a decision tree and respond accordingly.
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The growth in web-connected consumer devices — such as laptops and smart-
phones — coupled with increases in computing power has greatly facilitated data
gathering via social media platforms and content-rich websites such as wikipe-
dia.** Consequently, the writing of the rules for NLP algorithms has become
crowdsourced: rather than relying on experts, the task of computerizing mean-
ing from language has been outsourced to millions of brains via the internet.

Thus, social media platforms have effectively become polling tools.*”
However, unlike a direct survey, social media users do not know they are
taking part. As a result, their input will not be biased by the knowledge that
they are being polled. This is a common problem in direct surveys, where
respondents may be tempted to give the answer that they think the inter-
viewer wants to hear, rather than what they actually think.

That said, social media posts contain other forms of noise: user ignorance,
hype, malicious posts and typos. For this reason, predictability can be
improved by tracking only high-profile users, according to a study of
Stocktwits, an investment-focussed social media platform.’® Users with larger
followings, more likes and a history of successful predictions exhibited
greater prediction accuracy; by harvesting posts from these ‘smart’ users,
researchers were able to predict short-term price movements in high-profile
US stocks (eg Apple, Amazon, etc) with a degree of accuracy that was ca 10
per cent higher than the platform average.”

In addition, research suggests that sentiment mining is better at predicting
price movements for stock indices, as opposed to individual securities.*” This
could be the result of greater data availability: at any given time, it is likely that
there are more users posting about a multitude of stocks, the economy and the
stock market as a whole rather than any stock in particular. As a result, there is
a greater weight of data to inform predictions about stock market indices.

Thus, it can be said that social media functions as a mirror, which reflects
the general mood of markets, the economy and society. By the same token,
sentiment mining represents a conduit between the web and the financial
system, which enables social media content to be expressed in market prices.

Curiously, there is evidence to suggest that negative sentiment is a better
predictor of market movements than positive sentiment.*' Again, part of this
phenomenon may be explained by greater data availability: as newspaper
editors have known for centuries, negative news stories capture the reader’s
attention. As a result, social media users may be more likely to make posts
about bad news, thereby providing more data for the NLP algorithms to process.
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In addition, some of the sentiment-price effects could be self-fulfilling:** on
account of their large followings, high-profile users could cause many people
to replicate their trades, thereby affecting market sentiment via changing
prices and/or social media activity. As sentiment-trading tends to be auto-
mated, this could create feedback loops, especially if a growing number of
market participants use social media to inform their trading decisions. A spike
in negative sentiment could set off a downward price spiral, whereby market
participants — or rather, their trading algorithms — sell securities, causing prices
to decline, thereby worsening market sentiment which would then trigger
further selling.

Of course, sentiment mining could exacerbate market swings either way;
positive price spirals are also possible. However, given that negative sentiment
offers greater predictability,*’ negative price spirals appear more likely. Such
effects may already be prevalent in markets. For example, the Dow Jones’s
descent into a bear market in the spring of 2020 — defined as a decline of more
than 20 per cent off its peak — was the fastest in stock market history, taking
just 20 trading days; on average such declines take 255 sessions.**

However, market declines can be much faster as a result of algorithmic
price spirals (aka flash crashes): on the afternoon of 6 May 2010, the US stock
market fell 5-6 per cent in a matter of minutes. However, the average decline
masks the volatility of the day: while the Dow Jones Industrial Average —
comprised of large, well-known securities — fell by about 2.5 per cent, more
than 300 securities fell by at least 60 per cent. Prices recovered almost as
quickly as they had fallen, and, by the end of the day, they had recovered
most, if not all, of their losses.*’

This flash crash was triggered by a trader in London submitting an unusu-
ally large sell order for S&P 500 futures that he never intended to complete;
in essence, creating a self-fulfilling bet that the S&P 500 index would fall
while being in position to profit from lower prices.* This spike in selling
volume triggered some trading algorithms to sell, which, in turn, triggered
further selling, which had a snowball effect on the entire market and led
prices to fall rapidly. The algorithms, seemingly, had a mind of their own.

The risks associated with yielding agency to increasingly sophisticated
trading algorithms have been dramatized in The Fear Index,*” a thriller set
during the events of 6 May 2010: in the story, a scientist builds a programme
that predicts future events by scouring the internet for data, only to realize
later that the programme has a hand in precipitating these events.
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Though this story is fiction, it may, to some degree, have been eerily presci-
ent: in 2017, it was estimated that the number of web-connected devices
would more than double to around 20 billion by 2020.*® By the time you
read this, this figure will likely have been surpassed. Thus, one may wonder
whether the growth in connectivity actually increases the risk of more severe
flash crashes in the future.

In an ideal world, NLP algorithms would search the web and trade in
response to even the smallest changes in sentiment or new information. Price
changes would be instantaneous and incremental, taking market efficiency to
even greater heights. However, the road to more efficient markets may be full
of bumps as exposing trading algorithms to the emotional vicissitudes of
social media users may cause dangerous price spirals. Regardless, the increas-
ing prevalence of NLP-enabled trading algorithms is likely to push a growing
number of retail investors towards passive investment strategies. The time,
expense and skill required to compete with high-tech, sophisticated investors
will likely make it too difficult for retail investors to do otherwise.

CASE STUDY
. Stocktwits: A social medium for investors
Stocktwits is a micro-blogging platform for investors, traders and financial market
professionals.*® Its features and functionality are similar to those of Twitter. This interface,
along with the obvious nod to Twitter posts (ie ‘Twits’) in its name, is no accident:
Stocktwits started life as an application built on Twitter, though it has since migrated to
its own platform.*®

Users on Stocktwits can use up to 1,000 characters in their posts; far more than
Twitter’s 280 characters. These posts are pinned to individual securities by using a
cash-tag - ie the $ sign - in front of the security’s ticker symbol:*' thus, Microsoft
becomes SMSFT. Just like hashtags (eg #microsoft) on Twitter, cash-tags help users
identify trending topics on Stocktwits. Unlike Twitter, however, trending items are shown
horizontally on a tickertape.

Furthermore, the platform has a sector-based heat-map feature. This helps identify
stock sectors that users have been posting about over the preceding 1, 6, 12, and 24
hours. The greater the volume of user posts concerning stocks in a particular sector, the
more space that sector takes up in the heat-map. Users can zoom in by clicking on each
sector to reveal the constituent stocks driving the conversation. As at sector level, the
stocks with the greater volume of posts take up more space on the heat map. Stocks that
have increased in price are shown in green, while red indicates declines; clicking on a
stock takes the user to a dedicated page showing a price chart as well as the latest posts
relating to the stock.
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It is not hard to see how a platform like Stocktwits is useful to investors seeking to
gauge the mood of the market, especially as it facilitates volume-based sentiment analysis.
Indeed, research conducted on user posts of Yahoo! Finance, a finance-focussed messaging
board, and Stocktwits rival, suggests that large increases in the volume of posts concerning
a particular stock, when associated with significant changes in sentiment, can be used to
predict extreme price moves - changes of at least 15 per cent.*?

Founded in 2008, Stocktwits aims to ‘connect regular investors and traders with each
other so they can profit, learn, and have fun’>? Clearly, there is an emphasis on building
relationships and being different from the rest of the investment industry. This is evident
in the musings of one of the company’s founders, Howard Lindzon - an outspoken
blogger and investor — who in 2016 wrote: ‘In my industry (venture capital and asset
management) there seems to be no humanity left.

Perhaps then, it is no surprise that Stocktwits appeals to people who have lost faith in
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mainstream financial institutions. According to the company’s CEO, lan Rosen, people
have become reluctant to entrust individual financial experts with their money since the
global financial crisis of 2007-09. Instead, they turn to networks of people they trust to
help inform their financial decisions.>®

In addition, Stocktwits focusses on attracting younger investors, who are digitally
savvy and more open to online collaboration.’® This approach appears to be working: 80
per cent of Stocktwits users are under the age of 45, and, on average, they are getting
progressively younger.®’

Posts on Stocktwits are heavily moderated in order to prevent abuse. To this end, the
platform enforces stringent house rules to keep posts ‘respectful, spam-free and
on-topic’.>® This helps ensure quality content while encouraging users to be friendly and
collegiate.*® The emphasis on building a healthy community of users who produce
and share quality content appears to be working: at the time of writing, Stocktwits had
around 2 million users.®® These users are highly engaged, spending an average of 51
minutes a day on the platform.®’

Stocktwits is heavily reliant on advertising, which accounts for ca 60 per cent of its
revenue.®? That said, the company is diversifying its revenue base: in 2018, it launched a
premium rooms feature: for a monthly fee, users gain access to exclusive content from
high-profile users via private chat rooms.®® The value proposition is clear: research
indicates that such high-profile users are better at predicting stock price movements than
the average user on the platform.®* In addition, the premium rooms feature enables
high-profile users to monetize their content,®® thereby incentivizing them to stay on the
platform and create quality content.

The company followed this with another innovation: in 2019, it announced the launch of
a commission-free trading app, which enables users to trade shares without paying
brokerage fees.®® Though other transaction costs, such as taxes and market spreads, still
apply,?’ this radically lowers total transactions costs for smaller investors. In addition, the app
permits fractional share trading, which allows users to invest in much smaller amounts.®®
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The Stocktwits platform has had trading functionality for a number of years via its
integration with the no-commission trading app Robinhood.®® This has enabled users to
share their trades with the Stocktwits community,’® thereby helping successful traders
build credibility with their followers. In this way, the launch of Stocktwits’ own trading
app appears to be an effort to further diversify its revenue base: indeed, no-commission
trading apps can monetize their user base by earning interest on customer deposits and
charging for additional services such as leveraged trading.”’

as Stocktwits affect stock market efficiency?

g How might the growing popularity of platforms such
(Suggested answer at the end of this chapter.)

Prediction markets

As information travels across the web, it manifests as price movements in
securities markets. With every new piece of information, expectations about
the future change, which causes prices to change. Traders do not know for
sure if prices will go up or down. As a result, they are willing to transact — at
the right price — because there is always some degree of uncertainty about
the future.

The connectivity of the web has facilitated the securitization of this uncer-
tainty, enabling market participants to trade predictions about future events,
such as election outcomes or weather conditions. This trading takes place on
platforms known as prediction markets. If a user believes that an event will
happen, they buy that event; if they believe that the event will not happen,
they sell it. Trading on prediction markets is very similar to trading on finan-
cial markets, complete with a bid-offer spread.”

Depending on the market, participants trade using real or virtual money.
In either case, the party that correctly predicts the outcome of the traded
event wins money from the other side, virtual or real: if you buy an event,
you win money from the seller if the event occurs; as the seller, you would
win money from the buyer if the event does not occur.”

‘Shares’ in traded events are typically quoted at a price between 1 and
100 cents.”* The magnitude of the final cash flow between buyer and seller
is determined by the difference between the traded price and 100 cents.”
For example, if you buy a share in an event for 55 cents and the event
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happens, you would receive 45 cents from the seller; if the event does not
occur, you would pay 55 cents to the seller.

As in all markets, prices fluctuate according to the balance of buyers and
sellers. In this way, the price of an event goes up or down in tandem with the
market’s degree of certainty in its future occurrence, just as a stock price
reflects market expectations about the underlying company’s financial pros-
pects. Consequently, a prediction market is effectively an opinion poll
expressed through the price mechanism. When speculating on future events,
a user ‘puts their money where their mouth is’. As a result, they are likely to
gather more information and consider their decisions more carefully than
when answering a survey.

Thus, these markets help capture and distil dispersed information as the
price mechanism aggregates information about the likelihood of traded
events: the tug of war between buyers and sellers should ensure that all rele-
vant information is reflected in the price, while savvy traders ensure that
outlandish estimates (ie trades too far removed from the market mid-price)
do not change the market consensus. As a result, prediction markets can be
used as forecasting tools, by using market prices as consensus probability
estimates:”® if a particular event has a market price of, for instance, 58 cents,
it means that the market believes that said event has a 58 per cent probability
of occurring.

The efficacy of using prices as prediction tools can be explained by the fact
that markets force buyers and sellers to concur. As buyers believe a traded
event will happen, they may be biased in favour of it; by the same token, sell-
ers may be biased against the event. The market mechanism pushes buyers
and sellers into a compromise, thereby counterbalancing their respective
biases, thus letting only relevant information dictate the price.

For this reason, prediction markets are remarkably proficient at predict-
ing future outcomes. For instance, they have been shown to outperform
opinion polls 74 per cent of the time when used to predict the outcome in
US presidential elections.”” Furthermore, prediction markets have been
used internally by Microsoft to estimate such things as project comple-
tion times and the number of software bugs.”® This is not surprising as
research on sales forecasts at Hewlett Packard indicates that prediction
markets can outperform conventional forecasting tools up to 75 per cent
of the time.”
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Whereas users of conventional forecasting tools have to weigh up contra-
dictory pieces of evidence to arrive at a prediction, no such process is
necessary when relying on a prediction market. Rather, the price action
reveals the final result: if the weight of evidence in favour of a prediction is
stronger, the price will rise above 50 cents as buyers outweigh sellers, and
vice versa. In addition, market prices offer a more nuanced and probabilistic
perspective: if the price moves far in either direction, this suggests that the
weight of evidence strongly favours one side of the argument. On the other
hand, if price action is marginal, the issue at hand may perhaps be more
nuanced and difficult to judge.

Thus, prediction markets can help aggregate dispersed, and often
complex, information.?® As a result, they help prevent information bottle-
necks (ie ‘paralysis by analysis’). As the market mechanism ensures that
only relevant and important pieces of information are reflected in the price,
it helps filter out noise. This effect is similar to the role of prices in a market
economy, in that they help facilitate resource allocation: without external
price signals, management would find it difficult to gather and quantify all
information relevant to making business decisions.®' Thus, prediction
markets enable management to use the price mechanism within their organ-
izations, for decisions that do not strictly pertain to supply of goods and
services. In this way, prediction markets allow management to synthesize
and quantify internal information more readily than when using other
decision-making tools.

Furthermore, the price mechanism provides a layer of anonymity which
enables employees to express information that is otherwise confidential,
unpleasant to hear or not known to management. In this way, a prediction
market can function as a bottom-up feedback mechanism, from the front-
line to senior management. In theory, prices should adjust to new
information as it becomes known to market participants. As a result, inter-
nal prediction markets allow management to capture ‘changes on the
ground’ in a way that is potentially much faster than when using other
corporate oversight tools.*

In a prediction market that is efficient, non-trading observers can gather
information based on the trading of others. For example, an insurer could, in
theory, use prediction markets to estimate the likelihood of risks which
would otherwise be hard to quantify, such as operational risk (‘op risk’)
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events: when things go wrong within a company because of failings in a
company’s people or its processes, it tends not to be publicized widely. As a
result, there is very little data available regarding the general occurrence of
op risk events. Thus, it is difficult for insurers to estimate their probability
which complicates the calculation of insurance premiums.

To gather op risk data, an insurer might ask the following question via an
internal prediction market open to staff at one of their corporate clients: over
the next 12 months there will be an accident within my organization result-
ing in losses of more than US$1m. In this way, an employee-facing prediction
market could help an insurance company estimate the likelihood and possi-
ble impact of op risk events. Moreover, the insurer could invite several of its
clients to take part in the same prediction market, thereby increasing sample
size and enabling better estimates of op risk in its client base. The upside to
the insurer’s clients should be clear: better information helps the insurer esti-
mate risks more accurately which should translate into more competitive
insurance premiums. In addition, by analysing the responses from each
participating organization, the insurer could help its clients understand
where they stand in relation to their peers, thus encouraging high-risk clients
to take preventative action.

While internal markets can be used to predict, and therefore mitigate risk,
external prediction markets could, in theory, also be used for risk manage-
ment. Because they are open to a potentially larger pool of participants,
external prediction markets should, in theory, be more efficient than internal
markets. As a result, real-money external markets may one day be used by
insurers for do-it-yourself risk mitigation: for example, an auto-insurer could
use an external prediction market to buy above average rainfall during the
half year from September through March in order to mitigate the risk of
greater than expected car accidents due to poor weather conditions. If there
is less rainfall than anticipated, the insurer makes a loss in the prediction
market but is compensated for this via lower insurance claims; if there is
more rainfall than expected, the insurer makes a profit in the prediction
market, which compensates it for greater than expected insurance claims.

In this way, companies could use external prediction markets to mitigate
some risks. However, not all risks can be traded on external prediction
markets as these require an objective benchmark for determining the outcome
of each traded event: in the market for average rainfall, for example, the
outcome can be independently verified by reference to meteorological author-
ities. When dealing with more specific risks, such as accidents within an
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organization, no objective benchmarks exist, and therefore op risk events are
generally unsuitable for real-money trading on external markets.

As a tool for mitigating risk, external prediction markets are very similar
to futures markets, which have been around for decades. A future is a secu-
rity that derives its value from the price of another asset or commodity (and
so futures are a common type of ‘derivative’ security). As a result, futures
allow market participants to speculate on the future price of an asset or
commodity without holding said underlying asset or commodity. As a result,
businesses can use these markets to mitigate risk: for example, a large manu-
facturer of chocolate bars could buy cocoa futures to hedge against an
increase in cocoa prices. If cocoa prices fall, the manufacturer loses on the
futures position but benefits from lower input costs in the form of cheaper
cocoa; if cocoa prices rise, the higher raw material costs should be offset by
the profit on the futures position.

Granted, futures are not perfect as they tend to be standardized into large
contract sizes, and so are only really useful as risk mitigation tools to large
organizations: as the contract size for cocoa futures on the Intercontinental
Exchange is 10 metric tonnes,* it is useless for smaller chocolate manufac-
turers. Therefore, if you need 15 tonnes of cocoa to make chocolate bars, you
can either use one or two futures contracts to offset the risk of rising prices.
In either case, you’d still be at the mercy of price swings in the cocoa market
as the size of the futures position either does not offset the costs of your
purchase or significantly overshoots it.

A situation like this arises when we cannot fully offset a real-world busi-
ness risk against a synthetic financial risk because the risk management tool
itself (ie the futures contract) is too blunt and instrument. To remedy this,
companies could mitigate their risks by creating and trading more bespoke
predictions via prediction markets. In this way, such markets could be used
by smaller companies to mitigate risks on a more granular basis. Therefore,
the greater openness and reach of the internet has the potential to allow
companies to employ more precise, and smaller-scale, risk-mitigation tools
than those offered by mainstream financial markets.

In spite of their promise, prediction markets are not yet widely used for
risk mitigation. Without a large pool of market participants, these markets
are not as liquid as mainstream financial markets, which diminishes their
appeal as risk-mitigation tools. Perhaps what is needed, then, is for large
social media or e-commerce platforms to enter the space with a user base
large enough to ensure requisite market efficiency.
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L| CASE STUDY
. Augur: A decentralized prediction market

Augur is a peer-to-peer (p2p) prediction market governed by an open-source protocol -
software that dictates how different computers interact. The platform is hosted on a
multitude of independent servers around the world connected via a p2p network. As a
result, it is decentralized.®*

Trades are settled in cryptocurrency — digital tokens that allow users to transact online
without intermediaries (see Chapter 5). The Augur platform does not handle user funds.
Rather, it enables users to transact directly within a binding framework. When users trade
an event, they stake their funds within the network: Augur protocol facilitates the
transfer of funds between the users subject to the outcome of the traded event. This
allows anyone to participate in Augur’s prediction markets anonymously.®

Trades are settled in Ether, a popular cryptocurrency that is independent of the Augur
platform. Other transactions on the network, such as the payment of bonds and fees (see
below), are settled in the Augur token, known as Reputation.®® Both tokens are traded
against Bitcoin - the best known and most liquid cryptocurrency — on a multitude of
cryptocurrency exchanges, and are therefore ultimately convertible into conventional fiat
currencies (ie dollars, euros, etc).

Anyone can create a market for a prediction. At the outset, a market creator posts a bond
which is returned, plus a creator’s fee, once the traded event has been successfully settled: in
other words, when either the buyers or sellers have won. If the outcome cannot be verified, the
creator forfeits their bond. Thus, creators are incentivized to set up markets for events which
are unambiguous and time constrained, and whose outcomes can be objectively verified.®’

As part of the market-creation process, the creator nominates an independent source, such
as a mainstream news site, which will later be used to verify the outcome of the traded event.
The task of verifying event outcomes then falls on a group of users known as reporters. Again,
this can be anyone; the key requirement is that each reporter posts a bond at the outset.®®

The verification process works as follows: after trading has ended - which happens
when an event has either occurred or failed to occur within the required timeframe - the
reporters vote on the result by staking their bonds on the side of the market that correctly
predicted the outcome. Reporters on the wrong side of the market forfeit their bonds,
which is redistributed among the reporters on the right side of the market. In return for
their services, these reporters receive a fee ®

Thus, there is an incentive for reporters to tell the truth and, perhaps more implicitly,
only agree to report on events which can be objectively verified. Furthermore, the risk of
collusion between traders and reporters is minimized as the Augur community has a
window of seven days to dispute any reporting decision: parties who successfully
challenge a reporting decision are rewarded financially.® This openness, combined with
strong incentives to be honest, helps ensure the robustness of the outcome-verification
mechanism.
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As the Augur protocol is open source, the code that runs the network is in the public
domain: the Forecast Foundation, a non-profit organization, maintains a copy of this code
and publishes improvements to it in response to feedback from the Augur community.
However, the Forecast Foundation does not host the Augur platform. Rather, Augur is
hosted on a multitude of computers around the world, whose owners are incentivized by
the issuance of cryptocurrency.’’

As it is open source, Augur does not rely on anything other than an active community
of users and developers to perpetuate its existence. In theory, the Forecast Foundation
could disappear without significant disruption to the network: as long as the Augur
protocol is available online and there is a financial incentive to host it, the platform is
likely to continue existing.

Questions have been raised in regard to Augur’s legality. As it allows users to wager on
yes or no outcomes, this makes its similar to a binary options market. In the United
States, these must be approved by the Commodities and Futures Trading Commission
(CFTQ). As this is not the case and Augur does not prevent US residents from using its
platform, there are concerns that it may be in violation of both federal and state laws.®?

However, the Forecast Foundation claims that it cannot control who uses the platform:
as an open-source network anyone with the Ether cryptocurrency can access its markets.”?
As a result, there is no way of limiting access to US residents. However, this may not be
good enough for the regulators. In 2018, a CFTC spokesperson said that ‘facilitating a
product or activity by way of releasing code onto a blockchain does not absolve any entity
or individual from complying with pertinent laws or CFTC regulations’.®*

In this way, Augur presents a conundrum for regulators: as its creators have no way of
removing the platform from the internet, the CFTC cannot stop US residents from using it.
In this regard, Augur is similar to online file-sharing networks in that their decentralized
structure prevents regulators from shutting them down.*®

Therefore, a softer regulatory approach may be more feasible. In the context of
real-money prediction markets, this is not without precedent: in 2014, the CFTC issued a
letter of no action to Predictlt, a non-profit prediction market based at the University of
Wellington.?® This eliminated the risk of prosecution in exchange for certain concessions
on the part of Predictlt: the maximum stake per user for each market was limited to
US$850; and, each market was limited to 5,000 users.”” Like Augur, Predictlt is run on a
non-profit basis.’® As a result, making similar concessions to the CFTC in exchange for
regulatory forbearance must appear tempting to the creators of Augur.

If Augur were to apply restrictions similar to those of Predictit
in order to secure a no-action letter from the CFTC, how
Q might this affect trading on the platform?
(Suggested answer at the end of this chapter.)
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Chapter summary

Since the 1990s, the web has enabled more people to access financial markets
and armed them with better information. This is making it increasingly diffi-
cult to outperform the market. As a result, average investors find themselves
drawn toward passive investment strategies, which, somewhat absurdly, rely
on sophisticated investors to keep the market efficient for them.

To stay ahead, some investors use natural language processing (NLP) algo-
rithms to harvest data from social media in the hope of detecting shifts in
market sentiment before these manifest as price changes. At the same time,
other high-profile investors seek to monetize their expertise by disseminating
their insights via investment-focussed social media platforms.

Thus, a core of well-informed influencers can help shape the market
consensus: while large algorithmic investors dominate the market via trad-
ing, high-profile influencers help shape market sentiment — and by extension,
price action — via social media platforms. In this way, these platforms are fast
becoming a key information conduit between the real world (as reflected in
social media) and financial markets. In time, this should, in theory, make
financial markets more efficient, by way of democratizing access to financial
market expertise (via social media) and shortening the time it takes for new
information manifest in market prices (via NLP-driven trading algorithms).

That said, social media content is no different from any other market
information in that it is often inconclusive, contradictory and, at times,
misleading. Given this inherent uncertainty, it is unlikely that a perfectly effi-
cient market will ever exist as long as online information remains so riddled
with imperfections.

In spite of this, it appears that the web and the financial system are merg-
ing: in the past, one had to phone a broker in order to invest — there was a
clearer demarcation between financial markets and the rest of life. Nowadays,
this line is becoming increasingly blurred as the financial system connects to
more and more devices (laptops, phones, tablets, etc).

Furthermore, the web is slowly decentralizing the financial system by
enabling individuals to transact directly, via a multitude of web-based inter-
mediaries. This has increased liquidity in the financial system while
broadening the scope of securities on offer. This change is evident in the
advent of prediction markets, which enable investors to securitize and trade
uncertainty. One day, companies could use these markets to manage risks in
a way that is more bespoke and granular to their businesses than when using
conventional financial instruments.
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However, this is likely to be some way off. Current platforms are not suffi-
ciently popular or liquid: in other words, these markets are not yet sufficiently
efficient to be useful for risk mitigation purposes.

At the beginning of this chapter, we proposed that the economy and the inter-
net are similar in that they are both markets. After all, prices are information
conduits; as are websites and messaging apps. In the next chapter we shall look
at some of the cybersecurity implications of the increasing digitization of finance.

I’ ! KEY TAKEAWAYS
The most important ideas in this chapter are:

+ Digitization is enabling more liquid and efficient financial markets.

« Social media and securities markets are an information conduit between the
web and the financial system.

« This is giving rise to new ways of investing and managing risk, such as social
media sentiment analysis.

SUGGESTED ANSWERS TO DISCUSSION POINTS

How might the growing popularity of platforms such as Stocktwits affect stock
market efficiency?

Stocktwits is an example of how greater connectivity has enabled more people to
access financial markets. The free flow and exchange of information via platforms
like Stocktwits has made investment research more accessible. In this way, it has
effectively crowdsourced financial punditry.

As a large number of users and free-flowing information are key prerequisites for
stock market efficiency, the greater popularity of platforms like Stocktwits could
facilitate greater market efficiency. By connecting investors who are interested in the
same securities, platforms such as Stocktwits facilitate the gathering and
dissemination of price-relevant information. In theory, this should help ensure that
market prices reflect all relevant information, as Stocktwits users should effect these
price changes through their trading.

Furthermore, this effect could be strengthened by an increase in the number of
no-commission trading apps that offer integration with financially focussed social
platforms. These apps could help increase market liquidity by lowering transaction
costs and position sizes for smaller investors, thereby expanding the pool of market
participants.
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Unfortunately, platforms such as Stocktwits could also help create dangerous
feedback loops. If there is an uptick in volume and sentiment (positive or negative)
regarding a particular stock and this is picked up by a trading algorithm, the increase
in price action (up or down) could exacerbate the existing sentiment and set off
more trading algorithms, thereby increasing market volatility. As a result, the
growing popularity of platforms such as Stocktwits poses both benefits and risks to
market efficiency and stability.

Q If Augur were to apply restrictions similar to those of Predictit in order to secure
a no-action letter from the CFTC, how might this affect trading on the platform?

In the short term, the positive publicity that is likely to be associated with a
no-action letter from the CFTC might grow the user base, which would improve
liquidity on the platform. Furthermore, having its activities implicitly countenanced
by a regulatory authority is likely to enhance the platform’s appeal and attract more
users. In the best-case scenario, this could have a snowball effect on the number of
users: as more users join the platform, its markets become more liquid, which, in
turn, draws more users to the platform.

In the long term, however, any restrictions on position sizes and the number of
users in each market could limit its appeal to larger players. As a result, the platform
may prove less useful for corporates looking to use it as a tool for risk management.

Finally, the question remains whether it is technically feasible to restrict user
transactions on Augur. As an open-source platform, the software is on the internet
for all to see, and use. As a result, platform restrictions may well provide an impetus
for copycat platforms to spring up. As a result, the cat may already be out of the bag.
Perhaps it is too late for regulators to do anything about decentralized prediction
markets, and Augur is merely the first to appear?
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Financial crime, cybersecurity
and risk management

Pitfalls and opportunities in fintech

LEARNING OBJECTIVES
By the end of this chapter you will understand:

How new technologies and innovation can be a source of risk.
That risk management systems must be both adaptive and forward looking.
Why risk should be at the heart of every business model.

How culture shapes risk management, and how to get it right in a fintech
context.

Introduction

This chapter surveys the technology-enabled risks that financial institutions
face. Its main focus is especially pertinent to fintech: data security in the
context of cloud computing. In addition, this chapter examines some of the
advantages and disadvantages of using algorithmic mitigation tools for the
purposes of preventing and detecting cybercrime.

It is widely recognized that, before the global financial crisis of 2007-09, there
was a disparity between the risks taken by financial institutions and those moni-
tored in board rooms across the industry; thus, this failure in governance can be
seen as a contributing factor to the crisis.! As a result, risk management in finan-
cial services has seen a period of increasing sophistication in terms of expert
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staff, systems and governance. Financial services institutions, big and small, can
no longer afford to get risk management wrong. This is because criminals
constantly innovate in order to exploit security vulnerabilities in businesses. As a
result, the threats facing financial institutions are evolving at a greater pace than
ever before.

With this in mind, it is hoped that the reader will gain a newfound appre-
ciation of risk management in a fintech context: as a core part of the business
model, and not an afterthought. Of course, this relies on a key ingredient: an
organizational culture that is risk aware. For this reason, this chapter will
finish by exploring the role that this plays within risk management.

At this stage it should be noted that the term ‘bad actors’ does not describe
high school drama teachers, but is instead used as a catch-all for all manner
of criminals; in short, those that seek to use technology to disrupt financial
institutions, steal from them or their customers or otherwise damage society.
Thus, this group comprises fraudsters, money launderers, terrorists, hackers
and other undesirables.

Technology risk and opportunity

Greater global connectivity is laden with opportunity, and risk. Whilst economic
liberalization from the 1980s onwards expanded international commerce and
increased prosperity around the world, it also opened up new avenues for
criminals and other bad actors to ply their trade, aided by advancements in
technology which have made it easier for them to operate across jurisdictions.?

The boiler room, which refers to a scam operating out of a call centre, is a
good example of this. Herein, call-centre staff apply high-pressure sales
tactics to lure their victims — who are often elderly or otherwise vulnerable —
to buy worthless or, at best, overvalued investments.’ Despite enforcement
action, extensive media coverage and multiple Hollywood movies about
these scams, boiler rooms continue to exist. Within the EU, for example, they
commonly operate out of countries in Eastern or Southern Europe, employ-
ing native English speakers to prey on the naivety and greed of investors in
the UK and Ireland.

Boiler rooms are difficult to combat because they tend to prey on people
living in different jurisdictions from those in which they operate;* this allows
them to evade the attention of local authorities, at least initially. When enforce-
ment does happen, it tends to involve police from multiple jurisdictions, which

161
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is resource intensive. In this way, criminals are exploiting the free movement
of people and capital for nefarious ends; while using communications tech-
nology to reach their victims, they take advantage of geographical distance to
shield themselves from scrutiny and enforcement action.

Of course, none of this would be possible without cheap and accessible
communications technology; like start-ups, criminals seek to leverage tech-
nology in order to exploit gaps, not in the marketplace, but in human
psychology, law and security systems. Thus, what is an opportunity for some
can be a risk to others.

Furthermore, criminals innovate; they adapt their tactics in response to
new business models and technologies in order to exploit them. As a result,
fintech start-ups, which are often desperate for customers, could easily find
themselves in the crosshairs of bad actors. These know that fintechs’ security
and risk management systems are unlikely to be as advanced as those of large
banks. As a result, start-ups must be vigilant from day one; whilst more
established organizations may be attractive targets on account of their size,
small start-ups are attractive because of their perceived vulnerability.

In some ways, technology has lowered the barriers to entry in the criminal
sector.’ In the past, committing theft would necessitate leaving one’s home.
No more: nowadays, bad actors can do so digitally, from the other side of the
world. Just as the internet has made it easier for fintechs to reach potential
customers, it has also made it easier, and more cost effective, for criminals to
connect with potential targets.

In contrast, it is not cheap to fight cybercrime;® the more bad actors that
enter the space, the more resources have to be devoted to fending them off.
Moreover, financial institutions and law enforcement do not have unlimited
resources. This is made worse by the fact that these organizations compete in
the same labour pool for talent to combat cyberthreats. In this way, it can be
said that cybercriminals have a cost advantage over the good actors.

As a result, there is an onus on law enforcement agencies and the financial
sector to unite, to fight off all manner of bad actors: from terrorists and
money launderers, to fraudsters and hackers.” As in all wars, one gains the
upper hand by forming alliances and being one step ahead of the enemy.
Unfortunately, this is a war without end; though all bad actors cannot be
eradicated, they can be pre-empted, frustrated and contained. To even stay in
the fight, however, the good actors must address the threats posed in adaptive
and innovative ways — in other words, evolve with their adversaries.
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Why care about risk management and financial crime?

It is estimated that cybercrime costs the global economy ca US$600 billion
per year;® for individual businesses, cybercrime can impact the bottom line
significantly. This can come in the form of remedial expenses, audit costs and
litigation.” Moreover, cybercrime comes with significant opportunity costs,
as the need to invest time and money in cybersecurity on an ongoing basis
prevents firms from putting these resources to productive use elsewhere in
the business.'’ In addition, any customer-specific breach, such as a data loss,
can damage a company’s reputation and brand, whilst inconveniencing
customers. This makes fintech start-ups that are centred around the customer
experience especially vulnerable. As a result, risk management needs to be at
the core of their business models.

In addition, regulatory intervention is another potential downside of
taking a cavalier approach to risk management. Under GDPR, for example,
firms in the EU and UK can be fined up to the greater of €20 million or 4 per
cent of their worldwide revenue for failing to protect customer data.'’ For
instance, in 2019, the UK Information Commissioner’s Office announced
that it would seek to fine British Airways £183 million for vulnerabilities in
its website which enabled the theft of 500,000 customers’ personal details.'?

Furthermore, in many jurisdictions it is becoming more difficult for senior
management to hide behind their organizations: in the UK, for example,
senior management are held accountable for regulatory failings within their
firms via the Senior Management and Certification Regime."® This puts pres-
sure on senior managers to take personal responsibility for their firm’s
compliance with laws and regulations in a proactive manner. A similar
dynamic can be seen in global anti-money laundering (AML) regulations;
though regulations may differ across jurisdictions, individuals can commonly
be held criminally responsible for failing to report suspicious transactions,
for example.

Finally, there is a moral imperative for fighting crime. Whether in the digi-
tal or physical realms, crime degrades the social fabric of societies and, if it
gets out of control, this can undermine political and democratic institutions.
Moreover, crime harms individuals: the octogenarian grandmother who loses
her life savings to a scammer is someone’s grandmother — she could be yours!
As a result, one might say there is a moral argument for preventing harm to
others, to the extent that it is practicable.
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Security weaknesses in cloud systems

Cloud solutions are favoured by many fintech start-ups because they offer flex-
ible access to computing resources. As small fintechs often operate on shoestring
budgets, relying on cloud-based infrastructure may not be optional. However,
like most technologies, cloud computing comes with risks of its own.

Reliance on cloud services has become near-ubiquitous: one survey of IT
professionals in North America, Asia and Europe found that the proportion
of organizations storing data on the cloud, of which the majority was sensi-
tive, grew from ca 50 per cent to around 70 per cent between 2018 and
2019." However, this is not without risk; by outsourcing parts of their
systems, they are creating more doors for criminals to break through."

In addition, there seems to be a widespread lack of awareness regarding the
extent of cloud usage in industry. One survey asked IT professionals across 11
countries to estimate the number of cloud-based solutions used within their
organization; the average estimate of 31 grossly underestimated the true aver-
age of 1,935. Though this number may seem surprisingly high, it becomes
increasingly plausible when one considers that many mainstream applications
are in some way cloud-based. Prime examples include social media (eg
Facebook), email (eg Gmail), collaboration (eg Microsoft OneDrive), and file
storage solutions (eg Dropbox), in addition to any number of less obvious
solutions within the Everything-as-a-Service (Xaa$S) paradigm.'®

The lack of awareness regarding cloud solutions can create vulnerabilities
in organizational systems. An organization with limited oversight of its
cloud usage risks deploying cloud-based applications that are inconsistently
configured across different business units, departments and users. This can
leave gaps in applications’ security settings, which can be exploited by bad
actors."’

Thus, what is essentially a governance flaw (ie lack of oversight) increases
risk in a way that would perhaps not be possible without the fast-growing
rollout of cloud services. Given that an estimated 83 per cent of cloud-using
organizations store sensitive data on the cloud,'® it is imperative that busi-
nesses treat their cloud solutions as part of their cybersecurity remit.

Relying on cloud computing comes with unique risks. By placing different
organizations’ data on the same server, there is a risk that these may get
mixed up, and thereby corrupted. In addition, though data may be deleted
from a server, it can leave an imprint. Without adequate countermeasures,
these inherent vulnerabilities can be exploited by bad actors."”
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When customers trust organizations with their data, few, if any, go as far
as considering their cloud providers. Thus, when organizations use cloud
services they place trust in external organizations on behalf of their custom-
ers. In this way, there is a chain of reliance which compels organizations to
take a systemic view of their use of cloud services:** in other words, as part
of the business and therefore subject to the oversight.

This means holding cloud providers to the risk management and security
standards that organizations hold themselves to. Organizations need to ask
themselves how and why they trust cloud providers with their customers’
data.”! This necessitates ascertaining that solution providers have fit-for-
purpose security systems and that they employ best-practice data protection
measures.”

Unfortunately, cloud providers’ systems have different levels of security.
For example, it is estimated that less than 1 in 10 providers encrypt data
stored at rest (ie data that is not in use or transit).”> This highlights that
service providers can, and will, take shortcuts, despite competitive pressures:
given the overarching need to keep customer data secure, one might other-
wise think that maximum security should be a matter of course in a business
model like cloud computing.

Relying on cloud solutions also has implications for business continuity
planning:** how will business be disrupted if a business-critical cloud provider
goes down, even temporarily? What back-up measures can be put in place?
These questions need to be considered as part of, and ideally in advance, of
deploying a cloud solution. Thus, business-critical cloud providers must be
viewed as key suppliers and treated accordingly.

Furthermore, detecting potential threats within cloud-reliant organiza-
tions is made inherently difficult because of the high amount of noise within
these systems: on average, such organizations generate 3.2 billion unique
transactions (eg document edits, user logins, file downloads, etc) per month.*
Out of these, roughly 31 are threats; as the rest are benign, this yields a signal
to noise ratio of 1 to 100 million,*® which makes threat detection a far more
difficult problem than looking for the proverbial needle in a haystack.

Thus, without automation, detection systems would get clogged up due to
the volume of data.”” In addition, bad actors often attempt to hide their
actions by mimicking normal user behaviour.”® To address this, organizations
deploy machine learning algorithms to detect the small anomalies that iden-
tify bad actors.
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Combatting cybercrime with machine learning

The volume of transactions and increasing sophistication of bad actors
imposes detection costs on financial institutions:* just as there is a cost of
failing to detect financial crime, false positives inconvenience customers and
waste staff time. As a result, organizations turn to automation in order to
maximize detection of bad actors whilst minimizing false alarms.

Thus, financial institutions deploy machine learning and data mining algo-
rithms as sorting mechanisms, whereby obviously malevolent transactions
are dealt with automatically, leaving more complex cases for human review.*’
In this way, automation helps organizations sift through large volumes of
data and deploy staff time more efficiently.

That said, the low signal to noise ratio of malicious transactions to benign
transactions can be problematic as the small sample of true positives makes
it difficult for the algorithms to identify consistent patterns.’' Thus, there is a
strong argument for deploying supervised algorithms (ie human and machine)
rather than algorithms that learn autonomously. In fact, the combination of
unsupervised and supervised algorithms has been shown to be more effective
in detecting credit card fraud than either approach on its own.*

Unfortunately, financial institutions often have incomplete information
with regard to attacks suffered. For example, if a customer’s computer has
been hacked to perpetrate a fraud, it is unlikely that the bank will have much
information beyond the data captured at its end. Thus, financial institutions
must learn how such attacks differ from regular customer interactions. For
example, an automated attempt at stealing customer funds may follow the
normal customer journey, such as checking the account balance before trans-
ferring money out; however, if this process takes just a few seconds, impossible
for any human to complete in the same time, the attack identifies itself.*

In this way, gathering richer and more detailed data is an integral part of
fighting cybercrime. Moreover, once an attack happens, the target will invar-
iably suffer some loss: in cases of online banking fraud, for example,
recovering lost funds is both difficult and costly.** Though early detection
can minimize losses, prediction can prevent them. Therefore, it is imperative
to calibrate detection algorithms towards predicting attacks.*

Algorithms have been demonstrated to be effective against the constantly
evolving tactics of bad actors.*® This is because they can spot small anomalies
in large data sets,”” and thereby flag potential ‘innovations’ on the part of
cybercriminals; as the number of nefarious transactions is low in relation to
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total transaction volume, it is expedient to focus on identifying anomalies as
well as known patterns of attack.?® Of course, these tasks needn’t be performed
by the same algorithm.

In practice, a balance needs to be struck between spotting anomalies and
pattern recognition; in other words, prevention and detection. Moreover, as
different organizations have different business models, and therefore differ-
ent vulnerabilities, their preventative measures need to be tailored according
to the degree of risk they face.”

Though algorithms can be effective in detecting, and even pre-empting,
malevolent transactions, the good actors need to stay one step ahead. One
way of achieving this is by deploying so-called ‘ethical hackers’: good actors
who attempt to breach organizations’ systems in order to expose vulnerabil-
ities in them. Though commonly deployed in the domain of cybersecurity,
there is no reason ethical hackers can’t be employed to expose vulnerabilities
within financial institutions’ anti-fraud or AML procedures, for example.

In addition, hackers do not necessarily have to deploy ‘high-tech” methods. In
a world of rapidly evolving cyberthreats, it is easy to overlook more down-to-
earth vulnerabilities. For example, ethical hackers were able to install key-logging
software within one organization’s IT department by mailing company-branded
USB sticks to its Chief Technology Officer (CTO), who then passed these to
members of the technology team. This is an example of ‘social hacking’ because
the intruders exploited the authority of the company’s brand and its CTO to
overcome potential suspicions; it is conceivable that security concerns might
have been raised if the USB sticks had not been company-branded.

Whilst predictive algorithms and ethical hacking may help prevent attacks,
these are mere tactical interventions. In order to further insulate themselves
from potential attackers, financial services institutions need to take the higher
ground by approaching data security from a holistic perspective: the under-
lying data flows need to be structured so that they are harder to breach. As
part of this, firms anonymize data in order to mitigate the negative effects of
potential data losses.

Anonymization and data security

This term refers to a set of techniques that serve to protect an individual’s
privacy by concealing certain aspects of their personal data.** For example, a
person’s medical record may omit their name, address and date of birth. In this
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way, anonymization enables organizations to share customer data with third
parties.*' Data anonymization techniques can include the following:**

- Aggregation: whereby all data is shown as totals (or averages) so that no
individual can be identified (eg disclosing average customer income).

« Partial data removal: whereby certain details that enable a person to be
identified are left out (eg sharing a customer’s age instead of their date of birth).

- Pseudonymization: using a coded reference or pseudonym in place of
other data (eg using numbers to refer to individuals instead of names).

The list is not exhaustive and there are variants to each of the techniques high-
lighted above. However, regardless of the technique used, those that deploy
them are subject to the same trade-off: that of data usability vs privacy.* The
more detailed a data set is, the more useful it is; however, the more granular the
data, the greater the risk of de-anonymization.* That is to say, if an anonymized
data set contains sufficiently granular information it may allow bad actors to
identify individuals by piecing together individual data points.*’

Generally speaking, bad actors seek to de-anonymize personal data by
matching it to data about an individual already in the public domain.*® For
example, when the State of Massachusetts made summaries of state employ-
ees’ hospital visits available to researchers in the 1990s, an academic was able
to identify the governor’s records using only his city of residence, date of
birth, sex and ZIP code.”” This illustrates that de-anonymization can be
achieved with surprisingly little data. Indeed, according to a study of
1.1 million people’s credit card transactions, 90 per cent of people can be
identified using the dates and locations of just four transactions.*® Thus, data
that may not appear to be personal, may nonetheless be sensitive because it
can be used to de-anonymize personal data.*”

The risk of de-anonymization has increased as the internet has broadened
the availability of data while advances in computing have made sifting
through large data sets easier.’” When assessing the risk of de-anonymization,
an organization has to gauge the risk of a bad actor successfully matching the
anonymized data to publicly available information. With the advent of social
media, this has become increasingly difficult, as it has become increasingly
difficult to judge the extent to which personal information pertaining to indi-
viduals in the data set is already in the public domain.’!

Thus, it makes sense for organizations to take a prudent approach to releas-
ing anonymized data. As the risk of de-anonymization can never be completely
eliminated, the issue is not whether de-anonymization is possible, but whether
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a bad actor can feasibly de-anonymize it given any supplementary informa-
tion they conceivably may have. As a result, some organizations employ
third-party consultants that attempt to de-anonymize data in order to ascer-
tain the robustness of anonymization before it is released publicly.*

Though it is widespread, anonymization is not the only way of pre-empting
bad actors. Tokenization is another preventative measure against attackers.
As part of this, customer data is protected at the point of sale by obscuring it
in advance of the transaction.

SECURING CUSTOMER DATA WITH TOKENIZATION

One of the inherent problems concerning credit and debit card transactions is that
the customer has to present both their card number and some form of unique
information (eg a PIN in-store or the number on the back of card online) to the
merchant in order to authenticate a transaction at the point of sale. If a bad actor
can intercept these two pieces of data, then the card can be misused.

This problem can be addressed via tokenization. Under this security paradigm, a
third party, such as a digital wallet provider, stores the user’s card number securely and
provides the customer with a stand-in number known as a token.>* At the point of sale,
the user presents this to the merchant instead of their actual card number. As part of
the transaction authentication process, the merchant’s system queries the wallet
provider’s system to ascertain that the token is legitimate; the wallet provider confirms
this by matching the token against the user’s card number within its own system.**

Thus, security is maintained strategically as the merchant’s system never sees the
user’s actual card number.>® As a result, an attack on the merchant’s system would be
incomplete as the attacker would not obtain users’ card numbers. In this way, the
merchants’ systems become somewhat less attractive as potential targets for hackers
as the focus shifts to the token providers.>® However, this degree of centralization can
be a weakness as it only takes one breach to affect many customers; however, it can
also be a source of strength as the organizations providing the tokens tend to have
greater resources and sophistication for fending off attacks.

Colloquially speaking, the idea of risk is taken to mean something bad;
however, quantitatively speaking, risk can mean both positive and negative
outcomes — upside as well as downside. For example, a new product may
increase profits if it becomes popular with customers. On the other hand, it
could flop and thereby cause the business to lose money. At the same time,
protecting customer data from cyberattacks protects an organization’s repu-
tation, and thereby its ability to generate revenue; failing to do so could
cause revenues to decline.
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Thus, there are revenue-generating risks and revenue-losing risks. In
essence, a business model is merely a structured approach to managing a
given set of risks. Just as different businesses have different brands, products,
and customers, they also have slightly different approaches to managing each
type of risk. In this way, businesses can find a competitive advantage in
managing risks more effectively than their competitors.’’

Risk management in a fintech context

In the years leading up to the GFC, there was a focus on revenue generation
in the financial industry, wherein risk managers had limited influence on busi-
ness decisions. The relegated role of risk functions within banks’ governance
structures, along with the incentives therein, are widely seen factors to the
financial crisis of 2007-09.%

However, in a dynamic risk environment, financial institutions cannot
afford to treat risk management as a box-ticking exercise, and even less so in
the case of cyberrisk: according to one estimate, the average cost of cyber-
crime to large corporates was US$13 million in 2018.%” Of course, these costs
can vary widely. In 2017, the shipping giant Maersk incurred losses amount-
ing to US$450 million as a result of a cyberattack disrupting its shipping
activities for 10 days.®

Unlike large, established institutions, fintech start-ups are in a unique posi-
tion with regard to risk management. As they do not have the scale and
sophistication of large banks, they are starting with a blank slate. By building
their businesses from the ground up, they have the opportunity to embed risk
management into the DNA of their organizations, rather than treating it as
an add-on. This means placing risk management at the centre of business
planning to inform both short- and long-term decision making.®!

Because of their small size, fintechs have a unique opportunity in that
revenue-generating and revenue-preserving staff often work side by side.
This enables fintechs to bridge the gap between these two groups more effec-
tively than large financial institutions can. As the business grows, management
needs to work toward preserving this connection. Otherwise, there is a risk
that individual teams get stuck in a silo mentality, only focussing on things
within their remit and losing sight of the bigger picture. This can be damag-
ing because fintechs tend to have a bias towards innovation and growth, and,
consequently, they may overlook the risk-based interventions that preserve
what is being built.
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To manage risk effectively, financial institutions need to deploy risk and
compliance teams as business planning tools for taking calculated risks. Just
as a new product innovation can be costed and assessed on its advantages and
disadvantages, organizations need to consider potential risks when making
strategic business decisions. In other words, ask themselves: is it worth it?

Just as managing user engagement on a mobile application relies on gath-
ering data, effective risk management in a financial services context hinges
on capturing relevant and timely information about the risks facing the busi-
ness. This allows countermeasures to be put in place and tracked. Fintechs
are in a unique position in this regard because they can build their organiza-
tions to facilitate better, and richer, data capture.

Regardless of the amount and quality of data captured, most businesses
need to have clear and well-defined risk appetites.®* For a company’s manage-
ment, this means quantifying potential — and acceptable — losses from the
crystallization of each risk.®® For example, the organization could state how
much it is willing to lose per year as a result of fraud. In addition, risks
should be quantified in terms of their likelihood.®* In this way, risks can be
prioritized in terms of their likelihood and impact. Furthermore, quantifica-
tion enables management to impose the potential losses from uncrystallized
risks as costs in manager/team budgets, and thereby incentivize mitigation.

Granted, such an exercise may be difficult for fintechs because, as new
organizations, they may have very little experience, and thus data, regarding
the risks they face. This problem is compounded by the fact that there is very
little industry-level data available. This phenomenon is not confined to finan-
cial services, because very few organizations are keen to publicize their risk
events/mistakes for fear of damaging their reputations.

However, there are signs that the fintech sector is trying to do things differ-
ently in order to overcome the lack of relevant organizational experience
concerning risk events and security breaches. The Fintech Fincrime Exchange
(FFE) is a good example: as an international forum for fintech businesses to
share information and experiences regarding the fight against bad actors, it
helps disseminate best practice in the fintech sector.®’ In this way, fintechs are
able to adapt more quickly to criminal innovations. This speaks to the sector’s
collaborative ethos; after all, most firms do not compete explicitly on their
ability to prevent online fraud, for example. Rather, fintech customer value
propositions focus on convenience, experience and price. As a result, it makes
sense for fintechs to share best practice with one another as each breach has
the potential to harm the industry’s reputation as a whole.
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Forward-looking risk management

At the bare minimum, a risk management function must ensure that its
organization complies with applicable laws and regulations, operates effec-
tively, and implements effective preventative measures.®® In addition, there
must be processes for validating the effectiveness of its approach to risk
management; after all, the risk function must evolve with the changes in the
risk environment.®’

Calibrating an organization’s approach to risk management in a dynamic
environment can be problematic because risk management metrics are inher-
ently backward looking. This is because quantitative measures tend to
capture what has happened, rather than what will happen. Thus, the newer
the data, the better. However, even real-time data is technically past data. As
a result, excessive focus on quantitative metrics can lead organizations to
overlook emerging risks, especially in a fast-moving sector like fintech.

This myopia is one reason that financial regulators now mandate that banks
conduct stress testing. As part of this, banks model the impact of plausible, yet
severe, scenarios on their balance sheets.®® In this way, it is intended to force
banks to look to the future and consider how certain risks could affect their
business; and, in doing so, go beyond merely reacting to current risks.

In addition, many financial regulators take a forward-looking approach to
supervision. For example, the UK’s Financial Conduct Authority attempts to
‘pre-empt or address poor conduct so that the risk and any associated harm
does not materialise’ and, when things go wrong ‘ensure it does not cause
significant harm to consumers or markets’.*’

Therefore, in order to pre-empt regulatory intervention, financial institu-
tions need to be able to demonstrate — and document — that they themselves
make forward-looking and risk-based decisions. In practice, this means using
the organization’s own risk management processes to inform business plan-
ning, capital allocation and contingency planning. Furthermore, these activities
are not exclusively quantitative: thus, even though small fintechs may not
have the sophistication required to deploy advanced forecasting models, there
is nothing stopping them from looking ahead on a qualitative basis.

The focus on linking risk management with business planning stems from
risk-based regulation: the idea that regulators and businesses have limited
resources and so must therefore focus their resources on preventing their most
significant risks from crystallizing. Thus, by taking a cue from regulation,
fintechs can employ a similarly rational approach to risk management; acting
under limited resources, they must focus on the most promising opportunities
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while, at the same time, addressing their largest and most pressing risks. In
this way, risk management is a balancing act between revenue-generating and
revenue-preserving activities.

CASE STUDY
. RiskGenius: An ‘insurtech’ for insurers
The insurance industry has long been plagued by inefficient behind-the-scenes processes.
For example, contract-renewal negotiations for catastrophe insurance have historically been
conducted via email: this comes with both risks and inefficiencies concerning version
control, data integrity and document management, not to mention security.”®

The manual nature of the insurance industry’s back-office processes leaves loopholes
in many companies’ risk management systems that bad actors can exploit. This can
significantly impact the bottom line. For instance, it has been estimated that insurance
fraud costs the UK insurance industry £50 per policyholder every year.”" In spite of this,
many insurers report underusing anti-fraud software packages due to their cost and
incompatibility with existing systems.”?

Thus, the insurance industry’s outdated systems and inefficient processes are
contributing to the cost of providing insurance cover. This means higher insurance
premiums; after all, it is ultimately the customers who bear the cost of insurance fraud.
However, the real tragedy is that this prices some people out of the market. In this way,
financially vulnerable people are prevented from getting insurance cover they may need.

Unless established insurers update their risk management and IT systems, they may
soon find themselves losing customers to smaller, and more tech-savvy, competitors,
known as ‘insurtechs’. Indeed, if these firms are better at detecting insurance fraud, they
may well be able to undercut their larger competitors. In addition, large corporates,
dissatisfied with the lack of bespoke cover from large insurers, are now looking towards
insurtechs for more customer-centric insurance solutions.”®

Not all insurtechs are, strictly speaking, insurance companies. RiskGenius (RG) is one
such firm. This insurtech is in fact a service provider to the insurance industry, which
believes in ‘connecting insurance professionals to digital knowledge’”* In this way, RG
appears to be facilitating digital transformation in the insurance industry as opposed to
competing directly with established insurers.

RG was founded in 2012 by two claims attorneys in the United States. Its founders’
shared dislike for ‘messy insurance documents’ was part of RG’s genesis. To address this
problem, the company applies machine learning to insurance contracts to automate
workflows across the insurance industry.”®

In some wholesale insurance businesses (eg brokers and reinsurers) an insurance
contract is usually ‘vaulted’ after it has been agreed and signed; in other words, stored
away securely, on a hard disk or in a file cabinet. In this way, it becomes difficult for
insurance companies to extract and aggregate information across different policies.



FINANCIAL TECHNOLOGY

Indeed, review processes often rely on pen and paper and/or manual keyword searches,
which impedes oversight.”®

This can be remedied using machine learning: natural language processing (NLP)
algorithms are deployed to sift through large volumes of text to find policy wording
inconsistencies and flag areas requiring further attention; these are then reviewed by a highly
skilled employee who can recommend an intervention, such as a policy wording update. In
this way, NLP enables insurance companies to deploy professional time more efficiently.””

RG uses machine learning to help insurers identify ‘silent’ exposures:’® insurance risks
that arise when policy wording has not been adapted to changes in the risk environment.
For example, the company helped one of its clients scan 100,000 policies for the word
‘environment’,”® presumably to identify insurance risks related to climate change. In this
way, RG helps insurance companies identify emerging risks.®® This is important as insurers
could otherwise be charging insufficient premiums for unwittingly covering certain risks
and/or face having to pay out unforeseen claims due to the lack of oversight. Speaking on
this point, RG’s CEO and founder Chris Cheatham said in an interview: ‘We figured out that
not a lot of people knew what is in their insurance policies... not the buyers of insurance...
actually the underwriters and the brokers as well.’®’

Furthermore, RG’s tools allow insurance companies to set policy-wording
benchmarks for reviewing incoming policies;®? in other words, insurance contracts that
the company did not initially draft itself. As part of this, RG deploys machine learning
algorithms to parse through policies and pick out key clauses for a checklist-based
review.®® This enables insurance companies to assess incoming policies against internal
standards.®

RG appears to be moving forward with machine learning to facilitate automation in
the insurance industry. In 2018, CEO Chris Cheatham stated in an interview that the
company was working on categorizing policy clauses by type (eg exclusions, war).?* This
allows algorithms to treat qualitative information like quantitative data; in this way, RG is
enabling the automatic comparison of different companies’ insurance contracts.®®

in the insurance industry?

g How can RG’s solutions facilitate risk management
(Suggested answer at the end of this chapter.)

Despite regulatory pressures to give risk management greater prominence
within businesses, particularly in financial services, there is still some way to
go. According to one survey, a significant number of corporate risk managers
report that risk is still treated as an ‘afterthought” within their organization
rather than as a core part of the business.®”
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So why is the role of risk management still relegated? Well, risk manage-
ment is all about people; an organization can invoke best-in-class policies
and deploy best-practice controls, yet still have a deficient risk management
system. This is because such measures are only as good as the people behind
them; their actions, in turn, are shaped by their organization’s culture.

Risk management and culture in fintech

According to the FBI, the top three online frauds (by total losses) perpetrated
in 2018 in the United States were email-based (US$1.3 billion), confidence/
romance (US$363 million) and investment (US$253 million) scams.®® These
schemes all rely on some sort of social engineering to conduct a fraud. For
example, email account compromise scams can involve bad actors pretend-
ing to be a business executive or senior decision maker to effect a transfer of
funds.* This fraud takes advantage of the authority heuristic (see Chapter 3),
much like the ethical hackers’ USB attack described above.

As can be seen in the cybercrime statistics above, bad actors often rely on
people making mistakes. In this regard, Shakespeare’s assertion that ‘the fault is
not in our stars... but in ourselves’,” is both pertinent and cogent; as people are
often the weakest links in risk management systems, it makes sense to focus on
shaping their actions. To this end, it is vital to get the organizational culture right.

Organizational culture is what makes the difference between what is said
and what is done. While anthropological definitions may vary, ‘the way we
do things around here’ is a useful starting point. That said, this definition
may be deceptive in its simplicity, as shaping an organization’s culture is
anything but simple.

For starters, one must accept that there is no such thing as having no
culture; whether or not it is shaped intentionally, there is something besides
contractual agreements, computer code and internal policies driving outcomes
within an organization. Because no business is, as yet, run entirely by robots,
there is a need for human intervention. Because policies, code and rule books
cannot capture all eventualities, employees are sometimes required to exercise
professional judgement. It is in these situations that organizational culture is
important. If no effort has been made to shape organizational culture, employ-
ees are likely to do what serves their immediate interests — often that which is
expedient, easy or profitable — while taking cues from their environment to
gauge the acceptability of their actions. Unfortunately, doing so does not
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necessarily lead to positive outcomes. Therefore, it is incumbent on financial
institutions to shape their internal culture such that employees make decisions
that serve organizational risk management objectives rather than their own
solipsistic concerns.

Furthermore, culture is not static. It evolves in tandem with changes in
organizations’ internal and external environments. Therefore, it should come
as no surprise that effecting cultural change within an organization is an
ongoing project that must be revisited periodically.” This necessitates that
organizations gather intelligence to help them assess how and why their
culture may be changing. Such interventions could range from something as
simple as an internal survey to the appointment of external consultants.

Once desired cultural changes have been identified, the question then
becomes hows? What practical measures can be implemented to effect the
desired change? To this end, the organization can employ both qualitative and
quantitative tools; to effect cultural change successfully, organizations must
use both types of intervention.

Let’s start with qualitative measures. A company’s leaders are responsible
for, amongst other things, providing a steer for organizational ethos;’* however,
this is more involved than writing mission statements, making speeches and
providing training. Though interventions like these are certainly needed for
shaping organizational culture, the most important thing is that managers do
as they say, also known as ‘walking the talk’. This is important because employ-
ees, like most human beings, take cues on how to behave from those in positions
of powers; if ‘the tone at the top’ is not consistent with the actions of upper and
middle management, then employees will lose respect for their message. As a
result, it is vitally important that both the words and actions of management
align with the risk management objectives of the organization.

For example, one hedge fund manager gave his employees the minimum
annual leave entitlement allowed by law. This was done on account of the hedge
fund being an ambitious and hard-working organization. As the owner of the
business, he was himself able to take as much leave as he wanted; but he did not.
Rather, he never exceeded the minimum leave entitlement. In this way, he was
living his company’s ethos, thereby motivating his employees to do the same.

Employee behaviour can also be influenced by moulding organizational
culture via quantitative interventions. In practice, this means putting in place
incentive structures that align employee behaviour with the exigencies of
organizational risk management.”® Thus, internal appraisal procedures can
be used as a risk-management tool. By assigning responsibility for risks and
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their sub-components to individual teams, managers and employees, organi-
zations can make managing each risk part of someone’s bottom line; such
accountability incentivizes vigilance as it links risks to performance appraisal
procedures. In this way, employees become risk owners.

When assigning responsibility for each risk, the level of detail must be
commensurate with the desired risk management outcome at each organiza-
tional level (ie business units, teams and individuals).’* This requires risk metrics
to be relevant to each risk owner’s remit; the closer to the frontline, the more
granular the information needs to be and vice versa. For example, the board of
a large bank is not normally concerned with the level of customer complaints of
individual branches; this is the responsibility of the branch manager.

Just as responsibility is assigned top-down, information flows bottom-up.
Thus, any risk management system worth its salt should aggregate low-level
tactical data in a way that facilitates decision making, oversight and, crucially,
timely escalation of risks up the chain of command. In this regard, it is impor-
tant to ensure that desired risk management outcomes are formulated in a
way that is specific, measurable, achievable, relevant and time-constrained (ie
SMART);” otherwise a gap will emerge between what is measured (and
therefore addressed) and the organization’s risk management objectives.

Though the quantitative and qualitative interventions outlined above can
be effective in reorientating organizational culture towards greater risk
awareness, it is also possible that these cause risk owners to fall into a silo
mentality, whereby individual business units and teams lose sight of the
bigger picture. To avoid this, organizations can incentivize internal knowl-
edge sharing, for example by seconding employees between business units.

Admittedly, many of the interventions discussed above may be better
suited for larger, and more well-established financial institutions than for
small fintechs. For example, many risk-management interventions require
separation of duties and reporting lines in order to be effective; many small
firms simply don’t have the scale and staff resources to make this a reality.
Nonetheless, it makes sense for fintech start-ups to consider how their culture
is affecting risk management outcomes from the very beginning: when
companies are in their embryonic stages, they are in a unique position to
shape their organizational culture and can perhaps do so more effectively
than slow-moving incumbent financial institutions.

As fintechs grow, their organizations undergo significant changes of scale:
from fledging start-ups to SMEs, and for a few, to becoming large financial
institutions (eg PayPal). As a fintech grows, its organizational culture changes
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in tandem with its size. In this way, each stage of growth presents an oppor-
tunity to effect positive cultural change. However, there is also a risk: if the
question of culture is not addressed consciously, it may develop in ways that
do not serve the organization’s risk-management objectives.

Because most fintechs are small organizations, it makes sense for them to
start with their people and the relationships between them when seeking to
effect positive cultural change. Innovative businesses tend to be led by ambi-
tious people with high-risk appetites. As a result, many fintechs face the
challenge of infusing their growth-orientated culture with a more risk-
orientated outlook and, ultimately, achieve a healthy balance between the
two. A good place to start is by treating revenue-preserving members of staff
not as a regulatory requirement, but as valued advisers who the naturally
optimistic founders come to for more sober takes on their ideas.

CASE STUDY
. Robinhood
Robinhood is a trading app based in the United States. Since launching in 2015, the company
has grown its customer base rapidly: by October 2018, it had 6 million customers;*® in 2019,
this number reached 10 million.?” As a result, the company has received enthusiastic
support from the venture capital community: in 2019, Robinhood raised US$323 million as
part of a funding round that valued the company at US$7.6 billion.”®

Robinhood allows its users to trade on a commission-free basis. The company is able to
do this because it has other revenue streams: interest on cash balances, stock lending income,
interchange fees on card transactions and rebates for directing trades to market makers and
trading venues. In addition, Robinhood has a ‘Gold’ membership plan which gives users access
to additional trading and investing tools.”

Taking payment in exchange for order flow is a common practice in the brokerage
industry. Trade-executing institutions, such as market markers, are willing to pay for this
because they benefit from higher trading volumes;'® the more buyers and sellers they
have, the tighter, and thus more competitive, their spreads. However, this practice has
received some criticism as taking payments from third parties could give rise to conflicts of
interest.'®!
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However, Robinhood is adamant that it sends its customers’ trades to market makers on
the basis of execution quality; the company is insistent that potential rebates do not figure as
part of these decisions.’®? Even so, in 2019, US regulators fined Robinhood US$1.25 million
for best-execution violations.'* Under US security industry rules, brokerage firms are required
to ascertain that their best-execution arrangements give clients the best possible price given
prevailing market conditions at the time of each trade.’® This means that brokerages may
sometimes have to route trades away from their preferred exchanges and/or market makers.
However, during a period spanning from 2016 to 2017, it was found that Robinhood did not
reasonably consider ‘execution quality factors (such as price improvement) that the firm could
obtain from alternative markets’'®® According to the Financial Industry Regulatory Authority
(FINRA), the body conducting the investigation into Robinhood, the company’s internal
documentation on best execution ‘focused only on the execution quality of its pre-existing
routing destinations, all of which paid Robinhood for that order flow”.'® Though Robinhood
neither admitted to nor denied these charges, it consented to FINRA's findings and settling the
fine."”’

This was not the first time that Robinhood has ended up in hot water as a result of an
oversight on its part. In 2018, the company was forced to retract the announcement of a 3
per cent savings account which ostensibly would be backed by the Securities Investor
Protection Corporation (SIPC), an industry body that insures cash held in investment accounts
against broker failure.'® The issue arose because Robinhood had neglected to contact the
SIPC before announcing the product; had it done so, it would have learned that the SIPC only
insures cash deposits intended for purchasing securities, and not savings accounts.'®

Robinhood also has a subscription service for more sophisticated users. For US$5 a
month, users get access to additional features such as more detailed (Level I1) market data and
access to professional research. In addition, this package comes with a margin feature which
allows users to borrow against the cash in their account to purchase securities.'*°

Unfortunately, the margin feature contained a vulnerability that was exploited by users
to build extremely large trading positions, seemingly for no other reason than to harass
Robinhood. Worse yet, these users shared their exploits via an online message board, posting
screenshots from their Robinhood accounts, thereby encouraging other users to follow in their
footsteps.

To understand how rogue users were able to game Robinhood’s margin features, one
must first understand the idea of margin. Brokers typically allow their more sophisticated
clients to borrow money against the assets (ie cash and securities) in their accounts in order to
take on larger investment positions. For example, if your account is allowed 50 per cent
margin, it means that if you deposit US$10,000 in your account, you can borrow another
US$10,0000 to buy US$20,000 worth of securities.”"" Under normal circumstances, if you
want to further increase your position size, you have to deposit more cash, which would in
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turn allow you to borrow more money for investing. Moreover, if the shares go down in value,
you will have to put more cash into the account to preserve the 2:1 ratio of assets (cash and
stocks) to liabilities (the margin); this is known as a ‘margin call’, which, if not met, will cause
the brokerage to sell your shares to limit its own exposure.'"?

In 2019, users found a way to trick Robinhood’s systems to make it seem like they
had more cash in their accounts, thereby enabling them to access more margin. This
process went as follows: users would purchase shares and use them to sell deep-in-the-
money call options.' These are derivative contracts wherein the seller promises to sell
shares at a certain price on or before a specified future date, known as the expiry
date.”™ In exchange for making this promise, the seller receives an upfront payment,
known as a premium.""® When an option contract is said to be ‘deep-in-the-money’ it
means that the contract price is significantly below the current market price, and often
not far from expiry; as a result — and this is key - the buyer is willing to pay a premium
that is very high, often not too far from the actual share price, in exchange for a small,
but very likely profit.

Though the sellers of these options were obligated to sell the shares on a future date,
they would hold them until expiry.'*® This, along with the cash received from the option sales,
overstated the asset balance in their accounts;'"” thus, Robinhood’s systems were effectively
double counting large parts of users’ shareholdings. This allowed some users to gain large
positions by borrowing against their inflated asset balances and using this leverage to repeat
the process described above several times.''® Some users claimed to have amassed positions
in the hundreds of thousands of dollars starting with account balances of just a few thousand
dollars."™ In response, Robinhood quickly restricted the offending accounts and patched the
glitch in their systems."?°

The infinite leverage hack came during a busy year for Robinhood: in 2019,
the company introduced fractional share trading, expanded its crypto offering, and
even launched a debit card.’? In addition, the company gained regulatory authorization
to operate in the UK."?® During that year, Robinhood also appointed new people to
senior positions, including a former chief counsel at WhatsApp as Chief Legal
Officer;"?* and a former SEC commissioner as the company’s first independent board
director.’*®

From the perspective of an independent observer, what
Q appears to be the cultural dilemma at Robinhood?
(Suggested answer at the end of this chapter.)
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Chapter summary

In this chapter we explored how bad actors can exploit systemic vulnerabili-
ties in risk management systems and how to stop them. Unfortunately, new
technologies give risk to new threats. Criminals innovate — just like the insti-
tutions they seek to attack. As a result, managing risk in fintech is a constantly
evolving endeavour.

For this reason, we attempted to give the reader an overview of risk
management in fintech while recognizing that the nature of the threats facing
financial institutions, small and large, are bound to change as new technolo-
gies emerge. In doing so, this chapter brought together a range of topics
particularly relevant to risk management in fintech: machine learning, cloud
computing and organizational culture.

Though some of these areas may fall in and out of focus as new risks
emerge, there is a deeper lesson to be learned from exploring such a diversity
of topics: that, in order to manage risks effectively, fintechs must take a holis-
tic view of risk management within their organizations.

That said, one must never lose sight of the glue that binds organizations
together: their people. Though the risk environment will continue to change,
the one constant is that human beings are, simultaneously, the greatest asset,
and liability, in risk management systems. On one hand, risk management
systems rely on good people to fend off bad actors; on the other, their inher-
ent flaws are often the weakest link in such systems.

I» KEY TAKEAWAYS
The most important points from this chapter are:

» Like start-ups, bad actors use technology to innovate and scale up their activities.

«  When fending off attackers, organizations need both detective and predictive
countermeasures while striking a balance between human intervention and
automation.

- Though new technologies can create vulnerabilities for criminals to exploit, there
is often a human factor underlying certain attacks.

« Incentives and the behaviour of leaders are key to effecting positive cultural
change in regard to risk management.
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SUGGESTED ANSWERS TO DISCUSSION POINTS

Q How can RG’s solutions facilitate risk management in the insurance industry?

By applying natural language processing to insurance contracts, RG digitizes the
contents of individual insurance contracts, and therefore allows these to be plugged
directly into insurance companies’ risk management and oversight systems. In this
way, RG’s tools facilitate the aggregation of granular data into broader categories.

This could help insurers track their performance against individual risks, at
different levels of granularity and responsibility. This could lead to better risk
management and mitigation within insurance firms. For example, machine learning
could be used to identify patterns in claims, which could lead insurers to insist that
insureds adopt certain preventative measures as is common in the case of fire
alarms and home insurance.

In addition, more granular and up-to-date data regarding underwriting
performance - in essence, premiums received vs claims paid - could lead to better
pricing and thus more competitive products. Finally, by facilitating reviews of
insurance contracts, RG’s tools may help insurers avoid contract disputes and
litigation costs that may otherwise stem from human error.

Q From the perspective of an independent observer, what appears to be the
cultural dilemma at Robinhood?

Robinhood appears to have been suffering from a classic problem that afflicts start-ups:
the problem of going too far, too fast. The company is clearly led by ambitious and
growth-orientated people. This is evident in its impressive growth and its steady stream
of innovations. In this context, it is not hard to see how an excessive focus on innovation
and expansion (aka ‘agility’) may have contributed to Robinhood’s various hiccups along
the way, many of which suggest a lack of voices ‘kicking the tyres’ within the company.

To be fair, it appears that Robinhood is learning from its mistakes: the
appointment of an experienced and high-profile Chief Legal Officer along with a
former SEC Commissioner to its board, suggests that the company is taking legal
and regulatory matters seriously.
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Regtech and regulatory compliance

Financial requlation in a fintech context

LEARNING OBJECTIVES
This chapter will help you understand:

« How regulatory imperatives are shaping fintech.
« How regulators are responding to fintech innovation.
« Regulatory principles pertaining to Big Data and Al.

« Regulations pertaining to blockchain and cryptocurrencies.

Introduction

This chapter is about the laws and regulations that are relevant to fintech
and some of the technologies discussed in this book. It is intended to set out
the key regulatory issues concerning certain innovative business models and
technologies. As a result, this chapter is not about financial regulation, per se.
Instead, it addresses the regulatory and legal considerations pertaining to the
use of innovative technologies in a fintech context.

Moreover, this chapter does not deal with the minutiae of specific rules,
laws or regulations. After all, that is what lawyers are for. Instead, the aim is
to examine the big-picture considerations underpinning the use of technol-
ogy in finance; though individual jurisdictions may have different laws and
regulations, the policymaking and regulatory objectives are often similar.
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This chapter attempts to take a global view of regulation. That said, the author
acknowledges that most of what is written is either UK, EU or, very occasionally,
US-centric. This is because these jurisdictions have been, and continue to be,
drivers of international standard setting in the domains of technology and
finance. In spite of this, this chapter should be no less useful to readers outside
these jurisdictions, as the underlying regulatory issues are the same.

Regulation and the global financial crisis

As discussed in Chapter 2, the global financial crisis of 2007-09 (GFC)
helped foment the emergence of the fintech sector. By damaging the collective
reputation of the financial industry, for example, the GFC made consumers
more willing to adopt financial solutions from outside the mainstream.
However, there is also the behind-the-scenes view, that the regulatory response
to the GFC reimagined financial regulations and thus helped reshape the
competitive arena.

Following the near implosion of the financial system in 2008, new financial
regulations were introduced around the world. The aim of these was to stop
future bank failures from endangering the stability of the financial system
while addressing the too big to fail problem.! In this way, the post-2008
reforms were intended to prevent a repeat of the mistakes that led to the GFC.

In the United Sates, these regulatory changes came in the form of the Dodd-
Frank Act.? This brought in a slew of new regulations, from stringent reporting
requirements to restrictions on the use of banks’ proprietary capital.’ As part
of this, certain large financial institutions were designated as ‘systemically
significant’, thereby subjecting them to greater regulatory scrutiny.*

Meanwhile, similar reforms were enacted around the world: in the UK, for
instance, this took the form of the Financial Services Act 2012, which created
new regulatory authorities with enhanced supervisory powers.’ Financial
regulation, it was promised, would be more ‘intrusive’ and ‘forward look-
ing’.® Furthermore, the Banking Reform Act 2013 increased banks’ capital
requirements while forcing the financial separation of their retail and invest-
ment banking activities via ring-fencing.”

Although excessive regulation can be detrimental to innovation,® the
global reform of financial services regulation since the GFC may inadvert-
ently have facilitated fintech innovation by shifting the regulatory burden
onto larger financial institutions. The financial crisis taught regulators to be
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more risk focussed. Given limited resources, this means that regulators have
to focus on institutions that pose comparatively greater risk to their regula-
tory objectives. Generally speaking, this results in larger institutions receiving
greater scrutiny due to their larger balance sheets and greater number of
customers. As a result, small fintechs receive comparatively little scrutiny in
comparison to larger institutions. In this way, more top-heavy regulation
may have handed the advantage to fintechs by tempering risk appetite within
large financial institutions and slowing down innovation within banks.

Such intra-jurisdictional regulatory arbitrage has allowed small fintechs to
enjoy comparatively less scrutiny. This has left regulators in a bind: on one
hand, increased competition and innovation are desirable outcomes for
addressing the too big to fail problem; on the other, a greater number of firms
is making regulatory oversight more difficult.” With their resources thinly
spread, regulators are seeking new ways of overseeing the financial industry.
However, as much of the current regulatory paradigm was created in response
to the GFC, it may not be appropriate for regulating fintech."” As a result,
regulators across the world are seeking new ways of supervising financial
institutions: like the firms they regulate, regulators must innovate to make
their internal processes faster, cheaper and easier.

Of course, such innovation is not limited to regulators: large financial
institutions incur significant compliance costs in the form of professional
time to ensure they comply with the minutiae of financial regulation. This is
not cheap: according to an estimate by the European Commission, financial
services firms spend between 0.5 per cent and 1 per cent of their annual oper-
ating costs on regulatory reporting.'' As a result, some financial institutions
are turning to technology to address the increased compliance burden.

ROBOTIC PROCESS AUTOMATION (RPA)

This term is something of a misnomer as it does not involve robots, at least not in
the conventional sense.'” In the context of RPA, a ‘robot’ is merely a computer that
has been programmed to perform certain computer-based tasks such as opening
and closing files, transferring data and filling out forms. Thus, besides freeing up
staff time, RPA helps minimize errors in back-office workflows.

As back-office functions do not generate revenue, financial institutions are
looking to RPA to reduce costs." In some ways, this can be seen as the next logical
step on from outsourcing in the journey towards back-office rationalisation.’* What'’s
more, RPA allows banks to incrementally digitize their operations without uprooting
ageing, though mission-critical, IT systems.
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On average, an RPA deployment has a payback period of ca 11 months.*?
Furthermore, it is estimated that a large company with 50,000 employees can
increase profits by over US$30 million per annum by using RPA to automate 20 per
cent of staff capacity.’® The potential for cost savings has not escaped the eye of the
insurance industry: according to one survey of insurance companies, 17 per cent of
respondents expect RPA to cause a reduction in the use of outsourcing.”

Of course, RPA is no panacea. The robots are only as good as their underlying
processes;'® if the underlying processes change, the machines will need to be
reprogrammed. Moreover, as the robots are becoming more sophisticated and, in
some domains, being programmed to perform multiple tasks,'® many jobs are at risk
as a result of RPA. No surprise then, that the deployment of RPA has significant
change management implications.?

Though jurisdictions vary, financial regulators generally have three core
objectives: consumer protection, market integrity and systemic stability.?' As
the financial industry evolves with changes in technology and the emergence
of innovative new business models, the risks to these objectives change. As a
result, regulators must adapt to their environment and adapt their approach
accordingly.

Regulatory risks in fintech business models

Though the fintech space is broader and more diverse than peer-to-peer (p2p)
lenders and investment robo-advisers, this sub-section will focus on these
business models. This is because both grew more prevalent in the post-crisis
era. As a result, they illustrate many of the regulatory issues concerning
fintech business models: as there is a significant degree of overlap in the
themes discussed for both types of fintech, the prevalent issues may well
apply to other fintech business models.

Both p2p lenders and investment robo-advisers promise greater financial
inclusion through more accessible and cost-effective financial solutions. No
doubt, this is attractive to policymakers. However, there are certain
unanswered questions regarding each business model, which may affect
negative consumer protection and financial stability outcomes; in other
words, these business models may threaten regulatory objectives.
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For starters, there may be a consumer protection issue around product
understanding: as both p2p lenders and robo-advisers are new solutions, it is
questionable whether consumers understand what they are signing up to.
When using a smartphone or tablet to access a financial service, how many
people read the terms and conditions? As many consumers mindlessly tick
boxes and ignore pop-ups, there is a risk that they will miss important disclo-
sures for the sake of preserving mental energy.

Moreover, app-based financial solutions designed to optimize the user
experience may neglect important disclosures, or even mislead users. For
example, a review of customer agreements from leading robo-advisers in the
United States found that firms were not without potential conflicts of interest
and did not hold themselves to an adequate standard in regard to serving
their clients’ best interests.”” However, these details are likely to have been
lost on many of their clients as any exclusions, caveats and disclaimers are
often contained within lengthy client agreements.”> As a result, many users
may invest with robo-advisers and expect a higher standard of fiduciary care
than the one they receive.

This misconception extends to p2p lenders. Like robo-advisers, these solu-
tions, mobile or otherwise, often come with user agreements written in
legalese. As a result, the average user has little hope of understanding these
agreements. Consequently, users may not fully appreciate the risks of invest-
ing through p2p lenders.

People tend to invest in p2p schemes because they are seeking a higher
yield than what mainstream banks can offer. Thus, they are anchoring their
product expectations to savings accounts, which tend to enjoy some form of
deposit insurance. In this way, they may succumb to the false expectation
that their p2p investments, which exhibit similar characteristics to savings
products (interest rates, term, etc), enjoy the same degree of protection. As a
result, some may be surprised to find their investment impaired when under-
lying borrowers default.

The yield-seeking behaviour of some p2p investors can also have systemic
effects: as investors chase yield, they take greater risks; this, in turn, depresses
yields as there is a greater supply of credit leaving borrowers with the upper
hand. The lower yield then forces yield-hungry investors to take on greater
risks, thereby further depressing yields and perpetuating the cycle. A similar
effect may be observed if defaults increase causing investors to become more
risk averse, whereby they withdraw from the market, causing interest rates
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to increase; this shortage of credit means that even creditworthy borrowers
will find it more difficult (and expensive) to obtain financing, thereby wors-
ening economic conditions. Thus, p2p platforms’ focus on yield may cause
credit markets to become more pro-cyclical.?* This may be particularly
pronounced in markets where p2p lending is prevalent, such as the UK,
where these platforms account for ca 15 per cent of all consumer lending.”
The investment robo-advice model can also be a source of pro-cyclicality.
This is because robo-advisers tend to direct investors towards the same type
of low-cost exchange-traded funds (ETFs). These funds passively track well-
known equity indices, such as the S&P 500 by investing in all the constituent
stocks of a market index. This dynamic can create bubbles as investors are,
in effect, investing in a narrow range of stocks. This can give rise to a feed-
back loop wherein price rises attract more people to the stock market,
pushing prices even higher. However, if public appetite for the stock market
cools, this feedback loop could reinforce downturns in the market. With ca
37 per cent of invested assets in the United States held in passive investment
funds like ETFs,* robo-driven pro-cyclicality has the potential to signifi-
cantly worsen stock market crashes (for more on this, see Chapter 6).

Fintech similarities to the pre-GFC years

The more prevalent p2p and robo-advisers become, the greater their poten-
tial for systemic impact, positive and negative. If a significant number of
fintechs were to fail, this may have consequences for the non-financial econ-
omy. If this sounds familiar, it is because this has happened before, most
recently during the GFC.

The financial crisis of 2007-09 did not emerge in a vacuum. It came about
following a period of financial innovation and historically low interest rates.
This created an environment where yield-seeking institutions invested in
baskets of US mortgages, the now infamous mortgage-backed securities
(MBS). These investments were financially engineered to offer higher returns
for comparatively less risk.*”

The basic idea was simple as well as seductive: though individual states
had experienced property market declines from time to time, US property
prices had, on average, not declined for several decades. Based on historical
data, it was believed that regional property markets were weakly correlated
with the overall US economy, which had, from time to time, experienced
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recessions. In this way, banks could manufacture ‘low-risk’ securities by
bundling together mortgages from different states and across different classes
of borrowers.?®

The apparent safety of capital and attractive yields drew investors from
around the world to the US MBS market. What’s more, banks found that
they could make more money by following an ‘originate and distribute’

1, which entails making home loans and then selling these on to inves-

mode
tors and then charging a fee for servicing the mortgages. This took the risks
of the mortgages off banks’ balance sheets. As a result, these banks effectively
became conduits between borrowers and investors. Meanwhile, investors
bore the risks of financing banks’ mortgages, and so became shadow banks.*
This term has also been used in the context of p2p lenders as they are effec-
tively following an ‘originate and distribute’ model by connecting borrowers
and investors via their platforms.*!

Of course, the parallels do not stop there: in the run-up to the financial
crisis, investors were chasing yield; investors in p2p schemes are doing the
same. Moreover, many pre-crisis banks were under intense shareholder pres-
sure to maximize profits. Likewise, many fintechs face similar pressures from
their financiers,* who favour quick growth in order to ‘scale-up’ their busi-
ness; often, in order to make the business financially sustainable, or at least
viable enough to be attractive to the next cohort of funders.

As both p2p and robo-advisers are distribution-led business models that
serve to connect borrowers and investors, they retain little, if any, of the risk
from the products they sell. As a result, it is not hard to see how the pressure
to grow could lead some to focus on short-term customer acquisition. There
is a pre-GFC precedent for this: as banks could simply pass on the credit risk
of their mortgages to yield-hungry investors, there was very little incentive to
screen borrowers for creditworthiness. At the same time, investors took little
or no interest in the mortgages underpinning their investments; after all,
these were diversified and serviced by reputable banking institutions.

With incentives thus aligned, negative consumer outcomes, such as p2p
investors taking risks they do not fully understand, should not come as a
surprise; indeed, this risk has been noted in relation to p2p platforms.** When
unconstrained, the p2p business model can incentivize unsustainable lending
and fraud, as was the case in China’s p2p bubble, which was, at least initially,
lightly regulated: as p2p lending grew in popularity, the proportion of new
p2p loans to new bank loans grew to 40 per cent by mid-2016.** However,
as defaults surged, the size of the problem spurred regulatory intervention
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and a nationwide overhaul of the sector ensued.* By mid-2018, the ratio of
new p2p loans to new bank loans had fallen below 10 per cent; during the
same time, the number of p2p platforms in China fell by more than a third,
from around 3,000 to ca 1,800.%

Though p2p lending is growing in Europe and North America, it has yet
to reach the same scale as it did in China. That said, if left unchecked, the
sector could have similarly disruptive effects on consumer credit markets in
the West. As p2p platforms are similar in structure to open-ended credit
funds,’” they suffer from the same potential liquidity problem: when inves-
tors want to redeem their money, the fund has to sell its underlying holdings.
Unfortunately, if the underlying holdings are illiquid, a surge in redemptions
could collapse the fund.*® As p2p loans are similarly illiquid, a loss of confi-
dence in p2p lending could cause a run on one or more p2p platforms.

Perhaps then, it is for this reason that many p2p lenders view the failure of
a high-profile p2p platform as one of the biggest risks facing the sector;®
such an event may trigger a rise in redemptions across the sector, which, in
turn, could lead to more failures. This scenario would be a hark back to the
GFC: the collapse of Lehman Brothers in September 2008 caused a run on
the Reserve Primary Fund, a large money market fund, that had large expo-
sures to short-term Lehman debt.*® This collective loss of confidence caused
investors to hoard cash; after all, who would fail next? As a result, the usually
liquid money markets dried up, causing yet more financial turmoil.*!

To be sure, p2p lenders have collapsed without far-reaching systemic
consequences. As an example, the UK-based p2p platform Lendy collapsed
in 2019.** Yes, investors lost money, but the failure does not appear to have
had a significant effect on other platforms.

Though many of the underlying drivers (low interest rates, yield-seeking
investors and distribution-led business models) in the post-crisis era are simi-
lar to those preceding the GFC, it is not clear whether a new financial crisis
can emerge as a result of excessive p2p lending. There are differences between
many of the fintech business models and the ‘too big to fail” banks. For start-
ers, very few, if any, fintechs have the scale of the financial institutions whose
actions helped precipitate the financial crisis. Furthermore, p2p lenders are
less interconnected with each other than large banks are.*” In this way, any
failures are likely to be contained, at least for now.

Ultimately, the big test for novel and fast-growing fintech business models is
underway in the form of the COVID-19 outbreak and its economic aftermath.
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As part of this, p2p lenders are learning whether their credit-risk models hold
up in the face of economic stagnation and mounting job losses. Likewise, robo-
advisers’ ability to retain customers via their slick user interfaces is being tested
under conditions of greater financial market volatility.

Regtech and sandboxes

Though innovative business models may pose risks to individual consumers,
or indeed, the wider financial system, they also offer economic opportunity.
This may come in the form of greater financial inclusion, cheaper financial
products and a more competitive and consumer-friendly financial sector. As a
result, regulators must try to balance these opportunities with the risks posed
to their organizational objectives, just like the firms they seek to regulate.

As fintechs are innovative businesses, it makes sense for their regulators to
attempt to emulate some of their innovative flair to allow for more effective
and efficient regulatory supervision. Like any other business, regulators are
subject to certain resource constraints. Thus, they are increasingly turning to
technology to help facilitate their activities. This has given rise to the idea of
‘regtech’, which is a portmanteau of regulatory technology.

Just as is the case with ‘fintech’, the term can mean different things to
different people. For our purposes it shall be taken to mean the application
of technology to make regulatory supervision and compliance more effective
and efficient. Thus, regtech solutions can be deployed both by regulators and
the firms they seek to regulate.

To address the challenges of regulating a more dynamic financial sector,
regulators use technology to facilitate data collection and enhance their over-
sight processes.** In this way, technology can help regulators gather more
granular and up-to-date information; in theory, this should help regulators
detect and respond to emerging risks in a more timely manner. In addition,
regtech can help free up staff time that would otherwise have been spent on
routine and monotonous data-gathering tasks. As regulatory authorities are
constrained by their access to technological expertise,* saving this resource
allows their tech-savvy employees to focus on value-adding activities such as
thinking about emerging risks in the fintech sector or speaking directly with
the firms they regulate.
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CASE STUDY
. Digital Regulatory Reporting

In 2018, the Bank of England and Financial Conduct Authority (FCA) launched a pilot
initiative to digitize reporting processes in conjunction with six major banks. This project
was branded as Digital Regulatory Reporting (DRR). Its aim was to use blockchain
technology to improve the quality and consistency of the data reported to regulators. As
part of the project, the participants built a prototype to facilitate regulatory reporting in
two areas: mortgage lending and bank capital ratios.*®

According to UK rules, no more than 15 per cent of mortgages sold may have credit
exceeding 4.5 times the borrower’s declared income.*’” In addition, Basel Ill Standards
require banks to maintain high grade capital ratios of at least 4.5 per cent against risk
weighted assets.*® These rules were converted into computer code to allow automatic
monitoring of banks’ compliance with them; meanwhile, banks standardized their data to
ensure consistent reporting across all participating entities.*®

In this way, the prototype enabled the comparison of reported data against regulatory
requirements. Underpinning this was a blockchain solution: each rule was programmed into
a smart contract, which was then installed on nodes held at the regulators and individual
banks. On each node, this contract was run against data supplied by the regulated entities.
The results of these compliance checks were made available to regulators via a graphical
user interface; this allowed regulators to generate compliance reports as and when
required. In addition, the interface enabled regulators to request additional data directly
from each firm’s node via an API. To make the solution accessible to smaller firms, the
prototype allowed for the option of uploading the data in Excel format.*°

The DRR pilot can be seen as a success in the context of the UK regulatory authorities’
broader approach to regtech, which the FCA views as using ‘technology and innovation to
deliver regulatory requirements in a more effective and efficient way’>' Moreover, the
FCA recognizes that increases in reporting requirements since the GFC have led to a
greater regulatory burden on firms.*? According to the FCA’s Director of Innovation, ‘Firms
face challenges in how they meet their obligations to report information to us. We think
there’s a real opportunity for technology and innovation to reform how they do that.’*?

DRR could conceivably be expanded to automatically issue fines in response to rule
breaches.** However, this may be some way off: as part of the pilot, the regulators
concluded that converting all regulation to code would be too onerous and costly.>® As a
result, they suggest approaching DRR incrementally as opposed to a wholesale overhaul
of reporting systems.*® Indeed, incremental changes in specific domains could mean
significant savings for regulated firms: as an example, it is estimated that large lenders
spend an average of £450,000 pa on reporting mortgage data to the regulators.®” Thus,
the regulatory authorities and industry will need to work together to identify the greatest
areas of cost and inconvenience in the regulatory reporting process; in other words, their
compliance ‘pain points’.
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How might an initiative like Digital Regulatory Reporting facilitate
supervision and compliance processes in the financial industry?
(Suggested answer at the end of this chapter.)

Besides deploying technology to gather better data, regulators can seek
engagement with the firms they regulate in order to enhance their own super-
visory processes. This gives regulators access to business intelligence and
qualitative insights from industry which can be used to inform their regula-
tory approach; it is also a way for regulators to disseminate best practice.
What’s more, engagement with regulators can benefit regulated entities: by
reducing regulatory uncertainty,’® which can be seen as a cost, such engage-
ment helps reduce barriers to entry in the financial sector.

One way of increasing regulator—firm engagement is via a regulatory sand-
box. This is a tool designed to foster in-depth regulator-firm engagement in
a fintech context. As part of this, firms are allowed to experiment with novel
financial solutions using real customers, albeit on a limited scale. This is done
under the careful supervision of regulators on a time-constrained basis.>

Sandboxes allow fintechs to test innovative financial solutions in a safe
environment,® thus minimizing the risk of inadvertently breaching any rele-
vant laws or regulations. This allows firms to refine their solutions before
rolling them out on a greater scale. Moreover, sandboxes enable regulators
to instil within firms a degree of best practice in regard to risk management
and compliance; as firms are keen to ‘graduate’ from the sandbox, they will
no doubt pay close attention to the regulator’s messaging.

Though sandboxes can be effective in reducing regulatory uncertainty for
fintechs, they are also resource intensive as they require staff to be knowl-
edgeable in both regulatory matters as well as technology. As a result, some
financial regulators deploy fintech-specific regulatory support teams, some-
times known as regulatory offices. These provide basic guidance to fintechs,
helping them understand regulatory requirements and how best to comply
with them. Indeed, a large proportion of regulatory queries, even when they
come from fintechs, do not need go through sandboxes. In this way, regula-
tory offices can be used as a sorting mechanism for deciding which firms go
into the sandbox.®!

Fintech-dedicated offices are a way of centralizing valuable skills and thereby
leveraging them. Nonetheless, this is a tactical intervention as regulated firms
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still have to be dealt with on a case-by-case basis. As this approach is resource
intensive, some regulators are turning to updating their rule books and guid-
ance documents to help firms make better compliance decisions; in other
words, approaching the problem strategically by attempting to minimize any
confusion surrounding the rules.

Despite increasing regulatory sophistication and support for fintechs, the
skills shortage at regulatory authorities is likely to persist. What’s more,
supervising fintechs requires a multidisciplinary approach in order to super-
vise the often complex fintech business models.” As a result, there is an
opportunity for technology-savvy professionals from a diverse array of
professional backgrounds to build a career in fintech regulation. Professionals
with regulatory experience often command a premium in industry due to the
evolving and complex nature of financial regulation.

Data protection in an Al context

In financial services, very few, if any, laws pertain directly to specific tech-
nologies. This is because financial regulators, by and large, take a technology
neutral approach. In this way, they seek to regulate the application of tech-
nology to finance as opposed to regulating individual technologies. As a
result, it makes sense to focus on the rules pertaining to areas relevant to the
use of these technologies within fintech business models. In the context of
machine learning and Al, this, means taking a close look at data protection
rules.

Privacy and data protection are central to artificial intelligence because
data, after all, is the lifeblood of the machine learning algorithms so often
referred to as ‘AD’. Fintechs use vast amounts of data to train these algo-
rithms. As a result, in most customer-facing enterprises that use Al, much of
this data is likely to be confidential. This opens firms up to the risk of data
loss, which can significantly impact the bottom line: under UK and EU data
protection laws, firms can be fined up to the higher of €20 million or 4 per
cent of their annual global revenue for data protection breaches.®’

This legislation, which applies in the UK as well as the EU, is known as the
General Data Protection Regulation (GDPR). As it is perhaps the most exten-
sive piece of legislation concerning data protection in the world, it naturally
warrants further examination. Though GDPR technically only applies to
firms operating within the UK or EU, many smaller jurisdictions take their
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cue from European regulation on account of the combined size of the UK
and EU economies. As a result, it is worth considering certain aspects of the
GDPR in so far as they apply to the use of AL

The GDPR, which came into force in 2018, generally requires firms to
obtain ‘meaningful consent’ from customers before processing their data. In
general, consent must be signalled with a clear and unambiguous action,
such as ticking a box. As part of this, firms must be transparent about how
they intend to use customer data. Moreover, customers can withdraw their
consent at any time.**

However, given the opacity of certain machine learning algorithms, it may
be difficult to know in advance what the user’s data will be used for. This
makes it difficult to obtain meaningful consent in advance.®’ To address this,
a graduated consent model may be called for, whereby firms obtain user
consent as potential uses of their data become clearer: in practice, this could
be achieved via notifications asking for consent on an incremental basis.®

Of course, there are certain exemptions regarding user consent. For exam-
ple, it is not required when the processing of user data is necessary for the
performance of a contract; in this way, using an online shopper’s address and
card details to fulfil an order does not require specific user consent under
GDPR.* However, in an Al context it may be difficult to demonstrate that
user data is processed specifically for the fulfilment of a contractual obliga-
tion,*® such as the delivery of a product or service. As a result, it may be safer
for fintechs deploying Al to rely on user consent rather than specific exemp-
tions which may, at times, be difficult to prove.

When seeking user consent, firms must consider how it is obtained. For
one, it cannot be inferred: just because users’ data is in the public domain
does not mean that they consent to its use.®” This was a key issue in the
Cambridge Analytica scandal wherein millions of Americans’ social media
data was used for electoral campaign purposes without their knowledge or
explicit consent.”

What’s more, passive user acquiescence to the continued use of their data
does not necessarily signify consent; indeed, many people feel a mix of impo-
tence and apathy in regard to controlling how their data is used.”" For
example, one study suggests that a majority of Americans believe that it is
futile to attempt to control the collection of their personal data by private
companies.”

Under GDPR, however, organizations cannot rely on user apathy in place
of their consent. Rather, the legislation requires that processing of user data
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be ‘fair’. In practice, this means disclosing to users how, why and by whom
their data will be used. That said, this list is not exhaustive: organizations are
required to disclose any additional information that ensures the fair process-
ing of user data. In an Al context this could mean disclosing that user data is
subject to automated decision making.”?

Given the significant penalties associated with GDPR-related violations, it
is not hard to see that organizations will be incentivized to over-disclose.
Unfortunately, this risks defeating the purpose of the rules (ie informed user
consent) as users may find themselves swamped by lengthy and complicated
disclosures written in a way that most do not understand (ie legalese). In this
way, users may simply skip reading the disclosures which renders them point-
less.”* As a result, there is an onus on firms to make their disclosure more
accessible and user friendly. This can be achieved in novel and innovative
ways: for example, the Guardian’s website has a short video summarizing its
privacy policy.”

GDPR confers certain informational rights upon consumers that may give
rise to customer management issues in data-intensive business models. For
one, where users are subject to an automated decision that materially affects
them, they have the right to appeal said decision and insist on human review.
There are some qualifications to this right, most notably if the user explicitly
consents to automatic processing or if the processing itself is necessary for
the fulfilment of a contract between an individual and the entity using their
data. Nonetheless, when a firm uses large amounts of granular data to auto-
matically profile an individual, this right is likely to apply.”

Furthermore, the rules give individuals the right to access their personal
data in addition to information about its sources. This, along with the right
to appeal some automatic decisions, places an administrative burden on
firms deploying Al in any significant customer-facing capacity. As a result,
these entities must design their user interfaces and underlying governance
processes to uphold customer rights under the provisions of GDPR. For
example, the right of data access could be upheld by providing users with a
login to a dashboard containing their data and its sources.”

The required governance processes go beyond providing users access to
their personal data. Indeed, GDPR touches on every aspect of the data life-
cycle. For starters, the purpose of collecting user data must be made clear at
the outset, and any subsequent changes to this must be compatible with the
original purpose for which consent was sought. Failing that, the data process-
ing entity must seek additional consent.”
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For organizations using Al, this may restrict the degree to which algo-
rithms can be deployed to discover and act on patterns within user data. As
machine learning is, by definition, pattern recognition, it is difficult to seek
consent for all potential purposes at the outset. This is because the patterns
within the user data may not be known in advance. However, a distinction
must be made between processing data for the purpose of identifying correla-
tions and trends, and doing so to facilitate decisions that affect users; the
latter may require further user consent, whereas this is not necessarily the
case with the former.”

In this regard, the degree to which the ancillary purpose can be viewed as
fair by the user is a key test for whether additional consent is required. This
requires considering whether the new purpose falls within the reasonable
expectations of the user in light of their consent to the original purpose. In
addition, this means considering the impact of the new purpose on the user’s
privacy.®

When there is a change to how personal data is used that requires addi-
tional consent, the user in question must be duly notified. As part of this, the
data processing entity needs to explain how their data will be used. This may
be difficult in an AI context due to the complexity of the subject matter and
the evolving nature of potential uses. Thus, a just-in-time consent model,
whereby this is sought as and when required, may be necessary. That said, it
may be possible to reduce or delay the need for consent by anonymizing user
data during analytical or learning processes.®'

The possibility of having to seek user consent more than once during the
data lifecycle requires the design of customer interfaces to facilitate this. This,
along with the right of access to personal data and the right to appeal certain
automated decisions, necessitates that Al-deploying firms integrate data
protection with their risk management and governance structures: indeed,
GDPR requires ‘data protection by design and by default’.®

Furthermore, GDPR requires firms to be parsimonious in regard to the
amount of user data they collect and retain. Thus, they must not collect more
data than necessary for the purpose to which the user has consented; in addi-
tion, personal data must not be kept for longer than said purpose requires.
Moreover, individuals have a right to be forgotten whereby they can demand
that their personal data be removed from an entity’s systems. In this way,
GDPR reduces both the likelihood of data losses as well as their potential
impact on user privacy.*’
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These provisions necessitate detailed consideration by fintechs deploying
Al; after all, large amounts of multivariate data are required for the ongoing
calibration of machine learning algorithms. As part of this, historical user
data is needed to hone the decision-making accuracy of these algorithms.
Thus, in order to process user data lawfully in this way, firms may need to
anonymize it; once the data has been anonymized, it is no longer personal
data and therefore outside the scope of GDPR.* However, anonymization of
data is no panacea; if the anonymization can be reversed (see Chapter 7),
then the data falls within scope of the rules.

A code of conduct for artificial intelligence

As seen above, data protection rules can be highly relevant to organizations
deploying Al in a consumer setting. That said, it is worth remembering that
regulations like GDPR are only relevant where personal data is involved;
outside the scope of such gateway regulations, there are no laws or regulations
pertaining specifically to artificial intelligence — at least not in a fintech context.

Nonetheless, it is worth paying attention to what policymakers are saying
about artificial intelligence, if for nothing else to inform one’s view of best
practice and possible future regulatory expectations. For example, whilst
there is currently no Al-specific legislation planned in the UK, the House of
Lords has proposed a code of conduct for the ethical use of artificial intelli-
gence. This code contains five core principles:*’

1 Development of artificial intelligence must be ‘for the common good and
benefit of humanity’.
2 Artificial intelligence should run ‘on principles of intelligibility and fairness’.

3 Artificial intelligence must not be applied to the detriment of ‘the data
rights or privacy of individuals, families, or communities’.

4 Citizens have a right to education so that they may ‘flourish mentally,
emotionally, and economically alongside artificial intelligence’.

5 Al must never have the ability to autonomously ‘hurt, destroy, or deceive
human beings’.

Though these principles may not appear to be directly relevant to financial
services, organizations deploying Al would do well to consider the spirit of
each principle. For starters, Principle 1 appears to be a nod to the Hippocratic
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Oath (ie ‘do no harm’); Principle 5 expresses a similar sentiment in relation
to autonomous Al. Thus, it is not hard to see how both can be applied to
financial services, in that, taken together, these principles essentially require
the AD’s controller to consider the impact on its wider group of stakeholders.

Meanwhile, Principle 3 appears to be closely related to data protection,
though it appears to expand on the provisions of GDPR to encompass groups
of people (ie families and communities). Thus, organizations would be well
advised to consider how the deployment of Al may affect the privacy of indi-
viduals as well as their family and close associates.

Furthermore, although Principle 4 appears to be targeted at policymakers,
it does suggest that organizations need to be forward looking in regard to
employees who will be displaced by Al-driven automation; perhaps there is
another role for them within the organization which may require retraining?

Finally, there is Principle 2, which pertains to fairness and intelligibility.
Algorithmic bias and fairness are addressed in a supplementary case study to this
book, so shall warrant no further discussion here. On the other hand, the ques-
tion of intelligibility is of particular concern in regard to deep learning algorithms,
because they can be multiple layers deep:* this opacity makes it difficult for a
humans to ascertain how these algorithms arrive at their decisions.

In certain circumstances, this can be problematic: as noted above, GDPR
gives individuals the right to request an explanation as to how automated
decisions that materially affect them are arrived at. If the entity has used a
deep learning algorithm, it may not be able to do so in a way that is compre-
hensible to the average person.’” Therefore, it may have to rely on other,
more transparent algorithms when processing personal data.

Outside GDPR, the lack of transparency is not much of an issue when it
comes to building algorithms that perform low-risk tasks such as spotting
cats in images. After all, there is comparatively little downside to getting it
wrong. The same can be said for small-ticket financial services such as mobile
phone insurance: in this example, the insurer may be content that the higher
accuracy provided by the algorithm may make up for the higher uncertainty
(and therefore risk) caused by the lack of transparency.

However, the same approach may not be appropriate for higher-risk
decision making, where getting it wrong could have serious consequences
for people’s personal safety or their health, for example when screening for
a serious disease. The same can be said for big-ticket financial services;
would average consumers be happy entrusting their financial well-being to
an algorithm if they knew it could not be audited by a human?

203



204

FINANCIAL TECHNOLOGY

UK policymakers appear to be aware of this problem. For instance, the
House of Lords has stated that regulators should have the power to mandate
the use of more transparent algorithms for high-risk decisions, even if this
means using algorithms that are not as accurate.®®

That said, there may be situations, such as flying a commercial jumbo jet,
where relying on Al never becomes appropriate. Modern autopilot systems
can handle most things after take-off (including landing),* but they are
always monitored by at least one human pilot. This is because the cost of
making a mistake is simply too high. Thus, in certain areas, there is a strong
case for human oversight regardless of the Al’s proficiency.

Though the AI code proposed by the House of Lords is not binding, it is
likely to set the tone for any future Al regulation. Thus, it makes sense for
financial institutions to examine these principles at length and use them as a
foundation for deploying Al ethically in their businesses. In this way, they can
minimize the risk of falling foul of any future regulations pertaining to AL, and
thereby help futureproof current implementation of artificial intelligence.

Regulating blockchains and cryptocurrencies

Just as in the case of artificial intelligence, there are no laws specifically
pertaining to blockchain technology. As a result, financial regulators have
taken a gateway approach to regulating blockchain, by aiming their scrutiny
on regulated domains that may be relevant to its application in a financial
services context.

Moreover, a distinction has to be made between permissioned and permis-
sionless blockchain networks: the former are, to a lesser or greater degree,
private networks whereas the latter are open source and thus open to all. This
is important because permissionless blockchain networks tend to be decentral-
ized, which may hinder effective regulation.”® Consequently, regulators may
focus on the parts of the financial system that interface with these networks,
the so-called gateways; in this way, regulators concerned with money launder-
ing may turn their attention to the online exchanges where Bitcoin and other
cryptocurrencies are traded against mainstream fiat currencies.”

Furthermore, the rapid pace of innovation and technical complexity in the
blockchain space may cause regulators to favour a more principles-based
approach to regulating blockchain;’* writing a rule for every possible appli-
cation of this technology would simply be too onerous. Globally, this would
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represent a shift towards a more European style of regulation, away from the
rules-based approach favoured in the United States.

Principles-based regulation puts an onus on regulated firms to follow the
spirit of the law and conform to best practice, even if their activities are not
technically covered by the law. Thus, it may be prudent for regulated firms to
treat certain blockchain-related activities as if they fall within the scope of
existing regulations. For example, some cryptocurrency exchanges intro-
duced know-your-customer (KYC) and other anti-money laundering (AML)
procedures before being legally required to do so.

In addition, there is a push to update existing regulations to encompass
certain blockchain-related activities. For example, the EU’s fifth AML direc-
tive, which came into force in the UK and EU in early 2020, brings entities
that provide cryptocurrency-related services within scope of existing money-
laundering rules.”

Anti-money laundering and cryptocurrencies

In matters regarding money laundering, the EU takes its lead from the
Financial Action Task Force (FATF), an international standard-setting body
for anti-money laundering and counter-terrorist financing (AML/CFT), of
which the European Commission is a member.”* In 2019, the FATF published
guidance for what it calls Virtual Asset Service Providers (VASPs) on how to
comply with anti-money laundering rules.” Though individual jurisdictions
may diverge from this guidance, it is nonetheless a useful starting point for
fintechs involved with cryptocurrency.

The guidance defines a VASP as a person or entity that, as a business,
engages in certain activities involving virtual assets on behalf of others. These
activities include transacting in virtual assets, safekeeping and/or administra-
tion of virtual assets and partaking in financial services related to the issuance
of virtual assets. In addition, a ‘virtual asset’ is defined as ‘a digital represen-
tation of value that can be digitally traded or transferred and can be used for
payment or investment purposes’.”®

This definition specifically excludes fiat currencies, securities and other
financial assets already captured by the FATF’s existing guidance. In this way,
businesses providing crypto-related services become subject to the AML/CFT
regulations that similarly apply to entities providing services in fiat curren-
cies or other financial assets (eg securities trading, exchange services, etc).
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However, given the nature of cryptocurrencies, there are parts of the FATF’s
guidance that are unique to VASPs.””

As is the case with conventional financial institutions, the FATF recom-
mends that VASPs take a risk-based approach to preventing bad actors from
abusing their services to launder money or finance terror. Like conventional
financial institutions, VASPs are required to consider risk factors such as
geography, customer type and the nature of the service/s provided. However,
there are certain risk factors which pertain specifically to cryptocurrency
transactions. These include the exchange of crypto for fiat (or vice versa), the
transaction obfuscation features of certain cryptocurrencies, the degree of
user anonymization and the extent of decentralization within the business
model of the VASP itself.”

The extent to which a business can be considered a VASP appears to rely
on two key tests: whether it has control over its users’ private keys or whether
it in some way facilitates transactions on behalf of users. That said, even if an
entity meets one or both of these conditions, it may not qualify as a VASP if
it operates a closed-loop system such as an air miles or loyalty card
programme: as the user cannot sell these in a secondary market, such ‘virtual
assets’ fall outside the scope of the FATF’s guidance.”

When a business has ‘exclusive and independent control’ over a user’s private
key/s, it controls their cryptocurrency. Where this is the case, the entity can be
deemed to be providing safekeeping and/or administrative services and is
therefore subject to AML/CFT regulations. However, where such services are
ancillary to virtual asset networks in that the entity in question does not
have control over the user’s private key/s, its activities fall outside the scope of
VASP-specific guidance: this is the case with providers of hardware and other
non-custodial wallet solutions; as these entities do not have access to, or control
over, the user’s private key/s, they cannot be deemed to be providing safekeep-
ing or administrative services in relation to the user’s cryptocurrency.'®

Outside private key control, an entity can be defined as a VASP if it has the
‘ability to actively facilitate financial activity’ on behalf of the user. This
condition is much looser than the first, and therefore captures a wider range
of entities, including Bitcoin ATMs, cryptocurrency exchanges and broker-
ages facilitating the issuance of virtual assets. Indeed, it even encompasses
decentralized exchanges, which are software applications that allow users to
transact directly via blockchain networks; though such decentralization may
impede oversight for AML/CFT purposes, the entities maintaining these
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solutions can be deemed to be operating as VASPs on account of their facili-
tation of virtual asset transactions.'"!

Entities designated as VASPs are subject to the same fundamental AML/
CFT requirements as conventional financial institutions providing similar
services. This means conducting KYC and other customer due diligence
procedures as well as complying with record-keeping requirements; in addi-
tion, VASPs are required to monitor customer accounts for suspicious
transactions on an ongoing basis. Thus, VASPs must integrate AML/KYC
procedures with their internal risk and oversight structures. In practice, such
measures are very similar to those required of conventional financial institu-
tions. However, the nature of cryptocurrencies imposes certain unique
considerations on VASPs. For one, the opaque nature and lack of face-to-face
interaction inherent to virtual asset transactions may cause VASPs to rely on
digitized customer verification methods: for example, this could mean trac-
ing the customer’s IP address or cross-checking their ID numbers against
national databases.'**

Furthermore, the digital nature and opacity of virtual asset transactions
means that VASPs must collect and analyse a richer array of data points for
the purposes of suspicious transaction reporting; going beyond standard
data points (eg geography, transaction amount, etc) and monitoring informa-
tion specific to the cryptocurrency ecosystem should enable better detection
of suspicious transactions. This data could include device identifying
numbers, IP addresses, wallet addresses and transaction hashes.'”

Cryptocurrencies, ICOs and securities regulation

Though the rules and regulations discussed in this chapter vary, there is a
common theme throughout: the inherent complexity of the technologies
deployed by fintechs pushes regulators to adopt a more principles-based
stance. As a result, firms will be expected to engage with regulations based on
the economic substance of their activities rather than their legal form. Fintechs
cannot afford to view regulatory compliance as a box-ticking exercise.

This aspect of regulatory compliance is of particular relevance to the legal
status of blockchain tokens in the investment industry: both European and
US rules emphasize a substance-based approach to defining instruments as
securities, and therefore the applicability of securities law.
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In the United States, the so-called Howey test defines an ‘investment contract’
as the investment of money into a common undertaking with the ‘reasonable
expectation’ of deriving a profit from the work of others.'” According to the
court ruling that established the Howey test, it is a “flexible rather than static
principle’.'” Indeed, subsequent rulings have emphasized that ‘form should be

19 and that ‘emphasis should be on the economic

realities underlying a transaction’.'” If an instrument can be defined as an

disregarded for substance

‘investment contract’ involving US residents, it is subject to US securities laws:
as a result, these rules capture ICO-funded start-ups in the US.'%

Similarly, in the UK and EU, ‘financial instruments’ can be defined as
‘transferable securities’ negotiable via a capital market, under MiFID II;
thus, though there is, strictly speaking, no legal definition for what the
European Securities and Markets Authority (ESMA) calls ‘crypto-assets’, it is
conceivable that some blockchain-related activities could still be subject to
capital markets regulation.'"”

Moreover, ESMA distinguishes between different types of blockchain
tokens: utility tokens — which confer access to some resource or service (eg
cloud storage space) — payment tokens and investment tokens. In this way,
different types of tokens may be subject to different laws on regulations
depending on how they are used. For example, payment tokens may fall
outside the scope of securities regulation but within that of payments regula-
tion. What’s more, hybrid tokens —those that perform multiple functions —may
be subject to multiple types of regulation: in this way, a payment-investment
token could be covered by payments and securities regulation.'"

Where blockchain tokens are classified as securities, the regulated activities
surrounding their use touch on several aspects of the investment lifecycle: issu-
ance, trading and safekeeping.'"! However, investing in blockchain start-ups is a
risky enterprise: according to one estimate, 30 per cent of I[CO-funded projects
launched in 2017 had lost substantially all of their value between January and
September 2018.""> Thus, the high probability of business failure and/or fraud,
combined with low liquidity, may make investing in blockchain tokens unsuita-
ble for a large number of retail investors. For this reason, the regulatory direction
of travel in regard to blockchain investment seems to be greater investor/
consumer protection: certainly, this appears to be the case in the United States,
where the regulatory authorities have made it clear that crypto-exchanges and
token issuers must comply with existing securities and financial market laws.'"?
As US securities laws apply to transactions involving US residents regardless of
where in the world these take place,'"* it may be prudent for blockchain-based
fintechs to take note even though they may be located elsewhere.
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Placing blockchain tokens within scope of existing securities laws imposes
stringent disclosure requirements on their issuers in order to protect consum-
ers. As a result, issuers will have to carefully consider how, and to whom,
they promote their tokens. Furthermore, the move towards greater consumer
protection in regard to ICOs appears to be the direction of travel in Europe
as well, and is perhaps more pronounced than in the United States; indeed,
regulators in some European jurisdictions, such as the UK, have proposed
restricting the sale of cryptocurrency-related derivatives to retail consumers
on account of their risks.'”

Whether blockchain tokens are sold to retail or professional investors,
professional intermediaries and trading platforms have a duty of care towards
their clients. This requires firms to act in their clients’ best interests and do so
in a prudent manner. In the case of trading platforms, this means demarcat-
ing client assets from those of the firm. In this way, if the firm becomes
insolvent, client assets will be protected from its creditors. Moreover, as they
hold client assets, cryptocurrency trading platforms should adhere to the
same record-keeping, oversight and, indeed, capital requirements to which
conventional securities firms are subjected.''®

Blockchain trading platforms commonly engage in off-chain trading. As
part of this, customers deposit blockchain tokens and/or fiat currency at the
exchange to trade against each other. In this way, users effectively swap
certificates denoting ownership over the assets (ie fiat currency and/or block-
chain tokens) while these are ‘stored’ at the exchange. As a result, the
customers incur some degree of counterparty risk;'"'” should the exchange
collapse, their assets may be lost; this has happened to customers of crypto-
currency exchanges on multiple occasions, perhaps most notably in the case
of the now infamous Mt. Gox in 2013."® As a result, there is an onus on
trading to clearly differentiate between client and firm assets: in practice,
this can be achieved by using different blockchain addresses for the firm and
its clients.

Client asset and safekeeping rules are not unique to trading platforms or
brokerages; given the nature of blockchain tokens, custodial wallet providers
may also fall within scope of such regulations. This is because such firms
exercise control over their clients’ private keys;'"” in this way, a loss of these
keys would result in a loss of client assets. In practice, some of this risk could
be alleviated via multi-signature wallets, wherein transactions cannot be
enacted without the authentication of each signature-holder (ie the client and
the firm);'*° this would help protect clients from theft while demarcating
ownership between client and firm assets.
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CASE STUDY
. Global stablecoins (GSCs)
These are blockchain tokens backed by liquid assets with low volatility (ie short-term
government securities and money market investments denominated in mainstream fiat
currencies such as dollars or euros). In this way, stablecoins are an attempt to solve a core
problem inherent to cryptocurrencies: their volatility. This is seen as a barrier to mainstream
adoption because it prevents cryptocurrencies from fulfilling any of the core functions of
money: serving as a unit of account, store of value or means of transacting.’®" In theory,
backing stablecoins with a basket of low-volatility assets should reduce their volatility to
that of the underlying assets and thereby pave the way to mass adoption.

In this way, creating a GSC that is useful for day-to-day transactions has the potential
to make the global financial system accessible to people living in parts of the world
without financial infrastructure; by facilitating capital flows to and from these areas, a
GSC could alleviate poverty for more than a billion people.'?? This is no pipedream: one
fintech solution has already achieved such results in parts of sub-Saharan Africa: it is
estimated that M-PESA, Vodafone’s mobile payments solution, has helped lift 2 per cent
of Kenyan households out of poverty.'??

With internet connectivity and mobile penetration rates growing rapidly across the
developing world, there is much fanfare around blockchain-based payments solutions like
GSCs. However, these solutions are not without risk: for example, concerns have been raised
that they could be used for money laundering, tax avoidance and the financing of terrorism.'?*

Moreover, monetary authorities have cautioned that the mass adoption of a GSC could
cause a drain on bank deposits,'?* especially in developing countries; given the perceived
liquidity and inherent privacy of these tokens, people may prefer to hold GSCs in lieu of their
local currencies, especially where these suffer from high inflation. After all, when current
accounts pay little, if any, interest what incentive is there to keep your money in a bank?

As GSCs require the backing of low-risk liquid assets, the mass adoption of a GSC may
create a shortage of such assets,'?® which banks, insurers and other large financial
institutions are required to hold by law. This may create a feedback loop whereby such
assets rise in value, not on account of their underlying fundamentals, but as a result of
being included in the reserves of a GSC; the subsequent rise in the GSC’s underlying
assets may then attract speculators to the GSC, thereby increasing demand for these
assets and thus perpetuating the cycle.

This problem may be particularly pronounced in open-ended schemes, whereby
users can exchange fiat currency for GSC tokens and vice versa. When users want their
money back, they redeem their tokens at the per-token market price of the GSC’s asset
pool. To satisfy user demands, the GSC operator may need to buy or sell the underlying
assets. As a result, large inflows and outflows in GSCs may increase volatility in the
underlying asset markets.
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Some GSC operators may address this problem by making their schemes closed-ended; in
this way, there is a fixed number of tokens representing a fixed amount asset. In such
schemes, users get in or out by buying or selling their tokens in secondary markets. As a
result, excess demand might cause coins to trade at a premium to the underlying assets. There
is some historical precedent for this: during the late 19th and early 20th centuries various
gold- and silver-backed currencies traded at a premium to their metal values because the
functional demand for the currencies inflated their values relative to the underlying assets.

Whether open- or closed-ended, GSCs may be vulnerable to losses of user confidence
that could create distortions in their underlying asset markets.’?® As each GSC token
represents a share in the value of the scheme’s underlying assets, large redemptions in an
open-ended GSC could force its operator to sell large amounts of the ‘liquid’ assets
backing it. At the same time, a loss of confidence in a closed-ended GSC could cause it to
trade at a discount to the value of its underlying assets; if the GSC is large enough, this
may affect securities markets through the actions of speculators who will short-sell the
underlying assets while going long in an equivalent value of GSC tokens in order to create
a risk-free profit.

127

What are the systemic risks posed by large-scale adoption of GSCs?
(Suggested answer at the end of this chapter.)

Chapter summary

As technology will continue to evolve, policymakers and regulators will
continue to play catch-up by having to update existing rules and fine-tune
their oversight mechanisms. As a result, organizations may well find them-
selves deploying technology in contexts where there are no rules or regulatory
precedents; thus, without a clear steer from regulators or rulebooks, it is best
to take a principles-based approach: though technology may change, best
practice and sound governance do not.

Though this approach may not protect firms from all regulatory risk, it is
far better than neglecting any form of regulatory considerations on account
of being ‘too small for the regulators to care’ or because one is using a new
technology that is technically not covered by existing rules. Regulators the
world over tend to look more favourably on firms that make reasonable,
good faith attempts at risk management while being fair and transparent
with consumers.

211



212

FINANCIAL TECHNOLOGY

I‘ '| KEY TAKEAWAYS

The most important ideas from this chapter are:

« Like the firms they supervise, financial regulators seek to innovate by making
supervisory processes more efficient and effective.

+ Increasing regulatory engagement with fintechs has caused a skills shortage:
they need people with the technological understanding of someone who has
read this book.

« Very few, if any, financial regulations apply directly to individual technologies.

+ Instead, financial regulators attempt to regulate gateway activities and the
application of technologies within financial services.

SUGGESTED ANSWERS TO DISCUSSION POINTS

How might an initiative like Digital Regulatory Reporting facilitate supervision
and compliance processes in the financial industry?

As DRR-like solutions can give regulators direct access to firms’ data, compliance
staff at the regulated entities do not need to spend their time compiling regulatory
reports. Besides saving time and expense, this also minimizes the likelihood of
errors. In addition, the use of APIs and smart contracts could make regulatory
reporting more secure: as firms no longer have to send data via email or post to
regulators, there is a lower risk of data loss.

Furthermore, as automated reporting systems necessitate reporting rules to be
coded and firms to standardize their reporting data, they help make the reported
figures more comparable across firms. As a result, regulators can more accurately
benchmark firms against their peers to identify outliers on which to focus their
attention.

Finally, the use of graphical user interfaces to compile firm data helps regulators
gain industry-level oversight, which can facilitate supervision: direct access to firms’
systems and data that is nearly ‘live’ minimizes any time lag. This enables regulators
to identify and respond to risks in a timelier manner.

Q What are the systemic risks posed by large-scale adoption of GSCs?

Unfortunately, this may have further weakened public confidence in the GSC,
thereby creating a feedback loop.

The relative attractiveness of GSCs may deprive localized banks of liquidity if
consumers the world over prefer to use GSCs as their primary mode of transacting.
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In addition, the ease and speed of transacting with a GSC may facilitate financial
contagion if there is a bank run;'?° when people lose faith in one bank, they may
have doubts about the system as a whole. Under such circumstances, the impact of
one bank failure could be worsened by users putting their money into a GSC rather
than other banks, which would otherwise have helped bolster them.

In addition, when a GSC becomes large enough, it can exacerbate asset market
volatility. When there is excess demand for a GSC, its demand may create positive
price spirals; meanwhile, if there is a loss of confidence in the GSC, its collapse large
declines in its underlying asset markets. In both circumstances, the underlying asset
values are distorted by crowd behaviour relating to the GSC rather than the assets
themselves.

Finally, GSCs may help individuals evade capital controls and taxes while
impeding the ability of individual countries to exercise monetary policy, particularly
those whose bonds aren’t included in the GSC’s asset pool;'° if such countries
pursue a loose monetary policy that creates too much inflation, its residents may
simply transfer their wealth into the GSC, thereby forcing said country to raise
interest rates.
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Looking to the future

Optimization, decentralization and personalization

LEARNING OBJECTIVES

In this final chapter we will look at:

How the Internet of Things (I0T) will shape fintech going forward.
The role of personalization in an increasingly automated finance sector.

How decentralization could reimagine financial services.

Introduction

This chapter is intended to be a sober look into the future. It provides a real-
istic, and forward-looking, perspective on the technological trends affecting
the finance sector in the short to medium term. In this way, it is hoped that
readers will use its insights to inform current decision making.

This chapter makes no predictions extending beyond the next decade or so.
The public record is littered with examples of bold predictions that turned out
to be egregiously wrong. For instance, in 2004 the Pentagon predicted that the
UK would have a ‘Siberian’ climate by 2020." The internet does not forget.

The future is inherently uncertain, and largely unpredictable beyond the
short-medium term. Therefore, rather than make outright predictions, this
chapter combines the business and technological trends identified in this
book to provide the reader with a glimpse into the not so distant future.



LOOKING TO THE FUTURE

Optimization and integration

As banks respond to fintechs by making their solutions ever more conveni-
ent, accessible and cost efficient, one has to ask: what next? After all, using
similar analytical techniques in combination with well-known UI/UX design
principles is likely to cause financial institutions, big and small, to end up in
the same place. In this way, any differences in the user experience are likely
to be surface deep. So how can financial institutions differentiate themselves?

In this regard, it is useful to ask oneself, as a consumer, what kind of
service proposition one would be willing to pay for. How about a visual
overview of personal spending habits with estimates of near-term liquidity
needs and a live net position of savings, investments and borrowings? In
other words, a personal income statement and a real-time balance sheet. This
would contain pie charts, complete with click-through granularity down to
individual transactions and investment holdings; in addition, it would contain
distribution curves comparing one’s financial performance and position to
historical averages, personal targets and/or similar customer profiles. What’s
more, these could be viewable on weekly, monthly, quarterly and annual
bases and customers would be able to toggle between these at the click of a
button, tap of a screen or via a short utterance.

It wouldn’t stop there. This solution would mine customer data to under-
stand their preferences, anticipate financial needs and file tax returns on their
behalf; in short, it would be a personal finance department in a smartphone.
Accordingly, it would deploy customers’ financial resources according to
their lifestyle goals, without unnecessarily infringing on their time; rather it
would nudge them as and when issues or opportunities arise, and schedule
monthly and quarterly review briefings. At the same time, human assistance
would be readily available via a chat bot or customer-care hotline.

If the solution described above can be built for retail customers, it can also
be achieved in the corporate sphere. Indeed, there are fintech apps which
digitize invoice collection, payroll, management oversight and tax filings;
however, none of these solutions do everything. Instead, these fintech solu-
tions supplement finance departments by automating workflows or parts
thereof. Thus, the next leap forward is likely to be driven by the integration
of existing solutions to enable greater efficiencies.

The technology to facilitate such change already exists. However, in the finan-
cial sector, slow-moving back-office processes stand in the way of change:
according to a 2019 survey of financial services institutions, legacy systems are
seen as one of the key barriers to implementing fintech solutions.> Moreover, the
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required scale of change means that banks are forced to roll out fintech solutions
incrementally; as part of this, they must focus on ‘quick-wins’ to improve the
customer experience as part of a greater change management project.’

Of course, fintech solutions need not be exclusive to customer-facing domains;
arguably, the biggest gains may come from deploying technology internally. In
part, this will come from the digitalization and automation of back offices.
However, whilst much of the focus since the GFC has been on optimizing user
experiences by redesigning customer interfaces and product offerings, these
same improvements have yet to be fully realized behind the scenes.

Thus, financial institutions would do well to hold themselves to a customer-
facing standard when implementing internal fintech solutions: just as fintechs
help their users minimize cost, inconvenience and time spent, so too should
financial institutions in regard to their staff. In this context, a task-based
approach to service design seems pertinent, whereby solutions are conceived to
help employees perform tasks and/or overcome problems on the job.* In theory,
this should free up staff time and energy to perform value-adding tasks such as
meeting with internal or external stakeholders. This idea is not restricted to the
financial sector; indeed, it may be relevant as far afield as the public sector.’

Real-time payments and a cashless society

In addition to reducing costs, financial institutions look to fintech as an
avenue for saving time and inconvenience; in other words, they seek to reduce
mental transaction costs for customers and staff alike. In this context, trans-
acting in cash can be seen as a mental transaction cost;® after all, this must be
manually counted and transported to the point of sale, where loose change is
often imposed on the buyer. In addition, cash transactions impose additional
costs behind the scenes: bookkeeping, safekeeping and trips to the bank.

To remove these costs, many institutions look to digital payments.” This
should facilitate real-time oversight and reduce the risk of financial crime,
enable faster responses to suspicious transactions and generally improve
businesses’ ability to redeploy their revenues in their operations; by oiling the
wheels of enterprise, this increase in liquidity should help improve business
profitability. For this reason, cashless initiatives are gaining traction with
academics, policymakers and big business. Of course, none of this would
matter without large-scale consumer buy-in, which appears to taking off:
between 2012 and 2016, global non-cash transaction grew at an annual rate
of ca 10 per cent.?
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That said, there are hurdles to achieving truly real-time digital payments.
Although card payments may seem instant from the customer’s perspective,
often they are not: behind the scenes, they can take several days to clear.’
This discrepancy exists because some customer-facing institutions routinely
credit customer accounts with in-transit payments before they have techni-
cally cleared. For example, a credit card provider may take payment from a
customer while instantly reducing their card balance, days before the funds
actually leave the customer’s bank account. In this way, the card provider
creates an illusion of an instantaneous transaction.

In effect, financial institutions are willing to extend short-term credit to
customers for the sake of minimizing the inconvenience of having to wait for
transactions to clear. As this imposes financing costs on said institutions, it
begs the question: why do it? The short answer is that customers have been
trained, by way of shopping online, to expect greater convenience and faster
service provision. In turn, these experiences have increased customer expec-
tations in other domains, such as financial services.!°

The long answer is, of course, a little more complex, and quite literally so.
Using short-term liquidity to create a perception of instantaneous or near-
instantaneous payments can be seen as a way of making up for the deficiencies
of ageing background infrastructure; indeed, a ‘quick win’ to improve the
customer experience. At the same time, overhauling paper-laden and slow-
moving back-office systems is simply too complicated, risky and costly to do
in one fell swoop. Consequently, financial institutions are turning to medium-
term patches while incrementally updating their systems.

Though financial institutions will continue to employ such workarounds
for some time to come, many are adapting their systems to facilitate real-time
payments (RTP). Rather than processing payments in batches at fixed time
intervals — as is currently the case in many institutions — transactions are
processed individually, thus enabling real-time processing.'!

Although approaches to implementing RTP may vary across different
countries, the financial industry will benefit from global adoption of
[SO20022, a data standard for payment systems; the SWIFT network has
committed to fully adopting this standard by the end of 2025,"* and thereby
on-board its community of more than 11,000 financial institutions."

Whereas the original SWIFT system was built for speed of processing,
[SO20022 modernizes payment systems to facilitate data flow. Rather than
sending blocks of text, messages are marked up to facilitate the identification
of information such as the recipient’s name (ie <nm>) and country (ie <cntry>).
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In addition, institutions can append what is called Extended Remittance
Information (ERI), which is additional structured information such as refer-
ences to linked documents and individual line items."

The structuring of remittance data makes it machine readable, thereby
enabling faster processing and more granular oversight. Moreover, the greater
richness of data can facilitate better risk management, for example by train-
ing fraud detection algorithms. What’s more, ERI enables payment
reconciliations to be automated, or at the very least, reduces the need for
phone calls, emails, and faxes."”” Thus, implementing 1SO20022 has the
potential to greatly reduce transaction costs by way of shifting the burden of
processing remittance data away from humans and onto machines.

With the introduction of RTP in a convenience-focussed economy, is a cash-
less society just around the corner? Certainly there are benefits to this: proponents
of going cash-free hold that it will help prevent financial crime, such as corrup-
tion and money laundering, by establishing a digital paper-trail for all payments;
in turn, this increase in transparency should facilitate poverty reduction.'®

That said, there are also practical and ethical concerns associated with a
cashless society. For starters, a cashless society is dependent on the constant
availability of electricity.'” Though power outages are a remote possibility in
many developed nations, they are, nonetheless, a possibility: there is a reason
hospitals have backup generators!

Moreover, a fully cashless society risks excluding those who do not have
access to a bank account.'® As these people tend to be already vulnerable
members of society (eg the elderly or homeless), one has to ask whether
excluding them financially is warranted for the sake of going cashless.

Besides the practical concerns highlighted above, there are also potential
socio-political issues that bring into question the desirability of having a
cashless society."” Cash gives people the option of storing their wealth outside
the financial system. In itself, this is an important check on banks: if people
don’t trust banks, they can simply withdraw their cash and put it under the
mattress. In theory, this should incentivize the banking sector to do better by
their customers; without cash, this incentive disappears. Though customers
can still remove their wealth from the financial system by holding physical
gold or Bitcoin, they can no longer transact day to day without banks as both
gold and Bitcoin are less liquid than cash. Thus, going cashless has the poten-
tial to make people beholden to the banking sector.

Such dependency would be a strong incentive not to criticize banks. In the
absence of strong consumer rights, what will stop banks from shutting down
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a person’s account for having the ‘wrong’ opinions? Thus, a cashless society
could have devastating effects on pluralism and freedom of speech, which risks
silencing investigative journalists, political activists, and dissident thinkers.*
Whilst we as a society must think carefully about the broader ethical issues
surrounding the application of new technologies, the technologies themselves
march on. Indeed, the quest to minimize transaction costs appears unstop-
pable. Banks migrated from the branch to our computers, then onto our
phones and tablets; soon they may be part of our living room furniture.

CASE STUDY
. Banking by voice with Alexa
Although telephone banking has been around for decades, fully voice-based user
interfaces had yet to become mainstream by 2020. That said, financial institutions are
experimenting in this domain: in 2017, for instance, D3 Banking (D3) announced the
introduction of voice-enabled banking using the Amazon Echo (aka Alexa).?’ This device
records customer utterances; it then transmits these to a cloud server where they are
processed using natural language processing.?? In this way, this application of Alexa is an
example of the Internet of Things (see below) in financial services.

D3 is a digital solution provider for banks and credit unions.? It supplies these institutions
with pre-built, customizable technology solutions for consumer and business markets.**
Speaking of its Alexa-based solution, D3’s CEO, Mark Vipond, said: ‘By offering voice activated
banking... we are breaking down the barriers of friction and need for special knowledge from
end-users.’?®

As part of this solution, customers can check account balances, move money and
review their financial goals.?® This could make online banking more accessible to
customers who lack digital skills, such as senior citizens. D3’s voice banking is part of a
wider platform of technology solutions.?” This platform helps its users to gather and
analyse data on their customers, something which should enable them to anticipate
customer needs and personalize the customer experience: the voice assistant could, for
instance, offer savings products to customer accounts that have high cash balances.?®

Voice-based user interfaces like Amazon’s Alexa have been described by some as
‘virtual butlers’.?® Of course, Amazon is not the only big tech player in this space: there is
also Google Home and Apple’s HomePod.*° With an expanding array of features, these
virtual assistants look set to play a greater role in their users’ lives. Over time, and with
increasing amounts of data for their underlying algorithms, these devices are likely to
become increasingly conversational and more personalized (see box on affective
computing below).
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Although voice-enabled devices learn from recording their users’ voices, and thereby
become better at recognizing, and responding to, individual user input, they do make
mistakes. For example, an NLP algorithm may ‘mishear’ a user’s input and respond
inappropriately or not at all.>' To address this, users may take to simplifying their
commands, providing more detail or hyper-articulating their utterances; speaking in a
manner that is slower, louder and clearer than one’s natural voice.>?

How might voice-based solutions affect the customer experience
Q when applied in a financial services context?
(Suggested answer at the end of this chapter.)

Voice-enabled user interfaces may just be a step on the way towards greater
digitalization in financial services; with increasing connectivity, virtual
branches, accessible via virtual reality (VR) headsets — or internet-connected
spectacles — could soon be a viable alternative to physical bank branches.*® In
this way, VR technology may, somewhat ironically, recreate a user experience
that is similar to attending a branch, albeit from the comfort of one’s home.
However, virtual branches are unlikely to be the final destination for digi-
tized financial services. With increasing automation, a greater number of
devices will be able to act autonomously on behalf of their users. As a result,
this could drastically reduce the time and input required of users. In this way,
automation may diminish the role of user interfaces in the user experience.

The Internet of Things (loT)

While the number of internet-connected user interfaces has grown rapidly since
the year 2000, in the form of laptops, touchscreen phones and, more recently,
smartwatches, there has also been an increase in connected autonomous devices:
these are equipped with sensors that enable them to take input from their envi-
ronments, such as humidity, temperature, sound and movement.**

This data is transmitted to applications hosted on the cloud, which, by
way of analysing the data, allow ‘smart’ devices to respond to changes in
their environment.”> For example, an air-conditioning system could take
temperature data from various parts of the home, thereby allowing it to
maintain a constant temperature in each room while optimizing energy use.
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Solutions like this are commonly referred to as the Internet of Things
(IoT); although they have been technologically possible for some time, they
were previously only accessible to the wealthy or large organizations. What
makes IoT solutions different is that they are available on a retail level, and
navigable via smartphone or tablet apps. This has been enabled by greater
connectivity, cloud computing and, crucially, cheaper sensory technology.
Thus, some of the drivers of fintech innovation are instrumental in embed-
ding the web into the home.

Fundamentally, IoT solutions are deployed to optimize the use of resources
and can be seen in both business and consumer domains. For example, digi-
tized inventory management systems are some of the earliest known examples
of IoT-like solutions.’® However, whilst optimization — lower costs, greater
convenience — is certainly an advantage, the combination of the IoT and
certain other technologies holds even greater potential.

For starters, Al can be used to build more autonomous IoT-enabled solu-
tions. However, this is a two-way street: with a greater number of connected
devices, each equipped with multiple sensors, more data can be gathered to
inform machine learning algorithms, and in greater detail. In turn, this allows
connected devices to make data-driven decisions and thus perform their
functions more autonomously. Self-driving vehicles are a good example of
this. These employ a multitude of algorithms to make decisions on the road;
in turn, the data gathered whilst driving — via their sensors and cameras — can
then be used to further hone these algorithms.

What’s more, if IoT-connected devices can be empowered with Al, they
can become economic agents who can transact autonomously on behalf of
their users. This can be achieved with blockchain tokens.’” As these tokens
can be used as stand-ins for fiat, they can be used for micro-transactions:*® as
blockchain tokens are digital representations of value, transacting in them,
should, in theory, lower transaction costs. This is because blockchain trans-
actions do not involve intermediaries and so can be made without the
paper-laden back-office settlement processes of fiat transactions.

For example, Jaguar has experimented with compensating its users with
cryptocurrency in exchange for their data. As part of this, drivers allow their
cars to automatically report road data gleaned from sensors on their vehicles.
In return, their digital wallets are credited with cryptocurrency which can be
redeemed for coffee, parking space, and toll payments.*”

Though the example above is relatively simple, it is not hard to see how it can
be expanded upon, technologically speaking. For instance, in 2017, Toyota
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announced that it was exploring the use of blockchain-based car-sharing solu-
tions in autonomous vehicles, to help car owners monetize their vehicles when
not in personal use.*’ As part of this, car owners might be compensated with
blockchain tokens — via a smart contract — in return for allowing other people
to use their vehicles.* As IoT-enabled devices become more commonplace, they
will start to transact on behalf of their users. In this way, things which would
previously have been redundant outside personal use will become financialized.

Identity and the digital self

With evermore convenient user interfaces, instantaneous payments and
IoT-enabled devices serving their users autonomously, it is not inconceivable
that all this leads to the emergence of the ‘digital self’. In other words, person-
alized digital representations of each user, designed to act on their behalf in
all manner of affairs; the decisions of these Al-enabled tools will be informed
by vast swathes of user data captured from a variety of user interfaces.*

To a degree, such solutions already exist. For instance, robo-advisers make
investment recommendations on behalf of their user’s expressed preferences
(aka user data). What’s more, the exchange-traded funds that many robo-
advisers recommend make algorithmic investment decisions themselves: for
instance, investing in the 100 largest companies on the London Stock
Exchange in proportion to their market capitalization is an algorithmic
investment strategy, however passive.

In the future, however, it is likely that the application serving us will take
input from a variety of sources.* This could include our online search history,
financial transactions, shopping carts, driving habits and even our private
conversations. As the technology already exists for recording, and capitaliz-
ing, on these data sets, the obvious next step is to integrate these.

In both business and consumer spheres, the core strategy of many disrup-
tors appears to be convenience optimization. Thus, the current spate of
fintech innovations will, at some point, require integration as a way of reduc-
ing users’ oversight and time costs. Perhaps then, it is unsurprising that novel
platform-based financial institutions, which combine various fintech innova-
tions, are flourishing at the expense of more established financial institutions
(see Chapter 1).

In order to integrate technology-enabled solutions, user identities must
first be digitized. To some degree, this has already happened organically:
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many websites allow people to log in using their Facebook credentials, for
example. Similarly, online retailers require a user’s email address to set up an
account; the same address can then be used to authenticate transactions via
an online payment processor such as PayPal.

However, these functionalities do not constitute a fully-fledged digital
identity system; hitherto, the focus has been on transaction authentication,
not user verification.* As a result, these systems rely on third-party financial
institutions to confirm user transactions. In turn, these institutions rely on
government-issued documentation, such as passports or driving licences, to
verify user identities. In this way, the online identity systems of Silicon Valley
are but digital veneers of existing paper-based systems.

Moreover, these digital veneers are not centralized, whereas the underlying
systems are: most governments, for instance, keep a database of all driving
licences in issue. This separation — of our digital and physical identities —
allows people to adopt multiple online identities. Whilst this may be attractive
from a privacy perspective, it also enables financial crime; indeed, certain
online frauds would be harder to pull off if all e-mail accounts were linked
to their users’ government-issued IDs.

Of course, the potential benefits (fraud reduction, AML, etc) of centralized
digital identity systems may not outweigh the potential risks that such systems
pose to civil liberties. Regardless, such concerns have not stopped some coun-
tries from digitizing their citizens’ identities. India’s Aadhaar (Hindi for
‘foundation’) initiative is perhaps the most extensive example of this: in 2008,
the Government of India launched this programme to give each of the country’s
1.2 billion people a digital identity.* One of the programme’s core aims was to
increase financial inclusion and access to public services; with an estimated 52
per cent of Indian adults not using financial services as of 2008,* this interven-
tion can be seen as an effort to alleviate poverty in the world’s largest democracy.

This appears to have worked: between 2011 and 2017, the proportion of
people over the age of 15 with a financial institution account grew from 35 per
cent to 80 per cent.”” What’s more, high denomination (500 and 1,000 rupee)
bank notes were banned in 2016 in an effort to combat money laundering and
tax evasion in what was a highly cash-centric economy:* according to a 2014
estimate, around 90 per cent of consumer payments were conducted in cash.*
These reforms are facilitating the digitization of India’s economy: for example,
digital payments grew by ca 18 per cent from 2016 to 2017, from US$17
billion to US$20 billion.*® Moreover, India’s GDP grew at an annualized rate
of around 7.5 per cent between 2014 and 2019.°"
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However, pro-digitization reforms are not unique to India: in 2019, countries
in the Eurozone stopped issuing €500 banknotes, though existing notes continue
to be legal tender.’* Given that most people in more mature economies already
have bank accounts, it seems likely that financial institutions, and not govern-
ments, will be play the leading role in managing digital identity systems.

As financial institutions have the user interfaces and requisite infrastruc-
ture for managing millions of customer accounts, they could play a key role
in digital identity systems.’®> When banks sign up new customers, they are
essentially verifying their identities from scratch; whereas the Indian
Government started with a central authority that would collect basic infor-
mation about its citizens,’* banks merely need ask their customers for more
verifiable data. Indeed, they already have the scale and sophistication to
collect and store this information securely.”

In this way, banks could digitize their customers’ identities on behalf of
governments. To facilitate this, governments could formalize implementation
standards, as has been done in the case of Open Banking in the UK, and
thereby provide institutions with a common framework for managing their
customers’ digital identities. Alternatively, this could be achieved via a consor-
tium of financial institutions, which would verify and manage customers’
digital identities centrally.*®

That said, more decentralized approaches to identity management do
exist: in a distributed identity solution, for example, user verification relies
on multiple third-party institutions,’” such as utility companies or tax author-
ities. In practice, APIs (see Chapter 1) would be used to access to third-party
systems in order to provide and/or verify user information.

CASE STUDY

. ConsenSys’s uPort: Distributed identity
‘We have arrived at a breakthrough in how we can build trust into all of our systems. We are
at the beginning of the next revolution, the Trust Revolution.’ These are the words of Joseph
Lubin, the founder of ConsenSys, a Switzerland-based blockchain company, and developer
of uPort.>® The company, which was founded in 2014, is notable because it develops
applications for Ethereum, an open-source blockchain system which Lubin co-founded.*®

Like Bitcoin, Ethereum is a blockchain network; however, its features differ significantly.
Whereas Bitcoin is backed by the energy costs incurred by its miners, Ethereum derives its
value from a different commodity: computing resources. To understand why this is important,
one must first appreciate that Bitcoin derives its scarcity from the fact that it can only be
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created via the process known as mining; like gold mining, this entails energy and hardware
costs.®® By expending computing resources, miners earn the right to issue Bitcoin, hence the
term ‘proof of work’®"! This system is necessary for deciding who gets to add the next block to
the blockchain, and thus for reconciling the ledger (see Chapter 5).

On the other hand, the Ethereum network reconciles its ledger via a proof-of-stake
model, whereby network nodes get to mine blocks in proportion to their holdings of the
Ethereum token,®? which is known as Ether.%® As part of this, Ethereum miners host
decentralized applications,®* because proof of work is much less energy intensive than
proof-of-stake. In this way, the Ethereum network is effectively a decentralized cloud
system; to access applications on the network, users pay miners in Ether,®® which creates
a natural demand for the token. As a result, the Ethereum blockchain is effectively a
currency system backed by processing power.

Although the Ethereum network consumes the same resources as Bitcoin (ie energy,
hardware and labour), it transforms these into something more useful: if the Bitcoin
token can be described as ‘digital gold’, then Ether can aptly be described as digital gold
jewellery. This metaphor is fitting because jewellery making, which enhances the value of
the gold, requires skill and creativity - just like software development.

The decentralized applications running on Ethereum are known as ‘DApps’.°® Though it
may seem perplexing that computer programs can be hosted on a blockchain, you might
recall from Chapter 5 that blockchain transactions are no more than transfers of
information and that computer programs are no more than lines of code. As Ethereum is
an open-source system, anyone can use it to launch a DApp.%” Moreover, these
applications are managed independently of the Ethereum Foundation, the non-profit that
supports the Ethereum network.*®

The uPort solution is an example of a DApp. It is an identity-management solution that
allows users to store and manage their data via the Ethereum blockchain. The application
itself functions like a cryptocurrency wallet wherein private keys are used to authenticate
transactions. Of course, no tokens are sent; instead, users sign transactions to grant
counterparty access to their data in order to verify their identities.®®

In 2019, ConsenSys announced a partnership involving uPort, PwC and Onfido, a global
identity management provider. As part of this, the uPort solution would be experimented
with for user verification purposes in financial services. Commenting on this, uPort’s
strategy and operations lead, Alice Nawfal, said: “We see an increased demand for secure
and privacy-preserving solutions that facilitate personal data sharing between financial
institutions. Our view is that consumers will eventually be able to build dynamic, robust
financial identities based on data from all financial institutions they have accounts at, and
be able to port their identities across service providers.’”®
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What are the opportunities and risks of using uPort in financial services?
(Suggested answer at the end of this chapter.)

If a person’s identity can be digitized and its verification decentralized, can
the same be done for a financial institution? Corporations, after all, have, in
many jurisdictions, rights and responsibilities that are similar to those of
individuals. What’s more, the required digitization and decentralization has

1

already begun:”" individuals work from home, office-based work flows are

being automated and IT infrastructure is moving onto the cloud.

Decentralized financial institutions?

Decentralization has been underway for some time in finance. By disinterme-
diating and unbundling financial services, fintechs have undermined the role
of centralized financial institutions (see Chapters 1 and 2). Of course, these
fintechs then congregate on financial platforms. However, given that the
requisite technologies already exist — in the form of APIs, blockchain and
Al - for the further decentralization of financial services, it may only be a
matter of time before these platforms themselves are decentralized.

Arguably, decentralized organizations already exist, in the form of open-
source communities. However, as these communities rely on their members
to donate their time and effort to support the project at hand, they are not
private enterprises. Indeed, very few corporations can rely on their share-
holders for unremunerated work like open-source communities do.

What’s more, decentralized private organizations are not a wholly untested
idea: for instance, in 2016, the decentralized autonomous organization
(DAQO) was launched. This was an Ethereum-based enterprise whose projects
would be decided by polls of its members. As each member’s votes were
weighed in proportion to their holding of DAO tokens, this process was
comparable to shareholder resolutions at an AGM. In addition, DAO tokens
were exchangeable for Ether tokens.”

Management of the DAO was decentralized as projects would be proposed
and voted on by its members. Once a project had been accepted, it would be
delegated to a contractor via a smart contract, who, on successful comple-
tion, would be payable in Ether.”” In this way, the DAO was at the same time
a shareholder corporation, crowdfunding platform and a cryptocurrency.
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The DAO’s launch in May 2016 garnered much excitement, attracting
US$130 million worth of funding from ca 18,000 investors.”* However, the
DAO did not last long: just over a month into its life, a hacker exploited a
loophole in the DAQO’s contracting mechanism to steal US$70 million worth
of ETH from its treasury.”” Subsequently, the DAO collapsed; this was followed
up by an SEC investigation which found that the DAO may have breached US
securities laws by issuing unregistered securities in the form of its blockchain
tokens, though no enforcement action was subsequently taken.”® The world,
it seemed, was turned off decentralized organizations, for the time being.

The human touch: the edge in an automated economy

Throughout this book we have examined how technology is being applied to
make financial services faster, cheaper and easier; in this chapter, we explored
how the continuation of this trend will facilitate greater automation and
decentralization in financial services. Thus, in a future of increasingly sophis-
ticated robo-advisers, automated voice-assistants and even decentralized
organizations, it is pertinent to ask: how can individual financial institutions
differentiate themselves?

In Chapter 3, we examined how behavioural economics and careful inter-
face design can be used to optimize the user experience. However, if all
financial institutions pursue similar optimization strategies, differentiation
will be limited; though branding may vary, different solutions will feel simi-
lar, thus limiting the depth of the user experience. Moreover, self-service
solutions have been shown to struggle with customer retention.””

Therefore, financial institutions must consider the role of humans when
deploying new technologies within their businesses. How, will depend on the
target users and their so-called ‘pain points’; in this context, one can interpret
the idea of a ‘customer’ more widely, to include internal stakeholders. After
all, if a lack of human contact adversely affects customer retention, perhaps
it also affects staff morale and employee performance?

Regardless of whether they are internal or external, customers share
certain inherent preferences. These are human agency, transparency of effort
and authenticity.”® Those seeking to create unique user experiences should be
mindful of these when deploying human resources as part their technology-
enabled service offerings. Consequently, each preference warrants further
elaboration.
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For starters, the desire for human agency is straightforward: users want
experiences that are the work of human agency rather than that of machines.”
For this reason, consumers are willing to pay a premium for handmade prod-
ucts, such as jewellery or gift cards.® This dynamic may explain the fact that
people are willing to pay for financial advice delivered by humans, despite
the lower cost and increasing sophistication of robo-advisers.

Furthermore, users desire an observable human effort in service of their
needs; that is to say, they want to see that someone is doing something to help
them.®! This may explain the reluctance in some people with regard to using
chat bots; some customers just prefer to speak with another human being.
Indeed, Britain’s first bank without branches, First Direct — which prides itself
on having been ‘open 24/7/365 since 1989’ — has a UK-based call centre, despite
the fact that its customers are 19 times as likely to engage with the bank digi-
tally than over the phone.*” In this way, some customers, regardless of the
efficacy of the user interface, may continue to prefer a human interaction.

AFFECTIVE COMPUTING

As many people still desire a ‘human touch’ as part of their user experience, work is
underway to make user interfaces that are emotionally intelligent, or at least appear
so in the eyes of the user. This involves building systems that can recognize and
respond to human emotions, which is known as affective computing.®* Due to the
complexity of this, affective computing is a multidisciplinary field, which draws on
computing, psychology and cognitive science.®

While humans gauge each other’s emotions by picking up on verbal and
non-verbal cues — both consciously and subconsciously - computers attempt to
detect patterns in user input. For example, an emotionally agitated person may
exhibit certain sound wave frequencies in their speech. As a result, the range and
depth of emotional signals exhibited by humans can be an obstacle to their
interpretability by computers; indeed, human beings often misread each other’s
emotions.®> Moreover, in order to interpret human emotions, computers must gather
and integrate different pieces of information in real time. This is complicated by the
fact that people express emotions in diverse ways, and often do so idiosyncratically.®®

Finally, customers desire authentic experiences.?” Of their key preferences,
this is perhaps the most difficult to manufacture; as there is a risk of being
perceived as disingenuous if one tries too hard, any efforts to appear authen-
tic must be subtle. For example, restaurants that prematurely display their
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year of founding as part of their branding may appear déclassé to more
discerning customers, because they recognize the trick that the restaurateur
is trying to play on them.

In this regard, established financial institutions have a potential advantage
over fintechs: in a globalized and digitized world that feels increasingly
uncertain to many, people are drawn towards the tangible, that which has
history and a connection to the local community. Established banks can play
to these desires by highlighting their historical roots, serving local businesses
and engaging the local community via their branches; this is a potential edge
that digital-only fintechs simply do not have.

The customer preferences highlighted above give us an idea of how finan-
cial services organizations can redeploy employees who will be displaced by
automation over the coming decade. Thus, the onus is on financial institutions
to identify workflows that are likely to be automated. As advances in Al will
enable the automation of jobs that rely on accessing and storing data, many
administrative roles will become increasingly computerized.*® Moreover, as
the algorithms grow more sophisticated, workflows that rely on pattern
recognition are likely to go the same way.*” This transformation is well under-
way in some areas of finance: for instance, in the year 2000 Goldman Sachs
employed ca 600 equity traders at its New York City office; by 2017, it
employed just two traders there, plus around 200 software engineers.”

On the other hand, workflows that involve high degrees of creativity and/
or emotional intelligence are forecast to be less susceptible to automation.”
That said, such predictions are based on other predictions about the future
of technology. As a result, they are inherently uncertain as the speed and
nature of technological developments can and will surprise even the keenest
observers. While it is difficult to foresee how new technologies will shape the
world, it is at least as difficult to say exactly when.

Chapter summary

This chapter looked at several technological trends that will shape financial
services over the next decade: digitization, automation and decentralization.
However, financial institutions that deploy new technologies in their businesses
must not forget to integrate their services and to personalize these. Thus, the
financial industry’s answer to fintech disruption may, in some respects, be surpris-
ingly low tech: more convenient solutions with a human touch.
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I’ '| KEY TAKEAWAYS
The key takeaways from this chapter are:

- As financial services become progressively cheaper, faster and more convenient,
the next source of value may be found in integrating disparate technology
solutions.

» Banks can play a key role in furthering digital identity management due to their
existing scale and sophistication.

« With increasing automation and digitization, consumers may find value in
services that include a human touch.

SUGGESTED ANSWERS TO DISCUSSION POINTS

Q How might voice-based solutions affect the customer experience when applied
in a financial services context?

Personalizing financial services by addressing users by their first name, for example,
and by anticipating their needs may improve customer retention. Also, being able to
review one’s financial situation and goals without having to endure extra screen
time is likely to be attractive to convenience-hungry customers. Indeed, this may
help customers stay within their budgets and meet their savings targets as they may
feel ‘in control’ of their financial situation as a result of the greater oversight
afforded to them (and thereby feel motivated to take greater responsibility for
meeting their goals).

In addition, anticipating customer needs and, on this basis, recommending
additional products to them can give customers the feeling that they are
receiving a personalized service. That said, these recommendations need to be
genuinely helpful and relevant to each customer’s needs; otherwise, they will feel
too much like an up-sell and therefore inconvenience the customer. After all,
having to consider whether a recommendation is helpful can be seen as a mental
transaction cost.

Finally, users may become frustrated if they have to repeat themselves, hyper-
articulate or provide additional details in order to get the voice assistant to do their
bidding. In addition, as users are accustomed to doing things on screen, they may
have difficulty retaining any information they receive in an auditory format.
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Q What are the opportunities and risks of using uPort in financial services?

Opportunities
- Faster access to financial services as identity can be verified via the uPort app.
« Reduction in behind-the-scenes paperwork/back-office costs.

» Reduced risk of data loss on the part of financial institutions as they have to hold
less customer data.

- Digitization of customer data may enable data mining to detect opportunities
and threats.

Risks

« Customers could lose their private keys due to negligence or cyberattack.

- Concentration of data means that one breach could lead to the loss of the
customer’s most sensitive data.

- Speed of service provision also enables faster cyberattacks (eg by using digital 1D
to take out loan).

- Therefore, financial institutions need a user interface and procedures that will
allow customers to reset their passwords/report attacks.

« Such contingencies/countermeasures could mimic those of email providers.

» Two-factor authentication may not suffice for mobile-based apps.
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Aadhaar : The Hindi name for India’s digital identity system. This translates to ‘foundation’
or ‘base’.

Algorithm : A set of instructions that can be executed by a computer. For example, an invest-
ment algorithm may buy gold when it trades below its average price for the preceding 52
weeks.

AML/CFT : Anti-money laundering/combatting the financing of terrorism; rules and
procedures designed to impede the flow of money to and from criminal enterprises and
terrorist activities.

Anchoring : When an individual’s decision making is disproportionately influenced by the
first pieces of information they are exposed to, as these frame the evaluation of additional
information.

Artificial intelligence (Al) : The deployment of computer programs acting with some degree
of autonomy so that they meet the Turing Test.

Bid-ask (aka bid offer) : The price you can achieve if you want to transact in a financial
market now. Under these circumstances, the buyer will pay the higher price and the seller
will receive the lower price; the difference (ie the spread) goes to the market maker.

Big Data : Quantitative decision-making methodologies that involve large-scale data sets
and extensive data management systems.

Big tech : A handful of large, well-known technology companies based in the United States.
These include Microsoft, Google, Facebook and Amazon.

Captive : A subsidiary company set up within a group of companies with the intention of
providing insurance services exclusively within the group.

Cashless : Transacting electronically without the use of cash or other tangible assets.

Choice overload : The result of being exposed to too many choices and/or information,
which impedes rational decision making.

Cost-leadership : Seeking to compete by offering a product/service for the lowest price; one
of Porter’s generic strategies.

Cryptocurrency : A blockchain token used as a currency system (eg Bitcoin).

Cryptography : The branch of mathematics concerned with concealing information, thereby
securing it from prying eyes.

Decision fatigue : A cognitive phenomenon that arises when a person is exposed to a
succession, or multitude, of choices that renders them progressively less capable of
making rational decisions.

Derivative : A security that derives its value from another asset. For example, if you buy gold
futures, you benefit if the price of gold goes up; meanwhile, your counterparty, the person
that sold you the gold futures, suffers a loss, and vice versa.
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Differentiation : The opposite of cost-leadership in that one tries to compete by offering a
product/service that is, or at least perceived is to be, unique; according to Porter, this is
done to justify charging a higher price.

Differentiation focus : Similar to above, but where one deploys a differentiation strategy in a
particular market segment.

Digital native : A person who grew up as the internet became a mainstay in most households
or someone who does not remember life before the internet.

Digitally : Pertaining to activity that has a networked, and usually web-enabled, technologi-
cal underpinning. For example, transacting digitally could be taken to mean transacting
via an application that relies on being connected to the internet.

Dis-economies of scale : The opposite of economies of scale; when an entity gets too big, it
incurs additional costs as a result of its size, such as increased monitoring and audit costs.
In addition, the objectives of management are frustrated by individual actors pursuing
their own goals, sometimes to the detriment of the organization as a whole.

Disruptive innovation : A theory of competition developed primarily by the Harvard scholar
Clayton Christensen. Herein, innovators disrupt established players by pursuing over-
looked customer segments within their markets in order to build a foothold before
moving on to more lucrative segments.

Distributed-ledger technology (DLT) : Same as blockchain technology.

Economies of scale : Where the increasing size on an entity gives rise to a competitive
advantage. Bulk purchase discounts from suppliers are an example of this; as is brand
recognition.

Efficient market hypothesis (EMH) : The theory that it is impossible, other than by chance,
to outperform financial markets because all available information is already reflected in
market prices.

Encryption : The concealment of information by turning it into something else (such as a
hash). The opposite of decryption.

Ethical hackers : Consultants that are paid to break into systems in order to expose vulner-
abilities.

Fear Index : A 2011 thriller by author Robert Harris about a hedge fund with a mind of its
own.

Financial technology (fintech) : The application of technology to finance to make it faster,
cheaper, more convenient and more accessible.

GFC : The global financial crisis of 2007-09, sometimes referred to as the credit crunch.

Going long : The act of buying a security in order to profit from a gain in its price.

Hardware and other non-custodial wallet solutions : A cryptocurrency wallet that does not
rely on a third party for safekeeping of the user’s private keys. This is commonly a
USB-based device.

Hash : The output of a hashing algorithm

1SO20022 : An international standards framework for transaction communications between
financial institutions.

Keylogging : Software that keeps a record of everything that is typed on the user’s keyboard.

KYC : Know your client/customer; anti-money laundering procedures wherein a firm seeks
to ascertain the identity of new customers and gain an understanding of the customer’s

rationale for seeking its services.
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Letter of no action : A document issued by the US Securities and Exchange Commission to
an entity or individual conducting a financial activity of uncertain legality; the letter
effectively guarantees no further enforcement action by the SEC provided that its
conditions, as set out in the letter, are met.

Liquidity : The idea that securities become cheaper and easier to trade the greater the size of
the market as a result of intragroup competition between buyers and sellers.

Maturity transformation : The result of banks having multiple borrowers and depositors. In
this way, depositors do not need access to their money at the same time, which enables
the bank to lend out their deposits over longer time horizons, thereby securing higher
returns.

Mid-price : The average of the bid and offer prices in a market; in other words, the halfway
house between the prices preferred by buyers and by sellers.

MiFID II : A piece of EU legislation (Markets in Financial Instruments Directive), that
regulates trading venues and service providers in connection with shares, bonds, invest-
ment funds and derivatives.

Money-market fund : A fund that invests in short-term bank deposits/debt securities.
Mortgage-backed securities (MBS) : An investment that is backed by a bundle of mortgages,
such that the investor receives a diversified stream of mortgage payments in return for

incurring default risk.

Negative network externalities : Where the increasing size of a network leads to negative
outcomes for its participants. See Network effect below.

Network effect : The idea that a network becomes more useful and/or valuable to its
participants as it increases in size (ie ‘connections’).

Network externality : Similar to network effect, though can be positive and negative.

Nudges : A subtle change in a person’s environment intended to guide their decision making
towards a preferred outcome.

One-stop shop : The notion that you can get all your financial needs met by one provider,
thereby eliminating the inconvenience of having to deal with multiple institutions. Some
supermarkets operate a more holistic version of this model by offering, in addition to
food, petrol, electronics, financial services and clothing.

Online banking : The conduct of banking affairs via an internet browser or smartphone
application. In many cases, this removes the need to attend bank branches.

Passive investment : An investment strategy that does not seek to outperform the stock
market by picking individual stocks; rather, one invests in the whole market index,
thereby securing the average return for the market.

Patch/Patches : A workaround or fix for software bugs or other operational problems.

Peer-to-peer (p2p) lender : A platform that connects savers with borrowers; by disinterme-
diating banks, this should, in theory, secure both higher savings rates and lower
borrowing rates.

Private key : A unique password that confers access to a single public address on a block-
chain.

Proof of work : A hashed output starting with a certain number of zeros that a Bitcoin miner
must find to add the next block of the Bitcoin blockchain. The requisite number of zeros
varies according to the amount of computing power on the network so that a new block

is added roughly every 10 minutes.
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Public address : The location on a blockchain that pertains to a specific private key; in other
words, a location that is only accessible to the holder of the private key.

Regulatory arbitrage : The act of relocating to a jurisdiction with laxer laws and/or regula-
tions in order to minimize regulatory scrutiny and compliance costs.

Regulatory office : In the context of fintech, this is a team within a regulatory authority that
specializes in the regulation of fintechs, and is thereby able to provide more sector-specific
support to fintech start-ups.

Right to be forgotten : An individual’s right to ask a search engine or other data repository
to remove their personal data. Under GDPR, this is called the right to erasure.

Ring-fencing : A post-GFC regulatory intervention (primarily in the UK and EU) that
requires banks to separate their retail and investment banking activities by funding
sources and into separate legal entities. This is intended to avoid a repeat of the financial
crisis wherein the risky activities of firms’ investment banking arms endangered their
otherwise healthy retail businesses.

Risk : The possibility that something good or bad may happen.

Run : When a large number of depositors decide to withdraw their funds from a bank,
thereby causing its collapse. This can also happen in the context of other financial
institutions, such as when investors decide to withdraw their capital from an open-ended
investment fund.

Scientific management : An efficiency-driven management theory that emphasizes worker
specialization, workflow planning and extensive performance measurement.

Securitization : When a promise of future cash flows such as mortgage payments, rental
income or life insurance premiums is sold as an investment to a third party, thereby
turning the initial contract into a security.

Security/Securities : A financial instrument/s that can be bought and sold; a financial
instrument is a promise of future cash flows such as a stock or bond.

Shadow bank : A non-bank entity that invests in securitized bank loans or other forms of
debt, and in doing so, takes on credit risk like a bank.

Short-selling : The act of borrowing a security and then selling it in order to profit from a
fall in its price. To make the lender of the security good, the short-seller has to buy the
security back on the market and return it to them; if this has fallen in value, the short-
seller makes a gain.

Silo mentality : The problem that arises when teams and departments take a too narrow
view of their goals/risks and lose sight of the bigger picture facing their organization.

Spirit of the law : The idea that, in order to comply with the law, one must comply with it in
principle, rather than on a mere technical basis. This is intended to prevent people from
gaming the rules.

Spread : The financial gain a financial intermediary makes from connecting two transacting
parties (ie buying low, selling high). For example, a bank will pay a lower interest rate on
deposits than the one it charges borrowers.

Stack : An arrangement of technological modularities and/or solutions into multiple layers
such that each layer relies on the layers below it.

Stored at rest : When data or information is stored digitally and not being used.

SWIFT : The Society for Worldwide Interbank Financial Telecommunications is a member-

owned cooperative and network for financial messaging services.
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Symbolic interactionism : The idea that people attribute symbolic significance to objects that
are prevalent in social interactions.

Technology acceptance model (TAM) : An analytical framework for technology adoption. It
holds that perceived ease of use and perceived usefulness are core drivers of technology
adoption.

Technology neutral : A policy stance wherein policymakers and regulators seek to regulate
the application of technologies in the context of, say, financial services, rather than
favouring or disfavouring individual technologies.

The cloud : A catch-all to describe any computing that takes place on a remote, third-party
computer. For example, storing images online can be described as being on the cloud.
Token : In the context of tokenization, a stand-in number that is used in lieu of a user’s card

number or other sensitive details when authenticating transactions.

Too big to fail : The idea that some financial institutions are so large that their collapse
would bring down the financial system; thus, these institutions are believed to have an
implicit bailout guarantee as it is believed governments would be forced to intervene to
save the financial system. This dynamic can be problematic as it incentivizes reckless
risk-taking in financial institutions.

Turing Test : A standard for assessing whether a machine can be held up as ‘artificial
intelligence’; if the machine can perform a task with a degree of proficiency that is
equivalent to, or better than, what a human being would be capable of, then it can be
considered to be artificial intelligence.

Two-sided markets : A market centred around an entity — or platform — with at least two
stakeholder groups, wherein the entity’s actions with regard to one group influences
outcomes for the otherf/s.

Un-bundling : The idea that traditional banking models that offer their customers a
complete suite of products are coming undone by smaller fintechs that pry away their
customers by offering them better/cheaper individual products.

Virtual asset service provider (VASP) : An entity that provides services concerning virtual
assets such as blockchain tokens. According to international anti-money laundering
guidance, this includes activities pertaining to the exchange, administration, safekeeping,
and issuance of virtual assets.

Voice assistant : A web-enabled console and/or smartphone application that reacts to users’
voice input.

White-labelling : Selling a product under one’s own brand that is produced/serviced by
someone else. For example, many own-brand supermarket products are white-labelled.
Wisdom of the crowds : The notion that mean estimates from a large group are proficient at
estimating/predicting uncertain facts and outcomes because extreme estimates/predictions

cancel each other out.

Xaa$ : Everything as a service; the idea that technology can transform products into services
that are to be rented rather than purchased. Software-as-as-service is a prime example of
this.

Yield : The annualized rate of return which can be achieved by buying a security at prevail-
ing prices; the lower the price, the higher the potential return.
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